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Malware Detection Technique of Android-based

Smartphone using Static Analysis

Jin-Sik Yun

Department of Computer Engineering
Graduate School of

Korea Maritime University

Abstract

As Google's Android shows the fastest growing mobile smartphone
operating system in the world, also some vulnerability issues in Android
browser which could allow an attacker to remotely steal the user's local
data or to make spoof applications that could silently download a mobile
malware application in the background have been increasing today. Due to
the increase, many Android applications which may contain mobile malware
recently started to show up on the Android Market(Google's app store for
Android).

Most mobile antivirus applications are for Windows Mobile and Symbian
devices so far; However with the increase of threats also for Android,
many mobile antivirus companies are trying to treat this OS in their
product. Nevertheless a lot of security issues in mobile circumstance
arise continuously. The important thing is that both neither Google nor

Microsoft handle and approve, in fact, apps the same way for example

_iV_



Apple does.

The motivation for this thesis was to extract and detect an Android
malware efficiently and more quickly. The static analysis 1is used to
achieve this. Further, the signature detection technique with a few
heuristic techniques shows the brilliant results. In particular, the
proposed solution extracts a header of malware and a operation data with
so called static analysis. Then, 'SHA-1 signature' and 'API Call
Combination signature' are extracted - each function separately
identifies a specific application and detects the specific factors that
affect to the operation system directly. Finally the proposed solution
senses a mobile malware application quickly and correctly with these
signatures and heuristic techniques which are able to detect a new and
mutant efficiently, whereas other previous antivirus applications show
good performance but there are some fatal flaws to detect them.
Futhermore the static analysis permits a prompt detection before an

execution.
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Table 3.1 Data types using in dex file

o1% ok
byte 8-bit signed int
ubyte 8-bit unsigned int
short 16-bit signed int, little-endian
ushort 16-bit unsigned int, little-endian
int 32-bit signed int, little-endian
uint 32-bit unsigned int, little-endian
long 64-bit signed int, little-endian
ulong 64-bit unsigned int, little-endian
sleb128 signed little-endian base 128, 7}HZ o]
uleb128 unsigned little-endian base 128, 7}¥HZ 9]
uleb128pl unsigned little-endian base 128 plus 1, 7}#HZA 9]
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- LEB128(Little-Endian Base 128)
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C}. DWARF3 &2]& 7|Hto g 3 o] &A1& dexoll Al 32-bit F=ol gt

sleb128%} ulebl28 E}Ye] tlmZW gl 13 3.49F 1% 3.59

[27]. uleb128p1e uleb1282] A A Zkel 1S = 7S vFeERAL),

AHgET

z}
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long DecodingSignedLebl28 () {
int bitpos = 0;
long vln = 0L;
while (true) {
int inp = bis.read();
vlin |= ((long) (inp & 0x7F)) << bitpos;
bitpos += 7;
if ((inp & 0x80) == 0)
break;
}
if (bitpos < 32 && ((1L << (bitpos - 1)) & vln)
vlin -= (1L << bitpos);

return vln;

'=0)

1% 3.4 Signed LEB128 Y3 Y <aig&F
Fig. 3.4 Decoding algorithm for signed LEB128



long DecodingUnsignedLebl28 () {
long value = 0L;
int count = 0;
while (true) {
int b = bis.read();
value |= (b & 0x7f) << count;
if((b & 0x80) == 0)
break;
count += 7;
}

return value;

1% 3.5 Unsigned LEB128 t]ZW <did=
Fig. 3.5 Decoding algorithm for unsigned LEB128
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Table 3.2 Structure of dex file
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Table 3.3 Structure of dex header

2= o] W&
0x0000 8 iz, o AR

0x0008 4 A =2

0x000¢ 20 SHA-1 A]2Y A

0x0020 4 dex 3 7]

0x0024 4 e A7

0x0028 4 elek A gk

0x002¢ 4 WA A7)

0x0030 4 B9 QA

0x0034 4 W YsE o2 A
0x0038 4 FA4 1D EHolE 7]
0x003c 4 A4 1D HolE 22 A
0x0040 4 ElS] ID Elo]&E =7
0x0044 4 EtQ] ID HolE 2= Al
0x0048 4 2 E [D HolE A7]
0x004c¢ 4 ZE2E ID HolE 32 A
0x0050 4 I= D HeolE F7]
0x0054 4 4= 1D HolE x4
0x0058 4 A= ID HolE =7]
0x005¢ 4 HAZ ID HolE 22 A
0x0060 4 22 FY HolE AV
0x0064 4 Y= HY Holg 2=
0x0068 4 tlolE =7]

0x006¢ 4 tojg 2= Al
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Table 3.4 Structure of class definition item
3 34 He
g9~ B Ad= | uint | ZA= S99 B9 1D ofold Adx
< 7% uint | W= HF2 715 @
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Table 3.5 Structure of type ID item
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Table 3.6 Structure of string ID item
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Table 3.7 Structure of string data item
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Table 3.8 Structure of class data item
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Table 3.9 Structure of method data item
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Table 3.10 Structure of method ID item
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Table 3.11 Structure of code item
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Table 3.12 Opcode for method call
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Table 3.13 Size of opcode format

w2 3 Al
‘%%01 O]—E— [e] 001 o T

27 (o] £)
0x00 nop
0x01 move

2

0xCF rem—double/2addr
0x05 move-wide/froml6
0x08 move-object/froml6 A
0xE2 ushr-int/1it8
0x03 move/ 16
0x06 move-wide/16 ’
0x78 invoke-interface/range
0x18 const-wide 10
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Fig. 3.6 DB structure of allow application signature
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map<ClassName, map<MethodName, APIList>> stack process func

(map<ClassName, map<MethodName, MethodList>> stack) {

map<ClassName, map<MethodName, APIList>> APIstack;

class itr = stack.begin;

while(class itr != stack.end) {
method itr

= class_itr.begin;
while (method itr != class itr.end) {
for (int i1i=0; i<method itr.value.size; ++1i) {

if (isAPI (method itr.value[i]) == true)

APIstack[class itr.key] [method itr.key]
add (method itr.valueli];
else(

APIstack.add(stack[method itr.value

[1] .class]

[method itr.value[i].method])
}

method itr++;

}

class itr++;

}

return APIstack;

a8 3.7 WA=

8 by dueE

Fig. 3.7 Method call stack process algorithm
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Fig. 3.8 DB structure of API code data

“[1-g}[0-9l =(, [1-0} [0-9] 3 {2,B}§ | . | “[1=@][0-9)=(, [1-9] [0-9] =) {26} $

o T-9] [0-9] <, [1-9] [6-8]1%) {2.B} | . g

a9 3.9 ofd B9 FEaH AITUA HeolHuwolA s T &

Fig. 3.9 DB structureof malicious acts heuristic signature
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Table 3.14 Malicious acts related class and APIs

g 9]

=

API

GpsSatellite

getAzimuth

getElevation

getPrn

Location

getAccuracy

getAltitude

getLongitude

getLatitude

ContactsContract

lookupContact

getLookupUri

g a5

BluetoothAdapter

enable

startDiscovery

WifiManager

enableNetwork

reconnect

startScan

getScanResults

NetworkInfo

getDetailedState

1sAvailable

1sConnected
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META-INF Ez a3
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\# AndroidManifest xml 1,420 5,480 74% XML 2
| | classes.dex 39,007 91,980 58% DEX DY
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Fig. 4.2 structure of kr.co.onepiece.oppa-1.apk
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4 @ bis DrataRecieversXByteArraylnputStream (id=...
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o count 91980
& mark 0
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Fig. 4.3 Result of dex extractor array size
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m method_ids_off 14708
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Fig. 4.4 Extract result of dex file header
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AoctivityMapViewiFunctionGetFiancelocation={

finish=[XmiPullParserFactory.newlnstance,
¥mlPullParzerFactory.newPullParser,
URL.ocpenStream,
XmiPullParser.=setInput,
EXmiPullParser.getEventTIype,
XmlPullParser.getEventIvpe,
XmiPullParser.next,
¥mlPullParser.getName,
String.equals,
EXmiPullParser.getText,
String.contains,
AotivitvMapViewSFunctionGetFiancelocationéMyData. setLongitude,
Doukle.parseDouble,
AotivitvMapViewSFunctionGetFiancelocationiMyData,. setLongitude,
Exception.printStackIrace,
String.egquals,
String.contains,
ActivitcyMapViewSFunctionGetFianceLocationéMyData.setLatitude,
XmiPullParser.getText,
Doukle.parseDouble,
BoctivitvMapViewSFunctionGetFiancelocationfMyData. =etLatitude,
String.equals,
XmlPullParser.getTexe,
ActivityHapViewSFuﬁctionGetFianceLucationSHyData.setlast_update,
String.equals,
XmiPullParser.getTextc,
AotivityMapViewSFunctionGetFiancelocation$MyData,. setOnlLocation,
XmlPullParser . getNames,
String.equals],

doFinaldction=[String.contains,
LetivicyMapView.accessEQ,
Toast.makeText,
Toast.show,
ActivitvMapViewSFunctionGetFiancelLocationiMyData.getLatitude,
ActivityMapViewiFunctionGetFiancelocationiMyData.getLongitude,
ActivicyMapViewSFunctionGetFianceLocationiMyData.getlatitude,
LetivicyMapViewsFunctionGetFiancelLocationiMyData. getLongitude,
ActivityMapViewSfFunctionGetFianceLocation. getGeoPoint,
LetivityMapViewSFunctionGetFiancelocation.addFiancePin,
LotivityMapView.accessE2,
MapController.animateTo,
ActivityMapView.access:3,
ActivityHapView$FunctionGetFiance[ocationSHyData.getLast_update,
StringBuilder.append,
StringBuilder.toString,
TextView.setText]

a9 4.5 FY2 ¥ i 35 Ay

Fig. 4.5 Method call results of each class
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