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A Study on Covert Underwater Communication System
Using the LPI Based on Spread Spectrum

Ahn, Tae Seok

Department of Radio Communication Engineering

Graduate School of Korea Maritime and Ocean University

Abstract

Researches for oceans are limited to military purpose such as
underwater sound detection and tracking system. Among the various
ocean technologies, for the purpose of personal or military security,
underwater acoustic communications with low-probability-of -interception
covert characteristics were received much attention recently. Covert
underwater acoustic communication system is designed for the
transmission signal is not intercepted by the unintended another receivers.
Covert communication system must operate at low signal-to-noise ratio.
Therefore, typical covert communication systems use a spread spectrum

communication technology.

Spread spectrum signals used to hide the transmitted signal by
transmitting it at low power and making it difficult for an unintended

listener to detect the signal in the presence of background noise.

The problem for spread spectrum communications in an underwater
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acoustic channel is the multipath arrivals, which create severe interchip
and inter symbol interferences. In order to improve performance in
multipath underwater channel, this thesis proposed turbo equalization
techniques based on RAKE receiver for spread spectrum communications.
RAKE receiver was applied threshold comparison and weighted
coefficient. In this thesis, the performance of the proposed transceiver

model is analyzed.

This thesis focused not only single user but also multiuser. Many earlier
works focused on the single-user detection problem. They are often
inspired by advances made in wireless radio communications and
sometimes dedicated to the underwater acoustic communications. In a
single user code acquisition algorithm was proposed. However, the
growing interest in underwater communications led researchers to
consider the multiuser detection and acquisition problem in an underwater

communication network system.

By expanding single user communication concept, this thesis proposed a
multiuser access communication system based on turbo equalized RAKE
model. Thesis analyzed the performance of the proposed multiple access
communication for covert communication by simulations. Also number of
users are fixed on two, underwater experiment was conducted and
demonstrate that proposed model is very effective for covert multiuser

underwater communications.

KEY WORDS: Underwater communication; Low-Probability-of-Interception; Spread

spectrum; RAKE receiver; Multiuser.
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Channel Impulse Response
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Fig. 3.5 Delay profile channel

] 918 s}e}ulels Table 3.13 2t} ©lo]
o S 93PN Rme] WE £ N, =

a Fa 1 AQd Bssr12 (2, 1, 7) convolution
2osrls AHEstom, WEW 2 BPSKE A3t E357]2+= BCIR
53718 AHgsidd. T4 Fa AEE FasEs 16 [kHzl, 192 [kHz]=

Table 3.1 Simulation parameters

Source 1000 bits
PN Code HIE 4 N, 8, 16, 32 bits
Channel Coding Method (2, 1, 7) Convolution
Modulation BPSK
Decoding Method BCJR
Center Frequency 16 [kHz]
Sampling Frequency 192 [kHz]
Bit rate 187.5 [bps]
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Table 3.2 Parameters for underwater acoustic communication

experiment
Source 1000 bits
PN Code bits <= NN 8, 16, 32 bits
Channel Coding Method (2, 1, 7 Convolution
Modulation BPSK
Decoding Method BCJR
Center Frequency 16 [kHz]
Sampling Frequency 192 [kHz]
Bit rate 187.5 [bps]
Distance 41 [m]
Water depth 4.3 [m]
Depth X : 3 [m], Rx : 3 [m]
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Fig. 3.11 Illustration of the sea trial
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Table 3.3 Number of errors according to N, = 8 bits

Interval # 1 2 3 4 5
Training data
122 175 91 268 265
RAKE (512 hbits)
i D
receiver ata 671 | 1050 | 281 | o948 | s97
(2012 Dits)
Interval # 6 7 8 9 10
Training data 121 90 221 206 225
RAKE (512 hbits)
recelver Data. 224 | 207 | o48 | 934 | so4
(2012 Dits)
Interval # 1 2 3 4 5
Training data
. . 121 160 21 254 281
55 = (512 bits)
<5 Datq 437 | 978 | 101 | os7 | o12
(2012 bits)
Interval # 6 7 8 9 10
-
. alningie o5 | 65 | 231 | 253 | 247
55 = (512 bits)
F Data
) 141 116 869 986 874
(2012 Dits)
Interval # 1 2 3 4 5
Decoded error (1000 bits) 265 482 0 495 415
Interval # 6 7 8 9 10
Decoded error (1000 bits) 0 0 532 478 476
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Table 3.4 Number of errors according to N, = 8 bits by RAKE receiver

(Data 1000 bits)

Interval # 3 6 7
RAKE receiver
. 865 924 847
(Data 2012 bits)
RAKE | 58 % 9F
. i ™ osr1 | 847 | 749
receiver | (Data 2012 bits)
Decoded error
. 491 478 471
(Data 1000 bits)
Interval # 3 6 7
RAKE i
TECRVET 120t | 958 | 307
RAKE (Data 2012 bits)
receiver 53 & o F
184 781 115
with (Data 2012 bits)
threshold | D
ecoded errf)r 0 185 0
(Data 1000 bits)
Interval # 3 6 7
RAKE receiver
RAKE 281 224 297
. (Data 2012 bits)
receiver
T = ‘Q_E
with o5 F Tl 121 | o141 | 16
. (Data 2012 bits)
weighted
coefficient Decoded error 0 0 0
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Table 3.5 Number of errors according to N, = 16 bits

Interval # 1 2 3 4 5
Training data
. 237 239 105 228 78
RAKE (512 bits)
receiver Data
. 814 941 798 798 347
(2012 Dits)
Interval # 6 7 8 9 10
Training data
) 31 201 236 91 31
RAKE (512 bits)
receiver Data
. 265 917 875 313 158
(2012 Dits)
Interval # 1 2 3 4 5
Traini
) aining_data 200 | 217 | 117 | 208 | 31
35 3 (512 hits)
T Data
. 719 845 458 716 184
(2012 Dits)
Interval # 6 7 8 9 10
Traini
aining data o8 | 225 | 207 | 37 | =
=3 & (512 bits)
i Data 104 | 910 | 851 | 97 | 158
(2012 Dits)
Interval # 1 2 3 4 5
Decoded error (1000 bits) 429 387 104 479 0
Interval # 6 7 8 9 10
Decoded error (1000 bits) 0 478 468 0 0
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Table 3.6 Number of errors according to

N, = 16 bits by RAKE receiver

Interval # 5 6 9 10
RAKE i
FECRVET 1 gss | 824 | 747 | 681
(Data 2012 bits)
RAKE i =Tl | sz | s | sss
receiver | (Data 2012 bits)
D
ecoded error |0 30 | 47a | 301
(Data 1000 bits)
Interval # 5 6 9 10
RAKE recetver |0 | 565 | 341 | 312
RAKE | (Data 2012 bits)
. o & o=
receiver | w2 ¥ 28 | o0l 1 | 131 | es
with (Data 2012 bits)
threshold
Decoded erT.or 5 0 0 0
(Data 1000 bits)
Interval # 5 6 9 10
RAKE receiver
RAKE 347 265 313 158
. (Data 2012 bits)
receiver .
— = ‘Q_E
with 5 ¥ o184 | 104 | o7 24
. (Data 2012 bits)
weighted
coefficient Decoded err.or 0 0 0 0
(Data 1000 bits)
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Table 3.7 Number of errors according to N, = 32 bits

Interval # 1 2 3 4 5
Training data
. 13 41 40 174 46
RAKE (512 hits)
receiver Data
. 251 234 985 542 287
(2012 Dits)
Interval # 6 7 8 9 10
Training data
. 32 61 204 81 78
RAKE (512 hits)
receiver Data
. 651 240 968 312 958
(2012 Dits)
Interval # 1 2 3 4 5
Traim
) aining data 9 320 | a7 | 47 | 15
=3 & (512 hits)
i Data
. 35 121 884 321 142
(2012 Dits)
Interval # 6 7 8 9 10
Traim
ammg .data 27 31 217 61 74
=53 & (512 hits)
i Data 339 | 107 | 891 | 54 | 980
(2012 bits)
Interval # 1 2 3 4 5
Decoded error (1000 bits) 0 0 425 67 0
Interval # 6 7 8 9 10
Decoded error (1000 bits) 59 0 479 0 480
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Table 3.8 Number of errors according to N, = 32 bits by RAKE receiver

Interval # 1 2 5 7 9
RAKE receiver
. 710 807 851 835 831
(Data 2012 bits)
RAKE | 58 % &F
, i T 723 | 784 | 824 | 784 | 794
receiver | (Data 2012 bits)
Decoded error
. 321 481 476 482 469
(Data 1000 bits)
Interval # 1 2 5 7 9
RAKE i
FOCRIVET 1 ao) | 410 | 277 | 330 | 388
RAKE | (Data 2012 bits)
receiver 58 ¥ 2R/
98 110 87 284 94
with (Data 2012 bits)
threshold | D
ecoded err.or 0 0 ] 39 0
(Data 1000 bits)
Interval # 1 2 5 7 9
RAKFE B 251 234 287 240 312
. (Data 2012 bits)
receiver .
— = iE
with 5 ¥ Tl s | 121 | 142 | 107 | 54
. (Data 2012 bits)
weighted
coefficient Decoded err.or 0 0 0 0 0
(Data 1000 bits)
' - 31 —
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Table 3.9 Total Number of errors

RAKE receiver 8 2R/ Decoded error
Total Data Total Data Total Data
(210" bits) (210" bits) (10" bits)
N, =38 3.572x 10! 3.236 10! 3.143x 10!
N; =16 3.113x 10! 2.521 %10 ! 2.345 %10 !
Ny =32 2.714 10" 1.962 10! 1.51 %10 !

Table 3.3-3.804= N7} 8 bitsoll A= 107] s

deolHE Hasla 474 2
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3.99)| A= RAKE receivere} 5371

oot AL A T & U
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Fig. 4.3 Covert multiple user acoustic communication based on SIC/RAKE receiver
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Table 4.1 Simulation parameters

Source 10000 bits
PN Code 8 bits
AHgAL A BS 8 bits
AH&ZL 9 1 1,2, 3
Channel Coding Method (2, 1, 7) Convolution
Modulation BPSK
Decoding Method BCJR
Center Frequency 16 [kHz]
Sampling Frequency 192 [kHz]
Bit rate 187.5 [bps]

Fig. 45& ALg7e] %o me

RAKE 7)ute] Bl 53 melo] o
9
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Fig. 4.5 BER performance graph by number of user
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tolB & 357 7FedhAl 43kt
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Table 4.2 Parameters for underwater acoustic

communication experiment

Source 500 bits
PN Code bits 16 bits
AL&AF A BE 16 bits
The number of Tx (U) 2
Channel Coding Method (2, 1, 7) Convolution
Modulation BPSK
Decoding Method BCJR
Center Frequency 16 kHz
Sampling Frequency 192 kHz
Water depth 4.3 [m]
Distance (Tx-Rx) Tx1 : 41 [m], Tx2 : 36 [m]
Distance (Tx1-Tx2) 5 [m]
Depth Tx1, Tx2 : 3 [m], Rx : 3 [m]
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Table 4.3 $]9] Fetvets o] &ste] g A dolE
eSS 2/ e A HA SR
With A% Az, RAKE receiver 343 5317
e Ae FJAT F A, 10742 AA T 2702 HZNA 500 bits Tl A
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Table 4.3 Number of errors (U=2)

Interval # 1 2 3 4 5
Training data
110 89 122 | 170 | 210
RAKE (512 bits)
recelver Data . 305 | 114 | 214 | 354 | 462
(1012 bits)
Interval # 6 7 8 9 10
Training data
215 | 129 | 122 | 227 | 178
RAKE (512 bits)
; Dat
receiver -3 359 | 193 | 114 | 408 | 398
(1012 bits)
Interval # 1 2 3 4 5
Training data
. : 75 25 65 171 | 234
=3 % (512 bits)
= D
27 ata 132 | 51 | 97 | 334 | 495
(1012 bits)
Interval # 6 7 8 9 10
Training data 198 | 129 | 65 | 260 | 182
=3 % (512 bits)
= D
25 ata. 357 | 193 | 73 | 498 | 367
(1012 bits)
Interval # 1 3 4 5
Decoded error (500 bits) 75 0 245 219
Interval # 6 8 9 10
Decoded error (500 bits) 231 38 0 258 247
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Interval # 2 3 8
RAKE i
recelv.er 428 441 409
(Data 1012 bits)
RAKE | 53 ¥ &F
. T F W | oo | 519 | 4w
receiver | (Data 1012 bits)
Decoded error 944 939 938
(Data 500 bits)
Interval # 2 3 8
RAKE receiver
348 202 142
RAKE (Data 1012 bits)
: = = S iE
rece.lver 55 = ‘IT 398 69 o8
with (Data 1012 bits)
D
threshold ecoded erfor e 0 0
(Data 500 bits)
Interval # 2 3 8
Rakp | RAKETecelver | L b o0 | 1
receiver (Data 1012 bits)
] 53 3 o F
with . 51 97 73
. (Data 1012 bits)
weighted
ficient Decoded error 0 0 0
COCHCIEt [ (Data 500 bits)

Table 4.4 E fHolgHE E353 uzE o]&3le] RAKE receiverel| W&
59 MFE Jveld FEoltl. RAKE receiverwt A L3198 wjH T} threshold
w3 7t #7HE LS w Aol Y F He AE #E T S+ 9

° 29 gF

Table 4.4 Number of errors by RAKE receiver (U=2)
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