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A Study on the Smart home system under

Internet of Things using Open source

Chang-Gyu Seong

Department of Computer Engineering,

Graduate School of Korea Maritime and Ocean University

Abstract

Home service of loT(Internet of Things) has been briskly provided, mainly by
domestic mobile network operators and appliance companies using specific smart
devices and the communications network of theirs. Drawbacks of this home service
of IoT, such as having to use dedicated equipment and having to a flat fee
monthly, do not satisfy the consumers’ demands. These shortcomings of IoT home
service is causing the appearance of users who try to design the environment of
IoT that responds their demands and naturally, attempts to have home automation
system through open-source hardware like Arduino. Open source offers end users
the paradigm of ICT (Information and Communications Technologies) and DIY

(Do-It-Yourself) that let them make their own thing that meets their requirements
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and design a smart IoT environment through their thing. Anyone can construct an
IoT service platform at a low cost applying the paradigm offered by open source.
Thus, this thesis designs and implements an loT-based smart home service system
on the data and specification produced from various devices through the structure
of IoT home service environment that consists of open-source loT platform and IoT
home gateway. The proposed platform uses Arduino and Raspberry Pi which are
distributed as open-source hardware and forms a thing that is capable of interacting
with surroundings by linking multiple sensors to the platform. It uses a lightweight,
bidirectional messaging featured protocol, MQTT. Also, every piece except the
gateway uses WiFi connection in order to resolve the inconvenience of wired
environment and the difficulty of installment. Web Socket, the web standards for
the next generation, is employed to be hooked up to web browser. An application
that provides a stable, cost-efficient connectivity for the thing in IoT environment
and build a broker that interwork with ‘cloud service platform of IoT using
Node-RED. Any information gathered is visualized through various ways such as
web page, mobile page, social network, and e-mail. The effect of the system is
seen through the implementation of smart home system in IoT environment based
on the designed content and through the performance comparison to messaging
processing using HTTP protocol. The suggested system is expected to be available
in multiple areas such as homes, industries, and public services with the capability
of satisfying various requirements of IoT environment using open-source platform
and with the possibility to be extended to service-oriented application. More

research on the system that is appropriate for customized service in every area with

_iX_
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performance and safety enhancement through various solutions of IoT this thesis

does not cover is needed in the future.

il

KEY WORDS: Internet-of-Things; AF&<QIEJUl; Open source platform; 2 EA2~

N 3Z; Smart home; 2=UFE & Message Queueing Telemetry Transport; MQTT;
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A &3 AFHA Az"e G o7, sARY, ePFHS £, o)F
el T AF ARE Ao E wFHA Ay AFete An~E AFst
A EH22]

Y. 39 Ad %

A oF 209 Ho] JAHUS AMgdE Aoz FAHE =, BM2 20200 500
o Ml AbEo] Yl AZAEHE AF=RIHYl AUE AWt olef e A
wolg, BML “‘E=3 x|F(Smarter Planet)’ = M2 Al ZTZAEES

5

& TEAE ASl Qo ATIRREE o 29 2m2A0lt 1A
o] VeSES S T7]ee 42 5o @

Cisco= ‘Smart+Connected Communities’ 2= Al T2 AEE FH3t1
o HEYIE 94 - 5%H AFUESY BEA S5 53l AHKH BA B

I} A #eE, &Y 58S 5 FAHRAS 7S st e A FFS 9
3 &Aoo ® AASt ok Community+Connect” £FAL 53 ), shw,

T okl A ahe HE FIAE F Ade BEY AH2E ARIYAA AFSH
o}, ‘Commun1ty+Exchange’ E£FAE FalAe AR L AY REHE] T
ANRNEANA AFFA AFsH It 42 22 F+ e AT AFUEHE
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EVRYTHNGS 7]& AFS o=z A48 Ry 2nlES A wH=7] 93+
‘WoT(Web of Things)’ 7l&<= 7Wdst= 3AtolH, ArtE £33 7+ A FS Y
Eldl= -3 ‘Intelligent Identity’ £ o] &3l A|F iz} Anjz), S EVE
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22 AFERIEYGA Y] L EAX

‘e E A 2(open source)’ = ITEOFY Af AZE o] 59 Uigte
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HAZ T dANAE LZ 42 A2ZEY 9 (Open Source Software, OSS)ol] ©]o]
L E 2 =9 o(Open Source Hardware, OSHW)S A 2& 7|& 84 EdbC
2 FEE IH LETALZ FEfolE EALS AZEO9 A TEXA
L RELS AFZEY ST AZEQOE FASE £A2IEE FGER, &
Ea2 eSO E StEAOE T8 IEE, FEIYXRE, JEE TS UF
oAl M AFS Dot TP LEA2 st=Edo] F3](Open Source
Hardware Association)olAlE T A2~ sttg oo thisk HoS = E3}a)A
Mstar dom A LOHAC]l F/HE AL 7] HolAd s MR %
7H= o] ATH28]

Ho&2
v}

ofl o
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= IAS T4 A FHE 7L 5 Qdojof I L ELZ st o]
= 4 JidEe] st=dolE WEaL o] stEdolY AMEE SHEer] $ste,
AA 7 F de FFH AR, BF 7S Y, A" AA, Aol gle 2
HE J83 2Z42 HAQl &5 AREStE Zlo] o] Aot E L JE
o] ZRFL st=dol HARJS AFEA neFoen A2e FFstal &
4315 At AHEAEC] AFEA 71ES AT F ARE FTH29]

o) 2]

120 AFERIEYl L&A StEd o] FHESS A ASHE wlojla=m
A E £ 2 (Single-board micro controllers)?} ASHE=
computers)® EF& 4 TH30l. @A 71 Wo] LA YE SZAax =
Aol FRAFOZE obFolngl g=xulg] dol7} low Zp ZPYF| wE 54
o] zlol= ¥ 229 ZTh

7 ¥-E(Single-board
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B 22 QFEL2 BIES o] ZHE Bl
Table 2.2 An overview of some 0T embedded platforms.
Brand Arduino Raspberry Pi Intel Beagle Board
20+ and many
BeagleBone
clones A, A+, B, B+, 2, .
Models Edison Black, X15, and
(Spark, Intel and so | 3, Zero
SO on
on)
ATmega, ARMv6 or v7,
Intel Atom | AM335x 1 GHz
CPU 8-64 MHz, Intel 700 MHz -1.2
. . 500 MHz ARMv7
Curie, Linino GHz
RAM 16 KB ~ 64 MB 256 ~ 1 GB 1 GB 512 MB ~ 2 GB
Full Linux, -
Largest X86, Stability, full
+ . GPU, large . .
community . full Linux Linux, SDK
community
Price ~30 USD ~5-35 USD ~50 USD ~50 USD
Linux, Linux,
RTOS, Linux, Linux, . .
Type . . hobbyist to hobbyist to
hobbyists hobbyists / . . .
industrial industrial
Pluggable extension Ethernet, .
S0 . Ethernet, extension
L. boards (Wi-Fi, GPRS, | extension i
Connectivity ) Wi-Fi, BLE through USB
BLE,ZigBee, and so | through .
) and shields
on) USB, BLE (Pi3)
L. Single-board Single-board Single-board | Single-board
Division .
micro controllers computers computers computers
7). oFFol
2005 olgg ot A ©Ag olFolx= AA M fFHsEa dE &8

Eao Hedol

o=
BEEMCUZEA ddg= 7

JEE I

Zo P
34t o]

o]

zZHe
A Q Aot}
nfo] 382 HEEZ HIo|xTh AlA e} HFooJHE o] &

o] gAY A ofdz 1 Ho|
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= oo AXE B2 297, LED, 2¥ 59 thaksl o

ol H3sich 7)o GSM, <}olsto], 59 A d4

(Shieldvt LCD 2= ¥, USB oJHE] T AAAE ZAFA

: FohXIth. ofFolxg] ¥ FRAGE FE 2
w2 A sk oS, Yw2 5o BUdt OS=

B
K-y
o
o,
Ll
re
ihd
315
rlr

o] 1:% )

b

i
©
i
In

flo lo

&= HS

}'i
N
&=
N
o N

[e)
LET’

3 Fg Agr ARYUEES =3 2 9=,
Helo] /M A2 F=, PC ¥ 2l o Afx
thA] ol Fo]xE o] &St wWEY AlA
G2, FAF R, ol
SHAl A2t 7hs s

23]
%
rit é‘;
[o;
* o
ool 8 T o2

]
AFH 5

e

E 23 o}Fol= 9= R3 AR
Table 2.3 Arduino UNO R3 Specification

A" ey 4@

14(6 PWM output)

Hlo|IEAEE ATmega328 A YEE
52A % 5V USBozE
qHAY TV ~ 12V |

o}gi:’- ‘ga :‘ﬂ— 6 (Oi-iia\tk\)
e mze 32KB
SRAM KB GEE
EEPROM 1KB
e Fus 16 MHz HUGIV,50) LEND 0f219m
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., ARDUINO ROBOT (' ARDUINO ESPLORA

38 21 ofFelx AF FF

Fig 2.1 Arduino products

A LELZ st=So] FHEFQ] obFolme WAL TI9 213 o] ofF
ol $=UNOE HIEste  tAdetDiecimila), Fol(Due), #FNLUE=
(Leonardo), #l7HMega), Ux=(MNano) & ¥t AFo =2 dAu=i ok o2
LEL2 stESOl Bl RAY F{RVF 453 Wom 11 Afol2% ulg o

Fst7] dizol o FEh B o] Al el A&l #2831l

L. 2tzHlg] o)

gz gl doles P=2 =g dto] A (Raspberry Pi Foundation)o]
FH % st w8S FHoZ MU 248 A HE HFEHEA, 71E
=5 PCe FARSHAl 71RE, EUE S¢ F¥717]9k dZ0] 7Hesit. 2
zHg ¥lo]= 700MHz ARM CPU$ —1#§¥ ] #X](Graphic Process Unit,
GPU), A g 21& A2 #X](Digital Signal Processor, DSP), SD RAM &o°| &
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vl H =2 AHBroadComm)e] BCM2835 SoCE 7|HEo. 2 3sla Q). # 9

USB ZE <o) wa} 2d ARLEE)} =9 BEYEH) F VMR /=2

24 Ao+= 256MBe] o] ©xjxo] Qom 170¢ USB 2.0 XEV}

WgE ue, =9 Bol= 516MBO] o] BAH I 270e] USBEE 2 oty u

ELF 7)Eol WAEo 9ok 2016 5€¥€ #A|, Raspberry Pi 20 o]
Raspberry Pi 37}A] ZA] % Atk

EA 2t E IS TASE B HJAAR HFA Er 4 dHow 7
A7t @Al obAlof, Alofol A Ho e FujFo|th opFo|el iz}
AR TS Ao} dFoolEE A4 tFd Vs TEAY T e The

b, 2§ 7igl REX dusts 5 848 FIAA Yot Aok

gtzulg] stol= Zt=H|QHRasbian)olgts EFAAE A& 2FRH|IES
gtzulg] gtolot Hnehs &R wolth HHIRFE f529 & FRE, AR
gz o] Ao M F2HIFE HESIY obx] #%2(Arch Linux)e| ot
+2EE AlFsta JTH32]

gpzug] dolo A rde 13 229 il FQAFS

k

2.49 2ot

a9 2.2 =g Jo] AF T/
Fig 2.2 Raspberry Pi Products
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¥ 24 2i=u|g] gjo]

=R R=E]

a2 =2

Ao

Table 2.4 Raspberry Pi Model Specification

Raspberry Pi B+ Raspberry Pi 2 Raspberry Pi 3
Price US$25 US$35 US$35
SOC Broadcom BCM2835 Broadcom BCM2836 Broadcom BCM2837
CPU single-core quad-core ARM quad-core ARM
ARM11@700MHz Cortex-A7@900 MHz Cortex-Ab3@1.2 GHz
Memory 512 MB 1GB 1GB
USB 2.0 port 4 (via the on-board 5-port USB hub)

Video outputs

HDMI, Composite video, MIPI display interface

10/100 Mbit/s Ethernet

10/100 Mbit/s Ethernet

10/100 Mbit/s

On-board Ethernet,
twork USB adapter on the USB adapter on the 802.11n wireless
networ USB hub USB hub ' ’
Bluetooth 4.1
Low-level . .
. 17X GPIO plus the same specific functions, and HAT ID bus
peripherals

Power source

5 V via MicroUSB or GPIO header

Collection @ kmou

Size 85.60 mm X 56.5 mm (3.370 in X 2.224 in)
Weight 45 g (1.6 02)
£ 25 9E&s Slode] FAE FolA tEA ofFolwsl gz
o] o] ZpolH & Hlalste] YERHIL AT
- 18 -




E 25 ofFole} gh=HlE] dho] Hw
Table 2.5 Arduino vs. Raspberry Pi

Arduino Raspberry Pi
Character micro controller micro computer
Memory 0.002 MB 512 ~ 1 MB
Speed 16 MHz 700 MHz
Flash 32 KB SD Card (2 ~ 16 GB)
0OS None Linux distributions
Multitasking No Yes
IDE arduino sketch anything with Linux support
On-board N
Limit Yes
network

222 QLELX ATEY Y]

o]9} 7 AEQIEYY 7|&Z AAZ B uw /b F23 2FAELE 7))
7 AAo|t} o]l= 71717+ AA(Peer-to-Peer, Machine-to-Machine %) 9 &
= FH9E 5 g clxaele] AZAS xSt o9 o AA L therst

WEYD 71e= Fdol sttt &, e FUD WEYD /&2 AEE
o] 92" Wat flor, dAF UENI A2 oA 45 oldT 4 YE
598 FA LIEZo| shsdtthd AEAEYS] THo| sbsstth AT e
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3 B4 UESF 7|€2 ¢oldto], ZigBee, Bluetooth o] AFE2IEU
853 om, 53 2A4F AMEAE H&3tr] 93 AHY JEE
Ao g /I Aok O¥ 237 o] g UMEYIAE AA" AEESDL &
gk 7he e BAIS AFERQIE U ol o] VEeEd AX

= A E F&E o gt

* o "‘ ..... o “. L ’

A wE

i
I
2
)
o

m
_(__‘2’
2
»
o
fru
N
>

I8 23 A=RIEYelA AHE A9
Fig 2.3 Connection on Internet of Things
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(
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Forcool 4 A4@ Ay ZESL meop @k ey ABUe AFHO
= e dey vwe, HITP 54 T2E2s 2 Ao E2a 7758
AR gk 29 ge ZEEIe ABAHY fEAcd & §3t7]ds
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GAY 5 Yt AR O e T2EZS YaE B33 G o

B¢ b BEH ABIEY 9 EL2: ZTREZEOIL
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7}. MQTT

MQTT(Message Queuing Telemetry Transport) = 94 Ao, 94 HHS %
Aol B4 ZREFo|t34]. MQIT ZEEZFLS ~ulEE
786 A W vER A Ad A sHstEE AAE
AY Z2EFE 92 g3y 3 AN = &7-8kar wA
= 7 JAEE AAHJS. A 22

Hoted Hxele MQTT= @A A L
=22 z=Zwy 935l 19999 BMolA =7 wHe @EsIga, 20044
MQTT.orgell A 24 2 glo]BglE F/) st o™, 20131@ OASIS(Organization
for the Advancement of Structured Information Standards)el] &) AF&E<IEUY
S % ZF AR Z2EZE AAHHAT

)
.
flo
2
ro
(i,
ol

it
o
o
S
s
o
)
=2
>

- AN FA AES FUAE AP S-S HasEie, AT WAAE AL
=

= g FHo] B HES A Folel @ din| g

= S| E ofEg Al T2 A &Eo] 3] AFALS HIH.

= O] ZEo|AdE AAo| A I Publish/Subscribe W EH IS &3
A dE WMAAS 93 QoS(Quality of Service) &S A F3tt}.

= Y 2FE WAAY Z2EZS AT

=
f

MQTT %%+ 43)/7%=(Publish/Subscribe) 2] 2] mdZ dolEE £33t
F218k7] S8 28 2.49F o] e zK(Publisher), =3 (Topic), HZ A (Broker),
T-5ZHSubscriben = FAETH36] WA T4 FERE FPAVL EFYS H
gtH BEAV} o]lF FASIAL, FEAE BHEAE B A Jde EFE T
=3le Zolth. MQTT AWeta kA &3 BEAA 3 olf& MQTT7}

Ay

J
ARE QAss BAAR FRE LHFE PEAT WAAE FIL RS 5

i
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Q== FA GTVS DYsy] WRolch ARG FEAT A wAAE
FILLA @] W] HE] FHelm, WA F Y, BYTH £E W
) Aol Bk

Publisher Broker Subscriber

Subscribe=topic-

Publish=topic, data=

-

Notifv=data=

% 24 MQTT 549) 9wbaQl 72
Fig 2.4 General structure of MQTT communication

a9 25 AbEQEHY AF S 19 MQTTE &&/+= 3ot MQTT
A Al YA T SEOIES} dAste] LN FAs & 7
o et FEA AR Y A g HEAE T8 WAAE Fa
Lenh FIAL} FEAL Aolo] WEEE WA BFd FA &9 FA
2 EFEA Srdd 7 oo A AR 54 FA7E EH(Topioelth. 7=
A7b 4l B3 AL wAA e BEYg BEAY TS, Gt wA
AE A =3t oA Ageta, ol BEAVE fAE F B WiFse
TEAAA HAAE AEdTh GA Zell MQTT BEAE 2bE Sl &l
sh= MQIT ZFelEZF HulF= WAXE 38t old oA 287
MQIT ZFeelAESCA AEsFE T4 AMe] 4TS @3tk MQIT 2
ZolAE= MQIT HEACNA AANAES ALt dadt fAAE 2rvt &
A oS3 MQIT 228X Fx& eshr] g A2 s w2 gy

32 ofy

ol
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Ao Agsieh. 28 F MQIT B27Ag 2ZelA
£ WA FEA FUF 2P WEYTS) 9A %= FelE U

o] MQIT H2AE 2 &= St

m
MW MQTT Client
B ] (subscribe)

MQTT Client
{Publish)

Ef:m
WIAIA] 241

|
LY e 5

\\ damzs B
%

s R
/Ehé!i‘!'. pt" A, MQTT Client
=M [Publish)

I3 25 MQTT w&a/++5 F+=x
Fig 2.5 The MQTT Publish/Subscribe Architecture

em. 5
maix 24 4

MQTT Client
{subscribe)

MQTTY WA A= AS 729 EF3 #d
3 AHEAS fEE Al BT HAIAE FS54lste Ego|dETE A
HA AHELS LS FED F e FEAVE 2F
g Aolal ofZYAlAL T EFS B#A ELoR =
JH MAS AsHoR £l et MR AbEo] HWEolE FAlsky] {3
g g3 BEgo g o Fg Aol o] Ao HH wAAE
TR A Alo] HEEs FIHT = Ao

ELL EYADE ol &3l AFHo2 FAT F JolA diFe] AEES
agAow Fg & 2= gl BEAY HAAS AT gong ARE A
a7 9aA Y E I At oY FAMP)E AR Zgx A#gol
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30
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Cgael PEAE NS #AE 7}

sote] g o] EFo| gl FEO|RET 75E F UTh

AR F2e dstes FEoldEs ZEHFiltering EAE 3 EY S
T4 EFor F5 4 v HHY TAEE # F + 7F Ao =37
B EE ' 7S E ARESY e EFE AAE = ok ® 26
2 MQTT ZEH EAfol st 2 71A] 9 & RoFt

¥ 26 MQTT ZEg 2 “+*, ‘+°)9 F+= 4
Table 2.6 MQTT filtering character( “+* , ‘+’ ) subscriptions example

Topic with Filtering Matches Does not Match
home/room/temperature home/kitchen/temperature
home/room/+ y o o
home/room/humidity office/kitchen/humidity
home/kitchen/temperature | home/kitchen/humidity
home/+/temperature :
home/room/temperature office/lobby
home/kitchen
home :
+ . home/kitchen/temperature
office .
business/lobby
home/
. . home
home/# home/kitchen/humidity .
office/lobby
home/room/temperature

MQTTE= % 273 Zo] g T/ HEAE 7HAL do 11 FoAAE
Z1-& Mosquittoe] o},

Mosquittol= MQTT A§ H2AZ AFo|ly HIZAY} 7FA ok & glie] 7
< A3 AYdo= Aol ok 297 "ol &8 tulo]~E AMESH

= 5
= AFEQIEY S0 A ALgS7] o A gstt). &3 Mosquittos MQTT Z2 &
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= v3.1.18 Fd3% BSD #olAlx 7|Wke] 2 Z A~ wARA HZFAO|THITI.
Mosquitto= A A2 At Fulds So muld 71719 At AFEH, 2
Pli mol a2 HESSH 2o MM WA AsEs dAHPOH, vlo]
ARLZE A=f9 & EFAA, 52 AL 2 =iy o] o bt
3 ZUES AL

X 27 MQIT 227 vl
Table 2.7 MQTT Broker

dyna lust web plugin
Broker QoSO | QoS1 | QoS2 | SSL | mic cus socke | syste
topics e ts m
mosquitto v v V v V/ X Vv Vv
HiveMQ Vv V v v Vv v v v
Apache
ActiveMQ v v v v/ v v v v
RabiitMQ 7 v X v V. ? ?
mosca X/ \/ X ? ? X Vv X
L. Web Socket
71Ee] 4 A2 4 SEo|dER] ¢ HepeA oA ) AWE URLE 8%
S, 9 AWE D 9 FeloldER TS £as= Fxolth 9 Feold

2
o
b
Ll
o
>
9;5
K
4 fr
>
(i,

EolAe FAlE 7S o] &3} ARE 3t
Bl 7] 9kl ¢ BeleA dAE 7BAlsteiof gt ol ) HEhe-A o Zhuk
Yol TASA HH, AFfF o= AHEAS AJZHAQl A=2E ST 9
| H71% gttt o] & aj4shr] fske] iFrames o] &3t A4 ZH S o]
3tAY Long Polling, Stream 59 wW2]o] ALLE7|= o). 18y o]

Ao YEYT EYIHLE =AY, AAAHQ YEYI BIE ]

e =
do]l QItH38-39]. IETF RFC6455014 gold ¢ A2AL ¢ H-9-Adol A

o

oL oo
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A Mo} s EAlo] 7153 TCP 7)¥ke] 9 AA(Web Socket) T =&

9 262§ A4 ZTEEZS B4 S 3313 A A Aol 1 A
o} ) Fo|AEZLY ofulegk BAIS 2| Y3Lr] ¥ste] oA (Connection)S A

gatal Ak deEhaL ek ) Aol ) FelAET FBEF SA=
3}7] o WA Opening HandshakeE 33l A4S HA o
dE 9 Auet gl FPoREE FNHeE HRE F40 T F

[e)

A
& W2 FA AW(Push Servene] 7202 WES A EfE S U F 3

Client Server

Handshake (HTTP upgrade}

Y

connection opened

F 3

Bi—directional message
¢ Open and persistent connection >

One side closes channel

¢ Connection closed >

a3 26 Y &A T2EF
Fig 2.6 Web Socket protocol

_—

Y 27 71E 9 Pl M e Polingsh 9 2Ae] BA HA G wlwskel 1t
Ehia ok 71E 9 9ol Polinge 243 9ol 1= 748 w0z
Fa3h7] sl WMEA 830] FYsojor Atk wpetA Y A
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E 7JAE] fste AA dHS 84 T $BE FAlSor e UENA
R = Fxolt}h, ¥, Web Socket WAL Sokml g Ho] H|F7)
H

[e]

}2j o2 712 9 Polling WS Ao mR Yalo] Baw

Polling Web Socket

Client Server Client Server

Reauest 1 Request

Response 1 Response

Request 2 Response

Response 2 Response

Request n

v

Response n Response

a3 2.7 Polling®} §1 &7 A1 "4 vl
Fig 2.7 Polling vs. web socket communication

AR AR AR, ART A AololA] e FEe] sheelofs)

2Rl ARIEE FAC OF = o/HIEE EYgle]l ¥Ast B2 HolHE

Akt 1 287 o] AEddEUS AT AlE 94 EREFS AdEY o
2" Abzel tig deoly A 5 A2, HolE AlZsh, Hulelx Ao 8l thE

Auzste] A7 7% AFIHE FAES AU G DFF FF
9l

= BT Bas HAL, oJd AR A

R
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Client
Node-RED
Server

t

Client

13 2.8 Node-RED 73
Fig 2.8 Concept of Node-RED

Node-REDE IBMoll Al 7|2algom @A QT A2 ]
o]

coo] A, APl @ g9l Mu A2 EIEE= ALECIEYS 34 A=
71%S 383tH42]). Node-REDE 13 294 % Z+= tlulo]~9f TR EFo|
Az 24€8 JIAE EE FASIE O Qth Al TEjA === AMEo|u)
MUl 28 F4T Aoln =EE ddste ofolols AR 558 F33T
ojt}. wetA Node-REDE 01%0}04 g ofojojE 3§ TIPS 4

RH o2 ARG %

Operation ()

1% 2.9 Node-RED = 4
Fig 2.9 An example of Node-RED simple node
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- AEAEY S AL ARt NFED AW =Folch

- Nodejs 910 7251 Ags += RESS Fgaal e A2de §
g + Y= =70l

= ZFo= y)uke] An) A3} fo]5k
K

AFEQIEIY o Aol 4 /WA= Node-RED7F AX € tiujo] o] € Bz}
SAE Agste] H&slal, SEES AR ddste Az Auls Ex dol
B e FES BE § vk oE B9 2544 Hulolxvl &E SRS

FEE ©o]

MQTTY TCPZ HF3sttha 7pAstE 2% 21043 MQTT, TCP
how ElolH HE FESE HHT 5 gtk

o
)
rok

o=
WA S e dARA HBZH WM E WE LS JhestAl shal, wefd
g ZHEFo] A AREJIEY SHANA JEASNA &8& Hulel2E
Hda wWmEA AANTE £ UA=REF dFe FAHe AFdo g
Node-RED+= node.js[43] 71¥to. 2 /&3l H S22 nodejso] B golHEE &
AHEE F AtE AR F83 Aot =3 JfEATE g4A NER =EE

2% 4 AES ABA FE EAR
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Fig 2.15 Smart Home Service Model under Gateway
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a3 33 AlA gufol 2 1 A
Fig 3.3 Design of Sensor Device 1
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available

Connect

MQOTT Broker Motion value

nomial

Read

temp & humidity . e Al Publish
[ light / motion Data to broker
Value

a3 34 AA tulo] A 1 T2 SAS
Fig 3.4 Flow chart of program for Sensor Device 1
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Al Hurto]l 2~ 29 st=go] A= 19 359 #iu sHAEE =%

Z4gkelx, AFololHRE dlolE Agste] Ul A
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On/Offd = &= REE AASAH.

Moisture Sensor

Relay Module

DHT11 Sensor
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.‘ EEE g
. eeeee L L

8

= oo 000000 ofhboece
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fritzing
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Fig 3.5 Design of Sensor Device 2

_54_

Collection @ kmou

2=
=]
=
=



AA Hrpo] 2z 20 AXd Wd ==

2
flo
[
o
w
(@]
Ad)
ml
o,
offt
D
ot
O

WiFi
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Connect

MOQTT Broker oisture Value
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Read
temp & humidity \ ) Publish
Moisture Data to broker
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Fig 3.6 Flow chart of program for Sensor Device 2
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Fig 3.7 Design of Sensor Device 3
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AA Tupol 2 3¢] W9l e ade] BAe 19 383 2k

WiFi
available

No
Connect 1
MOTT Broker
—,
v
Read SN > Publish
Pir / Flame Datato broker

I3 38 AlA gulo]x 3 T2 SAE
Fig 3.8 Flow chart of program for Sensor Device 3
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Al E ol 8 7e2 e 2o
o AllEg o] HWAA s flelA MQTTE AH&3h=t]l MQTT AAl=
AR S ojgA B AAXE Hojetes FoFy B Ax MQITE 24
7171 A E AW J9T& = 2230 Hasit. w2k MQIT =
2EZS AU AR B2 AW Mosquittos x5kl 29 oh,
Mosquitto L ZAA~E & Fola ZAFe] FA o oFukak pub/sub WAA
Mulz=7) 7hEstal o] 71 EHRE ghell Jido] &olsith m3k H A
of BRE A|Fstr] &l HITP Z2EZ thilo] ¢ &A1& A Ystd
Mosquitto9] % 47 AHE F3 ¢ Ba$AS olg&dA A HARE
AR keinia=s
o AEQIEY st=do] SAEFH 289 ARlA=E T g7 fsiA &
AT =721 Node-REDE At&ste] 7|EAom Ao|EfJolE Bt +F
H ARE ONE =& AsiHste] s gxEy IR TP A5
o g BERE 2EE QS FélA FARE FAstAY Aol wE o
FoolEHE 75 % Utk Node-REDE= Alo]Egolo A ALE A7
3Z

N

(il

ﬁ?‘f—% Fggth. AlolEdeld AAdHE 4lA, T4, Ad 5 BEE
FA5E AME dZ2 ZRE2] Node-REDS S8l Av] 27} 7}538hoh
MySQL tlleolEjdo] 2~ Aue} s FepsT Ar|2o] HEBRE AA
Q3% AHE= EQEHE Tl AHEANA & ARAE AEsth 7
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4 A+ Mosquitto MQTT brokerE AR&3tt 13 3.9 A|QFsH A 2=Hl oA A}
=JEY AlA Huto] 29k AFERIE Ul Alo]Ego] Atold HolBE F-4lst
7] 93 MQTTY 23 /F=Eo md FTRE HoZth Ui AFe9%, MQTT
TIZEZS EY FXE HRE HAESHA "t gz gtolo] HX® MQTT
BEAd $4L HPsts PR TE UL SE2aid, ofFolx A4 oyl
ojzoM= AANE AHRE A EFog MQIT HEAZ @3ty MQTT
BRAE F5& A4S X ARE FATH. o7]9d 4= Node-REDo A +
B PR 435D G ARE Pold By @ mUHYL YR
| Gateway
Subscribe Topic : l | Node’ Red]
home/node 1 /termperature , Publish Topic:
home/node2/maisture horme/node Switch
horne/node3/gas II# «l horne/node2 fswitch2
home/node3 switch3
= [ Twamr |
Publich Topic 1 | Broker
Publish Topic: | e .
horre/nodel Aermperature e g
horne/node2/maisture I «I home/nodeT fowitch
horne,/node3/gas i horme/node2 switch?2
1 i Nl horre/node3switch3 |
Sensor Devices
a9 39 #9/7x 24 7z
Fig 3.9 Publish/Scribe model structure
A AFEIEY HolE] RS A FAE ER7std MQIT E& AA8H
0. 7 A BRER FAE B Qe 542 Su9T ® 344Y =)
Publishe 7zt &5E 2 AE/Yulo|A/FAZ BF73F9 3 Subscribes AE/Tnfo] /3
ool ERol A= skt
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¥ 34 MQIT EY A4
Table 3.4 Publish/Subscribe Sensing Value per Topic

Pub/Sub Topic Sensing Value Sensor
home/nodel/temperature Al ==
home/nodel/humidity A F5
home/nodel/light Al ==
home/node2/temperature IE FH 2=
Pub home/node2/humidity i TH F5 ji:]g
home/node2/moisture 3 i
home/node3/flame 3}y
home/node3/gas 7 2~
home/node3/motion =4
home/nodel/switchl A 297 )
Sub home/node2/switch2 HIE 29H g']—xr:]:o] ¥
home/node3/switch3 7k 291 o

a9 3108 AA Ax"HoA HolHE HAEIAL AEus wAxe 3=
S Ytk 712z o2 MQIT ZE2EZS AR E ¥
Z3le Fxolth WA FEAE ZE HZ A AAE
olFe] Iy}t FEATE FAl HIAAE Bl S vk webA
MQTT BE2AE FAoE Ty} 752471 T 45 E

of gt}

11
o2
ol
i
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loT Gateway

Service

Bemr S \QTT
Device : Broker

Sensor Data _
! Subscribe | Real Time
Real Time i Sensor Data |
| Semsor Data Real Time = .\'lumtcllrmg . B
Publish Sensor Data Real Time C Real Time
i — Transmit —| Sensor Data Sens?r D.ara
i —— Sotre —™ ¥ \onitoring
i
i Real Time
i Sensor Data :
: Command Transmit —— ™
Command " Publish ~ | i
Subscribe |
vl « g |

18 310 A =HS WAA] 5=
Fig 3.10 Message flow of the system
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a9 4.1 AA gujo] X~ 1
Fig 4.1 Sensor device 1
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F 41 AlA Hute] 2 1) AA/AFellolE Ea A
Table 4.1 Specification of Sensor Device 1

= 7% o] o] x|
2 FA 4 F A= Y]

- =
o] z7o] -40 ~ 80° C Alolo] &% T
S 3]

EEE o 0 100 Alole) S QW AW ghol FAW|
(DHT22) _ _ - _ <
T 24 & oxtE 05°C 24 45 o3 2% @ |
olt}, o7l dE Ao Lxsl FEE 2T}
1 A EE g TIEE AHE AVAEE W
Lo | B pAsE A4 mER 5ge nyE, v
T3, 15, Fde goo 9IS FA ga F 4
=43},

QA= 36559 d< 7HAA
Ao | 10pme} dpgo] y2th oA

#9lo] A wEolT,

glom #g o] of
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A sk QIAl S| =
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S WA A Cutelse] TAES 1Y 4.29) z;m_, TEE sedo] e
E 429} 2k A4 Clupolae] MCUE ofFolx & REE ALE3tTh ofF
o & HEE offol: $wnrh 4EWeA S5tk YRAOE ofFolk
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a7 42 QA dupolx 2
Fig 4.2 Sensor device 2
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B 42 AlA Huto] 2z 29| AlA/YFoolE] EE A
Table 4.2 Specification of Sensor Device 2

T s ol m A
e ¥ T 760nm - 1100nm H$ o] A4S
wp AT WO 2Ue 458 F At 2R nele 4
T em nre Ao wzsith mEo spEATS

AN

e AAE BRHOR @A ol stag gx
Zbee | @ 4 g, M2 RES e TE slEsh Al
MQ2) | A1 H2, LPG, CH4, CO, Alcohol, Smoke or Propane

< Asdld & de BEolth

AAE 6550 D X T glomz Aol of
A4 | 10ume] el Ut oAE @Aste] A &
Helo] ZAFE mEo|t,

tAd gl ojd21 PWM 8o ® L& 3 &+ 3
Buzzer | . 7)o AE 7Fx AA Y gro) wEt AEE =
st Y FoA AR 7]5S AlFg.

deo] BE2 B3 gAd On/Off 29A=, &
Relay | Z<gts} ke zske] 5V HAEEH] =& zﬂoﬁr_:}
T AT

A AR AA Outol 2 19 43xY FASYI, TEE =go] AFde
¥ 433 2tk A4 tuko] o] MCUE NodeMCU= A} S 2335387 Y
02l ESP8266 WiFi 7]uke] dtr ol Al ZEL 3 FHe e&n
ARG 3R Fo| 8 HHE AN R HolHE ¢l BEAZ AE
ol &

Bk weF sRol REF A9 EHE FRE HUFL AN e
On/Off & 4 Ut}
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1% 4.3 AlA fujo] 2~ 3
Fig 4.3 Sensor device 3

H 43 AA Huto] 2 3¢9 AAj/HFoolE BE A
Table 4.3 Specification of Sensor Device 3

I
N,
ol

.‘_r'L

Le5E | A2 Fue] 2ol o
(DHT1D) | 90% Abole] &= o =) @ﬁm gol 299 24
24 45 o

¥
o)

deo] ZEd BT HAE On/Off 29A=2, F&
Relay | A<eks} vt kel 5V AEER S 32E AT
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412 2T ES S 48

obFolo A FAEtE AZEolE ofFole FA A E[3LINA AlEst
= % /¢ 74 (DE: Integrated Development Environment)S &-8&3lo] &
st 2utE & Al2EHlE FAskE A4 Hutol o] FEZH] T4 s

< O% 449 2o

al(l

W

Inciude External libraries

1
w

Internet connectivity {(WWik)

Run Standard functions
- inftializesensor()

-readsensorDatal])
—~

Publish sensor data
(o MOTT Broker)

O 44 AZE] Z2$ AE
Fig 44 Software Flowchart

o -
fat YiozE Axdol Rud ¥ MM e oo Adard
TR VEROT AgEE AL ARAY. AT, FE B4 w 23
3 2 719814 ol F =4
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Aol A ZAG dolgE MQIT BEAdA A5 918 AAAA T2
e olee] 67h BAR U 5 Utk dg Z2ade ool BAL ALE,
JAE Yo Adste] WA A

1) Include External Libraries : A4 2 Eo| wex SFH= golHgg =
F7ksko

2) Internet Connectivity Setup(WiFi) : <}o]ulo] AL 93+ HE AR 2D &
Al 7Hs dEl 1S 9l5te] gfoldle] nES %7|ststal AAES

3) Initialize Sensor : o}Folo] AAH AAo e N WHE DA} A3}
=25 93 B A (Calibration) 2 39 3+T},

4) Read Sensor Data : AlAE T3l & g7 ARE ¢l=t}

5) Publish Sensor Data : A€ ARE MQTT BEAZE H43th

6) Standard Arduino Functions : o}Fo]xolX AL&3l= 7|8 <=2l setup
Fol A 2)~ 3)& Fy3ta loopO) oA 4)~5)H2] 7|5 FP3+

+

42 Al°|EH o] +4

421 3= 7&
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B 44 AlolEdo] A ARk
Table 4.4 Details of gateway

T8 % ol ] A

Model : Raspberry Pi 2 Model B+

CPU : A 900MHz quad-core ARM Cortex-A7

Memory : 1GB RAM

OS : Linux (RASPBIAN JESSIE(based on desktop))
Micro Power : Micro USB socket 5V, 2A

Computer | 4 USB ports / 40 GPIO pins

Full HDMI port / Ethernet port

Combined 3.5mm audio jack / composite video

Camera interface (CSI) / Display interface (DSD)

Micro SD card slot

12 W7l o] Sony IMX219 image sensorE
Arg-ste] elzu o] CSI QlEjs|o] 2 o @ g
zHlgjato] Bt=d BE

RPi
Camera

e

422 AZEY 0] 73

2 =FolA & AFdd v} Adeo] $stl LEAL2E 8o Vb
Mosquitto MQTT B 27 E AF&3lth Mosquitto MQTT BEEZAE WHAIXE FA
3l A2 942 MQITZZEZ 3 Web Socket Z2EZFS 5 X Us}
I ARERIEYE 22 Wt = fulo]lzof] HAstEO wl¢- JPA FAE.
Mosquitto= &2 $§ Abo]EdA A4 MY &Ad ge MdS e W
obA AXT & doH, B AzgdA ALEst= ghxulg] dlolol= IEYle
AA"E A5 1" 459 22 HWHE ARESt AT & vk A=
A Aol A mosquitto -v HEHS YHstH BHEF O A3 IHS
AT

[‘H.
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$ sudo apt-get update

$ sudo apt-cache search mosquitto

$ sudo apt-get install mosquitto mosquitto-clients

19 4.5 Mosquitto EZ27 A X
Fig 4.5 Mosquitto Broker installation in Raspberry Pi

4% 3 A7} Agdon FasEa ldol @k £ Ao T Aw
E AZAS A 5 st HoA 19 4.6 o] “hello/world” gt EY O R
BEA AW 5 AAHSE wefF B2 A¥olAl  “hello/world” E¥Oo=Z
WART oW TEAA WANE A5or HETT)

&P pi@raspi: ~ - O X

%Y 4.6 MQTT =2 8kl
Fig 4.6 MQTT Subscribe Test

a9 473 o] g2 ANME FolM B2 MM “hello/world” 2= EY
o2 “Hello from MQTT” = WA E 23t HEAE AEE WAA=
O3 4737 o] FAH WARE FFolE 4 Q)

@ K|



£P pi@rasp ~ - O x

a9 4.7 MQTT &3} &<l
Fig 4.7 MQTT Publish Test
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E 45 MQIT Alof 97l F57

Table 4.5 Details of MQTT control packet

Aol AA W A

ZeloldEV} HEA AZS 2F
Qa3 A id?} passwd &7 7Hs
CONNBACK | EE27 — ZEJE | AW 2 AFe e 87

CONNECT So|AdE - HEHA

PUBLISH ZeoldE - BHEF | HAA HE

PUBACK SYOIAE —» B2 | wAR] AFo] it SH(QoS 1#'E)
PUBREC ZelolAdE — HEF | AsH wWAA 7} $41=(QoS 23 )
PUBREL ZTolAE - BEF | AR F4le] D=H QoS 2#H)
PUBCOMP S| E —» BEA | AR R3] $AH QoS 2#E)

}
SUBSCRIBE ZgoldE — HE27 | EYe g 52 9%
SUBACK B2y - Zgo|dE | BEY ==

UNSUBSCRIBE | &2}o|lE — H

UNSUBACK | 27 — Za}o]

DISCONNECT | Z&o|dE — B27 | Feo]dE 94 Z8

MQTT B2AA F5 AAsta FFAEe HolHE Agste &g Aol
A& NStz $15te Nodejsg o] &3 A& Ant~aHE Hepd S o] &3
T 8 BEl9AHoA siEte] 753 Node-RED /NI E=F2 AEQIE Y of =
Aol AS 723t} Node-REDE 2H2H|QH Jessie B 7B Tz g@log AMx
Hol 9o FriEE B HEZ dXdof g B =EdAs Ha WA

<= AAsto] HEEA T

A

9 4.8 Node-REDO|A] AlAl Tlulo] 2 19 AlA BE FoA MQIT B=
Ao = A o5 &5 2T AA HARAZ ALwol 1Y FHow

HoAFE A8s Z2 353 Aot
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=< Node-RED

a Nodel Node 2 Node 3 L
v input
inject
catch gauge
o« [/
status nome/node1/temperature -—'ff\‘_ e
— di fun -

]

= . @ connected /
. EE—— °
maqt home/node1/humidity —_ ~ | gauge
@ connected \ : _
http :
Q
Q

websocket homefnode1/light | e
- Y @ connected \ sauge Q
udp
gpio
1% 4.8 A4 tjulo] A 19] Node-RED 5 &
Fig 4.8 Node-RED flow of sensor device 1

MQTT =9 24L& 19 4.99F Zo] Node-REDE] mqtt == MQTT 2=
A ARE 5253 Topicols BEA Ao T2 gue Eme s
SEE
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Edit mqtt in node

@ Server T ....e1883 v |
= Topic home/node1/temperature

® QoS 0

a9 49 MQIT =& #HF : &5 AlA]
Fig 4.9 Edit of MQTT Node : temperature sensor

gauge =E%¥ Node-RED®] 7| B w27} ofU7] w&o| F718 o2 A X a)A
AbgStth 19 4102 gauge == AAS 9%k AEFH o~ stHolth Ul =
7INEE 93 A RE HES st R WA GAIRE o] 2o s}
Tabe A3t Titledl:= AR Ed] FEAE I2EZS JH3th Groupe
OF0% FANE e 2o o807 HAIY. Value formats EAE U

ole] #A7 BE 7128w Mind Maxe] £AE dolEel e g AT
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Edit gauge node

B8 Group Indoor [Home] v | &
H size auto

EType Gauge B

1 Title Temprature

1 value format | {fvalue}} °C
1 Label
Range min | -30 max | 80

Colour gradient  INENENNN <[00 7 | S

13 410 gauge ==9] Edit
Fig 4.10 Edit of gauge node

& 4.11-2 Node-REDe| A} A4l tjn}o]2 27}

T FJHE EUHYS] 9 Node-RED 5855 HoFEoh Al

o] A BE Fo|A MQIT BEEHd F5F AAHI 25, 5

AE Agdolr gy HoR HAF= Aoty i JHE EYEY
= = ¢H¥

st FREo] gAY He AHU A EYEHE WAA

N
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=<, Node-RED

Q Node1 Node 2 Node 3 P+
johnny5 -
www request
- | thingspeakd2 Q Q
‘ home/node2/moisture > gauge
rbe 2 @ connected V‘j}/
=) : o]
hitps node 4 water tweet )
. { A0
~ social . et
o
home/node2ftemperature
& mail : @ connected ‘-ﬂq‘\\\w\v °
@ connected T
twitter
VDR St d /77 |
& vt A “r_u?memodeZﬁumldlty z MM . a
@ cormected m‘“"‘h-_ gauge
fwitter

e etarano

13 411 A4 trle]~ 29] Node-RED &5

Fig 4.11 Node-RED flow of sensor device 2
2l gl FRFo welA FEY FHIE & F o= dA FAE ¥
4129} o] ‘water tweet’ function =52 AIHENA ZASH =}t A
S A dogHor £33 Ry FEe HEHE ELHE 53 19 4.13

I o] AF e F AUk

- 78 -
Collection @ kmou



Edit function node

Cancel Done

¥ Name water tweet &~

# Function

var m = nsg.paylcad. noisture;
var upperThreshold = [00:
var lowerThreshold = 10

/f Check if the new temp is different from the previous
- if [ m = upperThreshol d){
msg.payload = "There is a lot of water! Current water state is " + Stringim)
return msa:

00 =] 0D O = 0O M0 —

g- 1
10- else if ( n<= |owerThresholdi{
ill nsg.pavload = "There is not encugh water! Current water is " + Stringin)

12 return msg:
13~ }

23 Qutputs 1

See the Info tab for help writing functions.

¥ 412 9= A1y 2 2A ES

Fig 4.12 Edit function node : water tweet
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e M

MEH @itpusan 155
There is a lot of water! Current
water state is 332

“ p =3 L 4

MEH @itpusan 155
There is a lot of water! Current

water state is 324

“ f =3 L 4

T @itpusan 158
There is not enough water! Current
water is 2

4\ =1 v

I8 413 = ES
Fig 4.13 Moisture Value Tweet

a8 4lde 9F dA dd AHIEE #si APL AMuHlzTE AT EH=

openweathermap¥ &5t AH|2E A &35kl L7]d R} AL&A F=H &
T9o zolE AT F Ut ST ARRIEGA AlFEH= L7 R AWz F

v, 719k T OE SRE U FUiete] o7 THA dRE AgHoR 29

T ATk
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=<=_ Node-RED

Q 4 Qut Doer Database Cloud Actuator P+
7 o p -
text gauge
_ Return temp deg C — !
o /’_ -
gauge { every 60sec T -
chart ’ Q
- a gauge |
f i Return temp humidity [ -/_
" audio out & [
p — openweathermap
| notification C 4
= -Q
7 Weather :
2 R 1 — a I‘.
5 e Return Weather
—
msg payload |
openweathermi
openweathermi_ -
i 3
—l[ol[+

1% 4.14 Node-RED 3.5 : 419
Fig 4.14 Node-RED flow : Outdoor

T YAl Eo A APl KeyS rgilolr A HS A3 A =
5= golEr)F ofglef 2L JSONoZ Aald ARV AEE=h Fas
1=K = el i B RS D R=3 oy B R

{ “weather”: “Clouds®, “detail”: “scattered clouds”, “tempk“: 276.15,
“tempc”: 2.9, “humidity”: 51, “maxtemp”: 276.15, “mintemp“: 276.15,

o

“windspeed”: 2.6, “winddirection: 40, “location®: “Pusan-gwangyoksi®,
“sunrise”: 1481408539, “sunset”: 1481443938, “clouds”: 40, “description®:
“The weather in Pusan-gwangyoksi at coordinates: 35.13, 129.05 is

Clouds (scattered clouds). }

BEAZ WYHE doly FolA Ee] LHms F¥e FrlHom
=3

MySQLEIoJEfHo] 2o A3t} HolHE A&t T HolE 72 1

_8']_
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4.15%} 2ot

mysql= explain plant;

| Type
+

oo $oooonn

| moisturel | float
| moisturez | float
| temperature | float
| humidity | float
| event time | timestamp

| NULL
| NULL
| NULL
| NULL
| CURRENT TIMESTAMP | on update CURRENT TIMESTAMP

| so1l status | enum('DRY','0K', "WET') | YES | NULL
T oo T

a9 415 dlolgHo] 2 HolE F&
Fig 4.15 Database Table Description

MySQL tleefulo] 2o =& HHE AAst7] 93 MySQL ==& =
bz AAstal §id koA OF 416 3R gol AFET Ho|EH| o] 29
a2 dA4< 3 F function == SQL 3 ZAHEE A4 7] A
= AlelEfolql gtzulg] Folo MySQLs +9st==E localhost(127.0.0.DE
q

H%ol 7hssih.

78 4178 B9 w
SQL A7t AHH ~aPEo|

e HolHE dHolE o] AWl A& s=
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mysgl > Edit MySQLdatabase node

Delete Cance Update

@ Host 127.0.0.1
20 Port 3306

& User root

& Password | sseseses

£ Database iot

@ Timezone

1% 4,16 Node-REDo| 4] mysql =& 43
Fig 4.16 mysql node configuration in Node-RED

Edit function node

¥ Name Query &~

# Function

1 var tepic = msg.topic:
2~ If {topic ==="plantroon/tenperature’ )
3 var temp= parselint (nsg. payload);

4« }

B- if (topic ==="plantroon/humidity" )4
i var humi= parselnt (nsg, pav|cad):
72

B+ If (topic ==="plant!/noisture" )

5 var no= parselnt {nsg, pay| oad)
10+ }

11 msg.topic = "INSERT INTO plant (moisturel, temperature,bumidity) VALUES (" + mo+ "," + temp + °," + bumi + )"
12 return msg:

O9 417 3= Ay A
Fig 4.17 Edit function node : query
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a9 4188 HEAZ WAYPHE FB 2x £5 HRE MUY AEQAEHY
Z2}$-=9l  Thingspeakol #H%3l= Node-RED =Z=zZ1zjw-e YeERfAT
Thingspeak2 Node-REDoIA  H<3l7]  f8iA A mysqgl =29 29
Thingspeak =% Node-REDol 7} AX|3}al Thingspeakel] 7I4® HER=Z
= AW H& 7MEetEE AR HEAZ dolgrt dYEw Fet

FE Anjzo] FABESE A,

=< Node-RED

Q Node1 Node 2 Node 3 QutDoor |V | &

v dashboard @
home/node1/light [ a

— _— = — m

button ) @ connected ™
) = R W |
dropdown [ home/node2/imeisture |}--..._____WM

o]
ki comnected S j}— R |lhin‘g_5pe_ak42
switch [ A - Q/ @ ready
’ I home/nodeiftemperature |
slider i ) S Z
W cor 1 $ !'f
il e ' home/node 1/humidity ,.,.«/
textinput [ ey -
139 418 Node-RED 55 : FeH9-& AH|=Z HojH HE
Fig 4.18 Node-RED flow :Send data to Cloud Service
JEA 7§ I Hol=E AFsts MEE A=JEd AWz S9E<]
ThingspeakE &-83te] BulY AR 2E Edf A AA otAy &l 7M53t=

2 FHagon ol 18 41994 A 5 ¢

Collection @ kmou



e Ay

ﬂ
Q\Q PlantRom

19:34 19:37 19:40 19:43 19:47 19:49
400
300
T NN"\/’
100 ! ! \‘

0

— Light
Min 31.00n 03 92 19:37 Max 371.0 on 03 9€&! 19:39
Last 262.0 on 03 9§ 19:51
19:39 19:41 19:44 19:47. 19:49 19:51
156.0
]
154.0
v o L
152.0
150.0
) >—/
|- 148.0 J
146.0
— Moisture1

Min 146.0 on 03 9 19:39 Max 156.0 on 03 9€ 19:51
Last 155.0 on 03 9€& 19:51

19:39 19:41 19:44 19:47 19:49
286.0
284.0 =7,
—
282.0 H_/—o—/
280.0 <

o«

a3 419 28k 2YEH
Fig 4.19 Mobile Monitoring :

19 4.202 Node-Redol|A BE2AZ HHRE Wefst=
HE TEHI A% 5 FES ol

Collection @
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=< Node-RED

Q Node1 Node 2 Node 3 P | &
ws2812 i -
y o ; : Q
+ dashboard Light home/relay1 :
button a P
Water home/relay2
dropdown @ connectec
switch g -] Q
Gas —_—— home/relay3
slider : ; @ connected

1% 4.20 Node-RED & : 9ZdjolE 7
Fig 4.20 Node-RED flow : Actuator Operation

g o|&aAl http://Ale]ESe]IP:1880/ui= FH <&t 19 4.213%

o
o
2ol ZAF e AoAU LAEsl e AZAsE HHe B 4 Ytk v
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/ »& Mode-RED Dashboard X

& C |® 192.168.168.112:1880/ui/£/0 Q W ﬁ\ B a
HE @ 20j3Hi0] SO(2E AUISR O MEA UHAT S YEUCH XZ S0A M|
Home
Indoor Plant Security Qutdoor
Temprature Gas Current Temperature
N 26°C m ‘-0.5“0‘
Humidity Actuator Current humidity
Temprature Light ® ’,/"/ 2
Water » ¢
24% 50%
0 100 a 100
Gas »
e
discorifertnide =% - ’ Weather : broken clouds

n Hbipriidl ity /
‘ 38% {

Light

13 4.21 Node-REDEE-E] AAIZF AA dlolg] ZUE
Fig 4.21 Real Time Sensor Data Monitoring from Node-RED
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AUtEES AL A HEA AW ddse] B WEsE Holy
Wold Td ARE BAT £ AT AUES AL nE 5o BUHY 7]
. O9 422 BEEA7F vjEste HolEE 2ufEZ A

o}
Agytol 7IASE e, I 423 ~nEE JS 5 GpoR dF
A

a9 422 2hkd & 84 2UHEA ¢
Fig 4.22 Mobile Home Environment Monitoring
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@ Vs ©® Zaall B2= 10:45

) 192.168.168.112:8765 2]

=~

motionEye &

a9 423 2hkY & BeE RYUEHF
Fig 4.23 Mobile Home Security Monitoring

W 24 B ZRESS FEete] 9 nebeAs 9 Auztel HolHE %
=

AAZE AT & v MQTT F4l& #s 2A1% Mosquitto B

WgFo= A
ZAE A 2 9248 AYst, AutA2adES HIMLE AR ¢ =8
olde AYT F vk olE A= A, ™ 4.249F o] Mosquitto B &

Al ) 27 @4e AAS Folof ddrh §) &7 TES HEE HAYL &

A Asor Ay os Fag,

R
Ll

Mosquitto A}

_89_

Collection @ kmou



$ sudo nano /etc/mosquitto/mosquitto.conf #4274 4

—-oke) g F7}--
listener 8080

protocol websockets

$ sudo service mosquitto restart #A| A&+

$ sudo netstat -nlp | grep mosquitto #ZZ A2~ &2l

a8 424 ) A2 2H
Fig 4.24 Setup for Web Socket

FolA FetoldE aHol glom Filo
X

3}elE= HolHE A3 0

A AEHCE AAEE HolHE WotE & Qe AHo =
FolxoA MQTT Z2EZE HFdH 2F=4A4 948 #&e 758 gAnx
2 =93 Aotk ¢ AHl2e {
BE ANt E &

eBE 4
o WsE ol T 5 Urh

1
ol
i

_90_



€ C | @ 192.168.0.8/ws, Bdr|@

Temperature Humidity

e

Connect .‘ [ Subscrbe | Disconnec! t

O 425 9 oA TR EFS o] 83 AF
Fig 4.25 Connection using Web Socket Protocol

43 A¥|x H7}

# 4.6 7HE AzgoA AR MQTT Z=EF 3 HTTP Z=2EF 9] 4

5 H AE3 Aolt}

olz) o] A% H|Z~EolA] Mosquitto Brokere} HTTP Serverd] 4 $@AI 7t}
A ol thste] EA3FH T Mosquitto Broker= HTTP ServerRt}h %% 3¢
2Fo] ok 23H)] 95l SR A|ZFo] CF 445u) Wkl AFEQIE|Y 3A A AlA
tleolel & A gst=t) BEAES BT A APES T 1ol A AL
&9 PColA ARgstel HTTP

al
=
2L

o
Kol
| .

ZREFZHY gz yoldA g8 MQIT =
EEZO] 52 dAHE Hole AS & ATk
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X 4.6 MQTT vs HTTPS
Table 4.6 MQTT vs HTTPS

Mosquitto Broker

HTTP Server

The number of the processed

sensor data(count) 168653 6453
Average response time(ms) 4 1780
throughput (The number of

jobs/sec) 4312 187
Battery (Hour) 3.45% 4.23%

Collection @ kmou
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gol FRIIT ABQY WAA A2 NHEG AFHol Y& PR A
A ZEmEd MOTTE goel Asge AUt AR B34
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