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Risk Analysis and Software Requirement Analysis for
Software Functional Safety and a Case Study on
Maritime Equipment

Lim, Sang Woo

Department of Computer Engineering
Graduate School of Korea Maritime and Ocean University

Abstract

With an increase in the proportion of software in systems used in each industry,
software safety-related incidents are increasing. To solve this issue, major industrial
sectors such as railways, aerospace and medical services are working to secure
software safety in accordance with IEC 61508-based functional safety standard.
However, since the standard document only presents a list of outputs and
declarative sentences, it is difficult to directly apply it practical business affairs, In
addition, hardware-centered functional safety standards are difficult to apply to
software. The common development guide for software safety published by the
National IT Industry Promotion Agency in 2016 provides common guidelines that
can be utilized in various fields based on the IEC 61508 standard, but additional
customizing is required to apply to a specific field or scale. In this regard, this
paper attempted to define processes that can be applied to small-scale software
and outputs of each stage and to apply the software safety process to an echo
sounder, which is a device for marine communications, as an example of the

maritime sector.
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Fig. 1.1 Functional Safety of E/E/PE safety-related system
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Fig. 2.1 Accident investigation of Therac 25

(3

Therac 25= 3% <A F¥S AAst= Electron RE=9 37 53 3
9] T4 e AASE X-ray BEE S¢S FAA A Fol Ak (Nancy Leveson,
1995). stA|RE, “QEA7]F wH]” 2 3go] AlWstal, 3WH-2 AZHg WALE T4

Zo)| ANZEA =Y. Fig2.2& Az ZAle] BuAolH, Atz A A= o

Collection @ kmou



=% 2.

PATIENT NAME TEST
TREATMENT MODE: FIX BEAM GY (Kew:
ACTUAL

UNIT RATEMINUTE 0

MONTOR UNITS 50

TIME (MIN) 027
GANTRY ROTATION (DEG) 0.0
COLLMATOR ROTATION(DEG) 3% 2
COLLMATOR X(CM) 142
COLLMATOR Y(CM) 272
WEDGE NUMBER 1
ACCESSORY NUMBER 0
DATE: 840CT-28 SYSTEM: BEAM READY
TMVE 12568 TREAT. TREAT PAUSE
OFR ID: T2502R03 REASON: OPERATOR

PERSCRIBED
200
200
100

0
<)
143
273

1

0

R»

VERIFIED
VERIFIED
VERIFIED
VERIFIED
VERIFIED
VERIFIED

OF.MODE TREAT AUTO
XRAY 1737

COMMAND:

Fig. 2.2 The report of Therac 25 at the time of the accident
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o digk AQte] o]FoFHom 2015 6€ MSC(Maritime Safety Committee)
952+ 3 9]ol A SQA(Software Quality Assurance)/HCD(Human Centred Design)
T TholEElE IHEAE HFT FUFATHAIMO, 2015). ©] Zlol=dklS
$3 2 F-=) H(practical guidance)& ISO/IEC 122072 AZE o] /g T2 A~
¢} ISO/IEC 15288¢] A|2Hl /|¥r Z2M2E wetax] AAEQJtHlee, e al,
2015).

o] 7ol AA Al aEFHo|oF st FE SAHCE AF B HolH F
A, AR 8 5=, Hel JedHAd e 3T Fig. 2.7 e-Navigation
A zwlo] dAA 9 AT B

== Asta HA A=d" FEE
w3ty 98 nysof st BH EEES UERALL
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e-Navigation quality design attributes

Managed through a Quality Management System

Product Data I\I/J[Segrt Security Functional
Quality Quality Needs Safety
r 3 3 r 3 r 3 3

(" Guided through software \ (~ Guided through Based on
5 Based on
product quality based on Human Centred ISO/EC EC 61508
ISO/IEC 25000 and Design (HCD) 27000
Software process quality process based on

\__based on ISO/IEC 12207 /) \__ ISO 9421-210

Guided through Softwrae N

quality evaluation based on L(J}s l:t()j]icl(: tlTngugh
ISO/IEC 2504n and System y Testing
Methods based on

and software assurance

ISO/TR 16982
RA\WAW DNITT1I/ 2
\_ based on ISO/IEC 15026 )

Fig. 2.7 Concepts and standards for e-Navigation quality design attributes

Fig. 2.8 2014\d 3€¢] IMO NCSR(Navigation, Communications and Search
and Rescue)®|olo| A AAl Sl lE &AZESO FHS

$ gk e-Navigation
SQA/HCD 7ol =gl o] AZE ¢ o

FAS % FFS YERITIMO, 2015).
T e 2
(1) Pre-activity: o|H] Y& Al

2 SAe A st &

A2ZECE MY, &8 wol A2 =
= Zsolth

(2) Activity 1: ol A A D A28 QFAE Ao
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Fig. 2.8 Overview of Software Quality activities for e-Navigation system

(3) Activity 2: A28l QFALS B

- o] 52 HAHo &£FAE BAsZ] 98 AdE g 7FH4ES
7153, 7153 A" QFARRS Attt o] &5 ARE Al2H
ST A AA, S92, HElolE”T

4) Activity 3: 2ZE o] of7|elx] AA L 73

- o] FE2 A=Y 845 AYsta TS, AZEY o9 FH o]
LTAES TF=AE BAste Hge £33

(5) Activity 4: 2ZEdo] H2HE, A2 2L FHEAY

- o] 52 FHH AZE VL A2l QTS
o AZEolo HerlE AEY AFA, FEAAS BAsr] fls AT

] =7
mZEFC] HAE W B s1Fe] AuE ook .
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(6) Activity 5: AZE o] & 2L FARS

- o] FF2 AN FAHNAN £2ZEY 7} SulEA FEeEAE A
I GUbshE A TFAT 8 B FARSF HFe AZES Y AL
Aot ALg2E 7ol Heolg A JidE Favt At

(7) Activity 6: A]2~El #7]

- A2z" HY) g A2 BE G AVHQ G EA4S g s A

3 e = ot

2.3.2 3% SQA/HCD #3843

s &t ao A= IMO MSC Circ 15120014 Ao)3t 7tol=ghel s 7]Hko
& 3l e-Navigation SQA/HCD &3 AFA8AHS /MEste] 4bgAldd A&
7] 98 =aisint 20159 2€ol= 53 sol=Elel YA, 49ddE A
Aags MAS A Jhol=gfl Mo HARE A4 JE/FEH 2 RHoF &
AAEZRE AGA g B g @S FHAHKim, H, 2015).
Az 20169 5€el AFHEAF o] A=A Table 2.2+ AF-H &= F o]
A Eshes &S JeERd Zoloh

Ztol =gkl at AR g2 SQAS HCDES 913 A& 2 tlolg 4, A&
A 8T FEFo)9e] FAEA HAAT 7leAHAH L dxe] WHos A
HEA 7= S Austa ok 2016 12€0)= [EC 61508

KoN
£2ZEY A TF T Tl =8 iRty Vet FED U

Al A3} A T

o

tlo rlr
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Table 2.2 List of IMO e-Navigation SQA/HCD guideline

IMO e-Navigation SQA/HCD A %783

1. AZEY Mak
Part 1 o1 7

2. SQAS] Al 7kA 4 =4

AerE ¥ 7Y 2w 55 Q9%

OB WA AL & TFAE BA] oH

ol
AN 2E QAR E4] HE ]

-1

Azd o EA ARl A g

@ el

Part 2 Adl B9 9 g g

A2l 2H H 28 HEH]E]

sEZEgol A3 AEuHY

AZE o] A8 A AE N E

OO N O W N

AZEY Y &8 YEHE

—
e

ZE o] FAHS HEHE

[H 1L

Part 3 L E Qo] AHAHE HEIHIE

l

| b »

12. 2ZE9 o] #H7] HEHE

A 8o 3 A9

B. Reference

Appendix | C. #& 7|#ES] 2 2@ 4

D. Action®] Al 4w 3} Templates

E. MO & 7lol=2l
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24 2ZEJ 0] tAA FF N 7ol

AZES O] Fobz A WFE ZHo] olgl$EE aT Y ulE BEL
OIS 1 FAE uste] oo B HEY AMFAHLES BB
PEEANA A E, 201 ) [EC 6150891 % 71594 g 9% e

M ol=etele Austh 2rEdS Y F
Aoln ear] Ad A AA FEL dol A AT LY & ==
FAR Wk el Jwos AYFAT stolsA e A Hd =
F< IEC 615085 7]¥to 2 2Ad 5o Table 2.33 #o] T4 HTh

Table 2.3 Configuration of Safety common development

guideline
1. A&
Al 1% | EA
A 27 | Ftol= EZ 9 g W9

A 37 | B4 A
Al 47 | 8o A9
7154 A o3
A 1% AT E S 7FtHA
Al 27 | HA HE
. 2ZEdo] 7]5etd AofF7]

A 1% e

A 27 | g AT F+A4

A 37 | SHAE AZEY o Y 7)Y
A 48 | QHHF A2ZEY o A 92
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F TOAE FASCl JonE YRS 9T F/BFl B AL PPE
Boh Aok 2 WA FABEL AWBE, AF P FADF, od BEER

T4Ho o 7 dAdA =EHe Addes AESEEA BeFHo ok 3V
249zt dAA st FE2 vy 2o

1) &2zZEYo /WA & Software Plan phase) /| YPEARisk Analysis
phase): AZE9ojo] NIAYE FHete DAolH b EFolAs AZE

Ao} ekr BA, SHAAY £y BFS APk

(2) A2ZEo] aTE4(Software Requirements specification phase): & E
dole] e FAS WAt FAAS FASES st dAolH b &Ed
M AZEQO] QAR HAH LS FastH olo WE AT FS A4

st &5 1Yo

2

(3) &2z EY o] AASoftware Design phase): AZEoje] FxZ AA sl
AAGAME A, Bl2E HAAE FAsE SdAloln ¢z

azEdo] hiHtE Yk RELARILE Yt

(4) 22 Eg o] F3(Software Construction phase): AZE¢ojo] RES T3
e dAloY d FForE AZEY S TE AAFIIE £33 o)) uwh
2 IV ES A5t 5 AP

(B) 2ZE9 o =3 (Software Integration phase): AZE¢o]o] REHXE,

SPU2ES A% L FAshE Dloln okd BFoE
Q =
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(7) 22 EY o] £ (Software Maintenance phase): AZEgo]e] &%, X
2 5 sl dAlolH gt BFo2E AZEY O] &4 tHHFT}

PN
T L
£ FY3te] olo] BE HH/)SS e BEL APk

AZE Y 7edAAL stEdAETG 27AY 4 dACAM Y EEol
< = &ZE o] A o]F9 dASL HAAHY E4o] oid
AgS AAste dAlolER HEAC tid uyE FUtd 5 Q7] wWEelth
& o]o] tHAFE AF nHARS &TAE GAA S A=
oA mE AFEI AHolHojof 3t} mEtA £ZEL S 7]t

= AR a7AY DA ol AldEM olE Y

<
T
3

WA S

APUL mel PAFORM LTAFAM b F Ut QR FAEAS
AP 5+ Y= e e BHoR vk HPUAS VY F, AZE o]
27N BANA =28 AFUL Lelde] ATAY AN FHIT 8
TG BAMelE ATAG e PEs o] & thlste o 2XE PA
FozA AP A, A&F Ul Fhsstt

Table 24% ‘&ZEdo] AN FEML 7o’ oA 2 WANA =&
Holof & 42} 7 B9 £F HelzEth F AR 2070 HEEL F
Heta, 7t AEEo T FEL 164AE TAH] Uk 7 AEE O
AENEE BAE WYY W, BFHOE =EHolof s JEUEE =
2AE z7)0] 4E2 9yl o5 HoArh
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Fig. 2.9 Process of V-model
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Table 2.4 Output list of V-model process

@ quws m;&“ﬁ -
RA-D-01 | &ZE9 o] 7dA & A 8
AT [ RAD-02 | AAREA A4
RA-D-03 AT E O] QLA A E A 6
SR-D-01 | &ZE o] &FAHAA 12
&axEYS | SR-D-02 | AZEgo] A= 7
ETEACR) [T oy | EZEAC 2TAG R g
B A
SD-D-01 | &ZES9o] AAHAMA 6
B SD-D-02 | AZEso] BAH A A 12
ﬁ;ﬁé‘%ﬁ SD-D-03 | 2 Eo] BFAE AYA 13
SD-D-04 | AZE9o =W WHd
SD-V-01 | &=ZEdo] A7 A& R
REEA | oo yigr | amEgel e QbdARA BWTA 9
TH(SCO)
3 SI-D-01 | &L2ZE o] TAIH Bl 9
i;;i?}ﬁ SI-D-02 | AZEL6] BIAE M A 9
SI-V-01 | &ZEg|o] Al A8 1A 9
) CM-D-01 | &xEdo] 31T AgA 8
7‘4(%&53)% CM-D-02 | &ZE o AAF BHIA 4
CM-D-03 | ¥7e] AFA 9
szEgo] | SM-D-01 | &£XEo] FAEF 7 A 9
=S (M) SM-V-01 | 2ZEgjo] &4 HAAEA HA 9

M FE WL FtolEoME AZEY]o AlF - kHA BAS il A
TE EM7IHE AHEEte] ARoA &8 JHsd ekt A TFAIAQl Wl
eiE Bd =FE A G Table 255 AZES o] A . hxde] 24
71 oA E e, Table 2.6 AXE o] 2lg - Ax AP £ A&
AEFS YeEPAHAZEY A A A AT 4, 2016).
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Table 2.5 Verified analysis technique of Software responsibility - Safety

Logic-based H| ¥

AZEY ] H2H 7& Concolic H| 2=E)
— 0

Preliminary Hazard Analysis(PHA)
& SoftWare Safety Assessment(SWSA)

AZE 0] Fault Tree Analysis(FTA)
AFAR 4 7Y Failure Mode and Effects AnalysisS(FMEA)

HAZard and OPerability analysisStHAZOP)

System Theoretic Process Analysis(STPA)
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HAZOP 7R <= AdAstolem A 4L 25804 &

Table 2.6 Tool list of Software responsibility - Safety
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2.5 HAZOP 7|4

AdES EA3st= 7'M PHA&SWSA, FTA, FMEA, HAZOP 5 & 7}A|7}
Ao HAZOP 7192 g3 8 2o 7vks + HEL/\IE AHE T
A4S Fdsts 7oz Ad4Eed Us 783 7IHelth. HAZOP 71H
H3 Arle] de Uetd 5 A= AE Aetsta ks FAo=® 3
Tk HAZOP 71 <& AT dle 340 #dd o8 ok AE7HE0l BoiA
380 ddE ARE EUE A W s del AAld FF o X
UA B A3 AARE AEHstn @ orlEe 4 7HsAE Y 5 9ot

i
o

:‘_l‘
%

T
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Fig. 2.10 Process of HAZOP
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Table 3.1 Comparative analysis table by process
ZENE | HYEF AZEH Y g AZE ] AL FTF AE B =54 AASE A
T ZEAA 7tol =8}l ZZEA A
2 &% off FitoF Az E 0] k3t FEo] AZES 0 AL E 9o
EDEE: F49 TR JEH S Zohehel B BR | YRHE Bastste] Bu
DE AMXEZ 1} o) AL Book wl wo g S ok AR
28 gt RE oA A HHESE B EE A axegome oz
A8 73 At 7bs3 Azt = Azt
7SR s 2 B F o Bof gA Fa3 - =
,\lj.i /\/\_]2_ LI EIES| DY -W Hﬁu]:iii Oﬂ uxﬂ]o;é_: v/;\—'l—TLE'— .4\_&5%]015
A2E FEAEA S FH 3 oFst7] == 550 UF Fatal Ao 2 st W3St
== w) Zof TheFd &S A Z2AE Hgar] AT | 0 o e
253 "EE F 9 W HA
= MO SW etdAd &5 7
o AAE MSC.1/ Circ.1512 hol = el
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Table 3.3 Example template of HAZOP worksheet
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Table 3.4 Degree of Hazard alert (Marine vessel accident)

25 TE &
AEZ7F oy O SFFFEo] o Tt
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Table 3.5 Example template of Hazard analysis result
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Table 3.7 Item list of Requirement specification
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Table 3.8 Template of Requirement specification
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Table 4.4 Guideword of Echo sounder
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Table 4.5 HAZOP worksheet of Echo sounder
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Table 4.6 Degree of Hazard alert (Maritime equipment software)
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Table 4.7 Safety-conscious HAZOP Worksheet of Echo sounder
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Table 4.8 Template of Requirement specification of Echo sounder

(Main body)
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Table 4.9 Template of Requirement specification of Echo

sounder(Transducer)
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