creative
comimons

C O M O N S
& X EAlI-HI el Xl 2.0 Gigel=
Ol OtcHe =2 E 2= FR0l 86t AFSA
o Ol MHE=E= SN, HE, 8E, A, SH & &5 = AsLIC

XS Metok ELIChH

MNETEAl Fots BHEHNE HEAIGHHOF SLICH

Higel. M5t= 0 &

o Fot=, 0l MEZ2 THOIZE0ILE B2 H, 0l HAS0 B2 0|8
£ 2ok LIEFLH O OF 8 LICEH
o HEZXNZREH EX2 oItE O 0lelet xAdE=2 HEX EsLIT

AEAH OHE oISt Aeles 212 LWS0ll 26t g&
71 2f(Legal Code)E OloiotI| &H

olx2 0 Ed=t

Disclaimer =1

ction

Colle


http://creativecommons.org/licenses/by-nc-nd/2.0/kr/legalcode
http://creativecommons.org/licenses/by-nc-nd/2.0/kr/

A Methodology for Hierarchical Reliability Analysis of Combat
Systems Using FTA and BBN

AZ=ns o] & A

20193 24



(<D

o) A& Al

2

264

12¢

2018d

Collection @ kmou



L].St Of Tables ....................................................................................................... i
Llst of Figures ..................................................................................................... iii
Abstract ......................................................................................... \Ys
AlAZAE 1
A2 @A AT 4
2.1 FTA 7]1:& .................................................................................................... 4
DD BB  ceeeeceerceseeecscrenesisssesecsterecssessssctsscssossssscsssssssssassssssasssessssssssssssssssssssssassssse 8
2.3 FTA 7] 5 BBNS] H] G sorrsstmssssssssssisissssssssssssssssssn 1
A3 % FTASH BENG o83 A% A2de] ASH A4 BH o 13
3.1 7_—“%2(_—]' /ﬂ_ﬂ /Ka] ,E‘/_\j‘ Ho]-l?é] .................................................. 13
3.2 '5‘}._?,] 7:”% : :F-/\él _9__}_]\_% _]"_I_Xo]- Q—% _E_./}_-]' ......................................... 16
3.3 /\o]-_‘H 7:”%— : 7]35- .{F%_O/] /\0]-/,:‘:_1 ﬁl__‘-% ,“?:/}_-]' ......................................... 18
A 43 A AT 21
A1 BB TRAF commmseressssmmssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasss 97
4.2 }I\JQ/KC-] ,E_/_\_-‘] .............................................................................................. 30
A5%A e 14
FaEd 45

Collection @ kmou



Table 2.1 Gates of dynamic FTA

List of Tables

Table 2.2 Four structures of influence diagrams

Table 2.3 Features of FTA, Dynamic FTA, BBN
Table 4.1 Components of functions
Table 4.2 Threat categories and types of the combat system
Table 4.3 Components affected by threats

Table 4.4 Failure probability of components by threat on the front ssseseesee.

Table 4.5 Definition of targets
Table 4.6 Formats of input data types for each files(.txt)
Table 4.7 Example of input data for each files(.txt)
Table 4.8 Failure probability of components
Table 4.9 Reliability of the armored fighting vehicle for

Coll

-
e

communication function

&

10

1@ Kmou

12
27
28
28
29
29
31
32
36

43



Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

Fig.
Fig.

Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

List of Figures

2.1 Flow chart of FTA

2.2 Events and gates of FTA

2.3 Equations of influence diagrams

3.1 The proposed hierarchical reliability analysis of combat system

3.2 Flow chart of the proposed method

3.3 Structuring the failure of components taking into account

the impact of the threat

3.4 Probability mapping of components by threats

3.5 Representation of function and components using BBN

(converging)

36 CPTs of Flg 3.5 (Converglng) .............................

3.7 Representation of function and components using BBN (hybrid) ----

3.8 CPTs of Fig. 3.7 (hybrid)

3.9 Representation of function and components using BBN (serial)

310 CPTS Of Flg 39 (Serlal) ..................................................................

3.11 Representation of function and components using BBN

(CONVETGING, IVETGINg) weersssssssssssssssssssssssssssssasssssssssssssssasassssssasssssseses
3.12 CPTs Of Fig. 3.11 (AIVErGINg) seeesessssssssssssssssssssssssssssssasassassssassssssssesas
A1 A 3D tanK MOME] swseresssersrssssererereresesesesesesesasasssssssssssssssssssssssssssssssnsassssens
4.2 User interface of the developed Program «sessssssssssssssssssssssanes
4.3 FT fOr an antenna(left) «eeessssssssssssssesesesssssssssssssssssssssssesesessssssssssssnsnss
4.4 FT for an antenna(right) seeessssssssssssssssssssssssssssssssssssssssssssssssssssass

4.5 Text file of FT of an antenna(left) and an antenna(right) e

Collection @ kmou

oooooo

------

11
14
15

16
17



Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

Fig.
Fig.

Fig.

46 A result of FT for an antenna(left) ....................................................... 36

4.7 BBN fOr COMMUNICALION FUNCLION ++sssesrerrsressasssassasssassassassassasasassassanssnsnces 37
4.8 CPTs for nodes of COMMUNICALION fUNCLION s+sessersrrsrssrssnssnssnssnssassasnssase 38
4.9 Text file of BBN for communication fUnCtion ssssssssssssssssssssnsnsnsnsnsnsnsnses 39
4.10 A result of BBN for communication fUnCtion sessssssssesesesesesesesesesnsnsnees 40
4.11 BBN for communication function including the dependent

between an antenna and a electronic device ...................................... 41
4.12 CPT of a eleCtroniC deVICE seesesseeeeccssenccceennccseanncsseannccsacnnccssaannccssasnncces 41
4.13 Text file of BBN for communication function including

the dependent between an antenna and a electronic device -« 42
4.14 A result of BBN for communication function including

the dependent between an antenna and a electronic device -« 43

_iV_

Collection @ kmou



FTA<} BBN

4 A

_fo_l
Ho
fHy
HE
TH

N

Abstract

77k Ao

o}
5

o

jus
i
7

ol

stk SHAIRE 2 & HE YA,

AYe EUE AZ4e B4

his

A H oA,

ol =4

Aaq]

59 e

Al aEsford HeAdo]l tiFH A

_
o

=
=3

o ZEwu ope Ui,

—_
o

oy

)

1

=

o

sk Al

ol W2t FTA 71%¥7 BENS Ah&

=
=

o 54

Collection @ kmou



e
&
u)
-
o
ko
Ve
o
K
ol
‘1 (
]
flo
!
o,
ko
B~ o
N
N
X
ol

2
e
r
i)
>
ftlo
)
oft
o
ol
ol
N
do
)
=
=
o
(K
fit
[
o
filo
S
oo
e
k)

KEY WORDS: Combat system 5 A]2®l; Survivability analysis A<&4 #4;
Reliability analysis A& A #4]; Fault tree analysis A%< 314]; Bayesian belief

network o] At A= W EHA,

_Vi_

Collection @ kmou



A Methodology for Hierarchical Reliability Analysis of Combat
Systems Using FTA and BBN

Kang, Ji Won

Department of Computer Engineering,
Graduate School of Korea Maritime and Ocean University

Abstract

There are many studies to analyze the vulnerability of combat system to
improve reliability. To analyze the reliability of a combat system, various
threats affecting the combat system should be considered. Most reliability
analysis of the combat system analyzed reliability based on impact-related
threats. However, there are various threats such as energy, shock, and
vibration as well as impact. Recently, it is necessary to simultaneously
consider the threats, in addition to studying various threats such as fire,
shock, and energy. However, no method of integrating the threats has been
studied. In order to analyze the reliability of the combat system, it is
necessary to take an integrated approach to energy, shock, vibration, and
impact. In addition, the reliability of the combat system should be analyzed

using reliability techniques that can express all of the dependency
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relationships between components.

In this paper, we propose a method to analyze reliability using FTA and
BBN hierarchically according to the features of each element. This method
consists of two layers: a lower layer and a upper layer. In the lower layer,
the failure probability of each component of the combat system is analyzed
using the FTA. The failure probability of a component is analyzed considering
the possible threats of the component. In the upper layer, the loss probability
of function-level is analyzed based on the failure probability of the
components derived from the lower layer. And the reliability of combat
system is analyzed using loss probability of function. BBN is used to consider

the dependence of the failure of components.

To verify utility of the proposed method, we defines the target system and
analyzes reliability of the system through the case study. we uses a program

developed to automate the calculation of the proposed analysis method.

KEY WORDS: Combat system Z&F A]2E®l; Survivability analysis &4 E4;
Reliability analysis 41& 4 2§, Fault tree analysis Zg< 3l4]; Bayesian belief
network ®lo]=x|¢t A1 WYESL F;
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Fig. 2.1 Flow chart of FTA
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FHHEY. Fig. 22« AEFAA FTA 71HolA ARSsts AHE =8 AlolE
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Prour = 1_[1P EF, @D

Pfault =1- ; (1_PEE) (22)

AEAR] FTA 7IR< ol&sto] AA T4& JdshA =HAE =24 A4,
Elold, 435 oE A 59 845 1HE 7] AHTHT17] HF 32 FTA 7]

Heol EAHE A3ty 93 tholye] FTA(Dynamic Fault Tree Analysis) 7]
Holl e Al TAEAY S o] AAE J#st] S AlCEE FUI=E
A8ttt Table 2.1 tholiubE] FTA 7oAl AlEalE AloJES oA 2 A
B BAFoH17]

olgate] AT 4 Qth FrHHoR vlmE AL YA Aol a7
L 3% Ul 7t kgl Wtk vhmE Mg TARE due sekEs

o7 FUtshe Aol AvH18)
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Table 2.1 Gates of dynamic FTA

AL W&
FDEP (Functional-Dependency Gate)
Eg Altrigger) 1718} 71 BA e 98-S
7T EY AV A, BE 7| EAL
0 e ol AR EAgT
WSP (Spare Gate)
[ st 40D 48 2 oo 9y
AdHE /Y. BE JEo] EogS o
(s Qojy,

(Priority AND Gate)
+ 7hY d"HE 7T o] AClEE
Hol FAHE Sojsts W dojdrh T

AEss &M LEFT

(Sequence-Enforcing Gate)

AHo] EH AR EgeS v dojd
o e dFdA LEZFo|T Wb
ZA dZo] 9ol Fojetofrt &Yo]
Elgticia=
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2.2 BBN

BBN-S- #jo] %] ¢} ] E ] F(Bayesian network), 22 WEY A (belief network),
A} Y E9 Alcausal network)ets hw, o] WEol WEE9 HA O
ste] &2 Rd=E FAST BBN Rdo =+ 7 HFE e =5
AAst= Slaro)v W 1He] 2 HF oJEA(conditional dependency)e 3E

o wsE 248 g A 95 M o) ged aas vehit

r {

o

BBN- Table 2.29} o] @& tioloja(influence diagram)g o]-&3te] 2zt
45 2ke] WAE =4t

Table 2.2 Four structures of influence diagrams

&

S
o (Converging)

A%t Bt 4= =3olrt.

Cx ASt BoA FEFE ¥=
Q) o

o o (Diverging)
A%t B7t M= ZYolt
o C A% Bl 9= &0t
o (Hybrid)
Ce Bol7ll, B= Aol F&
g wherh
Ca () |ac coan aws o

(Serial)

A%t C& =0t
O et s b roa 92

[e]
2w
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4 troloj 132 48 g(converging), T4+ (diverging), &34 (hybrid) 12
I A& FP(seria)olgh= Wl 7HA ZEFZE VMY olg g FHE 724 WS
o #AVE HHEEHME 1o w2 ZE A4S wlo]l2 A (Bayes theorem)E ©]
£ 1

Z7%5 skE(conditional probability) &E-&3tel| A, Bet= Aol S o,
A

= = O
g B3E 52 B Aol TS W, A
7te| %

Abzdo]l e o, B AR o] Lo 2
Aol dold &7 & Ittt &I A A, Bell tiste] PB) > 0
o] o =E, B7F IS ul, A2l 2R FES “PA|B)” B ETIIG
oz AElv XAF FEY AHOYEREH FEHM A &E(prior probability),
% gtE(likelihood probability), AF$ &-E(posterior probability)e] 7ld-<& 323}
ot ®MA, AR FEE oln| da e AHY FEoln = FELS oln &
T QA= ARdo] BT E =X ofefe tE Aol AT FEoln. 1 i

= —or‘}_ gE<= T3l A He 3:741'?— g5 T
g

Azdo] Beli, AA AZh E
9. 4 @39 F A 4
Paye A Al A BT, Pu | BE AR B7} oA g w Aol =7
sgolth P8 | A A% BBl A AT} dolute ®, T7o] A B
B oy Zlolgtx AZEE 2A% SHEo|THI9 1]

r
)

P(BNA) P(B)P(ARB)
i14) = P(4) P(A) 2.3)
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BBNol| tigt F=&34oA AF FE(oint probability)¥} ZH1H FES o] &
= X, X0 st W xo] BRIV parents(X)
@@r E X (joint distribution)+ 2] (2.4)3} #Ztc}

PX,...X,)= HP(XAparnetS (X)) (2.4)

1=1

Z} o) fisle] =AR FE EZ(conditional probability distribution)ell th
gk CPT(Conditional Probability Table)E A3ttt 24 (2.4)<F AAHE CPTE ©]
&3} BBNS #43ic}

Fig. 2.3 Table 2.29] v 7}A] F=xel tigk &&S F3t= 2ot 52
7]%@3% P =27 dojd FEY AF gEoH =

s FE =
EE XN 2122l =E A, BVt 9L W, P4, B)= P(A)PB)E TAHH,
= A B7F 21% =H(conditionally independent)® wi, P4, B | C)+= P4 |
CPB| O, PA|C Bt PA]| = TdH T}

_'IO_
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(a) converging (b) diverging

P(A,B,C) = P(C|A,B)P(B)P(A) P(A,B,C) = P(A|C)P(B|C)P(C)

() hybrid (d serial

°3° olote

_( P(B,ClAP(A) _{ P(C|B)P(B,A)
P(4.B,C) = {P(C|B,A)P(B|A)P(A) P(4.B,C) = {P(C|B)P(B|A)P(A)

Fig. 2.3 Equations of influence diagrams

2.3 FTA 7|3} BBN¢| H|x
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Fig. 3.1 The proposed hierarchical reliability analysis of

combat system
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3.2 89 AT : 74 82E 17 FE E4

B ERA ASHE FTe A4S AT Azd 74 axe 132 9
HET ARG E AP G T Aolm, FHALE el o3
FEEE HAFHolt T4 440 FaF /15 EAIT FTE 7437 9
A A 8k Al D] BAY AW IASL 2o BI BAS Tt
of el AolER HABTH B AE st mE Aol dojifol P
2 F& Aol AND AOJEE AE A thstel FFol WAE 3ol
£ OR A0|EE o]g3te] EAUT Fig. 33 9FL weld 74 829 ¥

.3
Aol ol FT 749 6% Rzt 74 24 Ae 14 td /TLT)
374 24 Bl wAd i AWTITHL FTe 712Agolekn 3 of 9|
ol st 7+ 249 314 FEo] Hastg. Fig. 3.39 (@A 74 84 Ad
g FT2 3 T1, T27F BF dojufol FgFe] UASTH AND Alo]EE U}
AT Fig. 3.39 (b= 74 84 Bel Wi FTE ¥ T3, T4d= F HAF<
A Aol skl @] BARYT OR Aol e epi.
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Fig. 3.3 Structuring the failure of components taking into account the

impact of the threat
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Fig. 3.5 Representation of function and

components using BBN (converging)
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9 of Fig. 3501 )& CPTE uhehd Zlolch 74
84 A B 1 BEF T4 84 A Bl ¥ /1% Flo =A% 44 %E
o] Wastth 74 3 Bel 1% gl

T4 84 A B} BF 439 0 7% Fleo] 44 5L 005elth A 8k
A} Dol FAH 82 B/b A4Y W EmE P4 84 AZb AYolL A 8
& B7l 229 9 7% Flo] 4 $ES 010t
T4 84 A 7]% F1
T F A B T F
0.3 0.7 F F 0.05 0.95
24 92 B F T 0.1 0.9
T F T F 0.1 0.9
0.5 0.5 T T 1 0

Fig. 3.6 CPTs of Fig. 3.5 (converging)

4 G5 4 B3E o4 Fig 350 tid A Aol T4 24 A%
T4 22 BY 3] A SYAY FF /)% Flo 44 FES 021750]k
)% Flol o3 A% Azgle) Angde 2 GHE olgstel T ‘1 -
0.2175(71%5 F19 44 &E&) = 0.7825° o]t}
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P(l=T7)= Y, P(Fl=TAD) (3.5
A,BETF

= Y P(F1l4,B)P(A)P(B)
A,BETF

=PFl=TA=T.B=T)+PFl=T.A=T,B=F)
+P(Fl=TA=FB=N+PFl=TA=FB=F)
=(1x0.3x0.5)+(0.1x0.30.5)+ (0.1 <0.7<0.5) + (0.05 < 0.7 <0.5)

=0.15+0.015+0.035+0.0175 = 0.2175

o FxoA weF FA 24 AZF A 84 B mAol
O £33 FxE JMA = Fig 3.73 2t

of
oot
o

Jls 59

Fig. 3.7 Representation of function and

components using BBN (hybrid)

Fig. 3.8 Fig. 3.70 thd CPT2A 74 24 A, B9} 71% Flo| s CPT=
Fig. 3.6¢] CPT¢} Td3tAl ARt om. F7HH o2 F4 a4 Ad g +

4 84 Be =18 FES At 74 24 AV R 2 Ay, 748 84
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T4 84 A 7% F1
T F A| B T F
0.3 0.7 F | F 0.05 0.95
T4 84 B F| T 0.1 0.9
A T F T | F 0.1 0.9
T 0.8 0.2 TI| T 1 0
F 0.5 0.5

Fig. 3.8 CPTs of Fig. 3.7 (hybrid)

Fig. 3.7 o] 74 84 Ao 34 o3 +4 84 B o] ¥Fs ¥
= A%, 71% Fl19 44 &2 2 Q.60 &l 0.2985¢]t}. 7]%5 Flof thgh

5 AlzEe AFAS 1 - 0.2985(7]5 F18 A4 &) = 0.7015° o|th. +
Qs A9 A QA 134 Aol AE EFYHY A5 Fld gg dE
28o] A ¢ 0.7825)9 Hlaste F&5A U wf AT A 2EY] AFE G0l v
=2

> oo

2

o}

P(Rl=7)= Y, P(Fl=TADB) (3.6)

A, BETF

= Y P(RIA4,B)P(A)P(BA)

A,BETF
=P(Fl=T,A=T,B=T)+P(Fl=T,A= T,B=F)

+P(Fl=T,A=FB=T+PFl=T,A=FB=F)
=(1x0.3x0.8)4(0.1X0.3<0.2) + (0.1 0.7 <0.5) +(0.05<0.7 <0.5)

=0.2440.006 +0.035+0.175 = 0.2985
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A%y FxE Fig 399 2ol T4 827 BB T4 840 9FE Fu
G W T4 847t E OE T4 fso] ASHOR JBL Fu 9B
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¥ FF
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ox
ko
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-
ox
Fo
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Fig. 3.9 Representation of function and components using BBN

(serial)

Fig. 3102 Fig. 3.99 tj@ CPTE vehiiol dole] @e ol g3tk 74
f& Ael 1% SEL 03013 T4 84 B 2@ FELS 0501 7% Flo|
A e 00tk T4 24 Al 1l gF T4 24 Bl AR 1 %

A

o

£ 08019, 74 24 Bo 1Al g s F19 217 44 &E2 0.79]
=3
T4 84 A T4 82 B 7% F1
T F A T F B T F
0.3 0.7 T | 08 | 02 T | 07 | 03
F 05 | 05 F 0 1

Fig. 3.10 CPTs of Fig. 3.9 (serial)
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T4 84 A7F 74 84 Bo| 1A FFS mIXA 74 84 BV 71 Fl

< FE Fig 399 tid A e 2 3D} 2oH 7% Fleo] 44
5HE-& 0.4130]th. 7)% Floll tl@ A% Alzwle] Ag4e ‘1 - 041307)% Fl
o] 44 &E) = 0587 ot

P(=T7)= Y, PFI=TBA) (3.7

A,BETF

= Y P(AIBPBAPA)

A,BETF
=P(Fl=T,B=T,A=T)+P(Fl=T,B=T,A=F)
+P(Fl=T,B=FA=D+PFl=TB=FA=F)
=(0.7x0.8x0.3) + (0.7%0.5 X0.7)+0 40

=0.168+0.245 = 0.413

WAy FrE SR FPol AEHT, LY FRE £93, £
3 37 AHgdTh Fig 311& 74 24 C7F 74 24 At 74 24 Bol

dge FW, 74 24 As T4 84 B/l A% Flo) 98¢ 7= 4497 7
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~ converging

~— diverging

Fig. 3.11 Representation of function and components using BBN

(converging, diverging)

Fig. 3.11¢] Z} x=to th3k CPTE= Fig. 3.12¢F ok 74 84 A9 B, 7%
Flo] ™3 CPTY Y¥= Fig. 3.69 CPTY S zZ&siw Frpxozw Had
gEol tsixe Ao @ ol &sAitt 748 a4 Co 1 FEL 0.501H
deFs wre T 94 A9 FA 24 B AR 1@ 5o 747 07, 12
g

% o) 5o,
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74 824 C T4 84 A 7% F1

0.5 0.5 T 0.7 0.3 F|F 0.05 0.95

F 0.3 0.7 F|T 0.1 0.9

74 a2 B T|F| o1 0.9
C T F T|T 1 0
T 1 0

F 0.5 0.5

Fig. 3.12 CPTs of Fig. 3.11 (diverging)

CPTE 7I¥te = Fig. 3.11¢ Wik A4t AA2 4 G834 Zom, 7|5 F19
4 FEE 047375010 7]s Flol| ©igk A& A|=gef AP ‘1 -
04737571 F1o] &4 &%) = 0.52625° ©]T}.

PRI=T)= Y, PFEI=TBAC (3.8)

A,BCETF

= Y, P(R|A,BPUACPWBCPC)

A,B,CETF

=P(Fl=TA=T,B=T,C=1)
+P(Fl=T,A=T,B=T.C=F)
+P(Fl=T.A=T,B=F.C=T)
+P(Fl=T,A=T,B=F.C=F)
+P(F1 TTA=FB=T.C=1)

PRl=TA=FB=T,C=F)
+P(F1 TLA=FB=FC=T)
+P(Fl=T,A=FB=FC=1F)

=(1x0.7x1x0.5)+(1x0.3X0.5x0.5)
+0+(0.10.30.5%0.5)4 (0.1 0.3 x1<0.5)
+(0.1<0.7<0.5<0.5) 4+ 04+ (0.05 0.7 0.5 <0.5)
=0.35+0.075+0.0075+0.015 + 0.0175+ 0.00875
=0.47375
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A 47 A AT

Fig. 4.1 A 3D tank model

A 7ol dieste] AbEl dE AT Axke] 26719 74 24 Foll
B4 7)sel td 74 84 & Table 413 Zow Fx7], eV, <FEILY

(5, Rkt

Table 4.1 Components of functions

7% g 7Y 8k
54 227), FEIE), P, A
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Table 4.2 Threat categories and types of the combat system

=74 R
] + % YA (Kinetic Energy)
%= (mpact) s 7 &Y
o = oA (Blast Energy)

, o e Z%(Vibration)
% /Z2A (Vibration/Shock) = 2 (Shock)
¢ T4
« 31&Y o] (High-Energy Laser)

|

. 1Y AA7 G
(High-Energy Electromagnetic Wave)
o YAH(Particle Beam)

o #|(Energy)

AL [101¢] Aol 4 Table 4.29} o] E/FatAdtH. BT 74 840

J
Ade 53 129 dolAolng T TR AW wsan
3 13% 2

W\

(&), LFEHH7E & {9

7F e ¥ A QHH)
=]

Table 4.3 Components affected by threats

T4 a4
e FRA7] | GHWED | FEIVE) A 2} AF
= Vv vV Vi vV
1=E8 FolA \Y \

Bl A= AT Alzdol] diste] FEo] ik A £4S IAPsid o,
ZEo g 22k Fo 2 XW(critical) 78 849 A {5, SFH T4
%

of e AR elHETh B g A AFolAe (30 o THE A
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Table 4.4 Failure probability of components by threat on the front

o aa FE FEEEEREE
o3 14 %E o3 14 %E
371 0.12 0
FEIHED 0.13 0.2
b LH-5-) 0.13 0.2
i 0.63 0

Table 4.5 Definition of targets

o4 ke
HAE A 2H) ZA=Q267Me FA4 84)
7% Al
A4 =, A=Y golA
- 29 -
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T EE =EEY U AEE 7}111:}‘ boshtel kEd tid g2 ot
2o MR AT w9 o], et xEo A9l k3o AAE YE
A AlClE, Y == AFEYE A, Afel A% 748 849 1 &, A
B =ERZREY dE == Zo], U9 =59 o] 58 7Hxth BBNe o
g H2~E 319 BBNS FA%: BE =t ARE VA shte] =0 o
T e e 2 sAME AAAY w29 ojF, ko U IF =8
o o5, =29 CPT ¥4 A& 7K. CPTel Bt g 2E v BBN =
o g Atk s, 7 B 2E 3de] o5& BBNe| g H2E
Aol A s ol BARE A FZojof gtk CPTo| thet gl 2E 32 =
o uF gEH dad Ay, 248 1% FES 7RG AT = kol
e Ae, nule YFIo
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Table 4.6 Formats of input data types for each files(.txt)

o T/ = A

=T ol& T4 24 2 74 9
Ale1E wEo FAE YehfE AlolE

FT 1% gE Aol gk +4 849 1 FE
L& Zo T4 84 LEZRE & Zo]
ARG =& ol | #dE 9 = 74 849 7%
ol & I R A4 748 84

BBN FEF =E olF o IS F= T 84
3 $1A =9 CPT 9+ 93

CPT 218 14 FE > 2o tigk CPT

Table 4.7 Functionl®] 44 && B4S 913 Table. 4.6& o] &3 g ~E

gyd FAe o Ajelty. Functionle]l ¥&FS F+= F4 24 ComponentlZ,
Componentl®] 7ol gaFe 5= 9192 Threatlsh Threat2= A4t

Componentl®] FT 3}deol= Componentl, Threatl, Threat2 ==9] HHR7} =
Algct. Table 4.7¢] FT Yo uigk 1= k<l “‘Componentl AND null 0
Threatl,Threat2’ = Componentl =09 digt HEo|t} ‘Componentl’ & =
£ 9] o]&o]H, ‘AND’ = Threatl ¥ Threat2¢} Componentl®] #AE EF
e AolEolth. ‘null” & Componentl®] 14 FEZ ACJEZRE A4y
22 ol gleH, ‘0’ 2 Componentl =229 Zlojo|t},  ‘Threatl, Threat2’
+ Componentl®] 1A FFs F= AFY olEelth. ‘Threatl null 0.5 1
null” & Threatl =Zof o3t HHolth ‘Threatl’ & =9 o]Fo|H, F

HA =2l ‘null” & Threatlol] thdh Q0 =T} glo] AlolE &9 Fhol
Aok ‘0.5° & Threatlel <3 Componentld] % FEolw, ‘1’ &
Threatl ==2] Zlojo|t}, mixut &0 ‘null’ & Threatle] thdk YUY =

7} gles tehi

Functionlell ™igt BBN 3} of= Functionl® Componentl =29 HH7} &

_3']_
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A gtch. Table 4.7¢] BBN 3o thgk <4

C:\Desktop\Funcl.txt’ - Functionl =] th3t A H o]t} ‘Functionl’ & »&=
9] o]&°]H, ‘Componentl’ & Functionle] F&FS F= L& o]0t} nlA
ot &<l ‘C:\Desktop\Funcl.txt’ = Functionl®] CPT 3}« ¢] A =Zo]t}. ‘Com-
ponentl null C:\Desktop\C1_CPT.txt” & Componentl =Zof w3 #Ho|t}
‘Componentl” & ==9] o]&FolH, ‘null’ & Componentld] F&FS F= =
=7t 9SS 9gmdtt vA g &<l “C:\Desktop\C1_CPT.txt” += Componentl
o] CPT L9 A =0t

Table 4.7¢] CPT #t¥2] ‘Funcl.txt’ & Componentlel thd+ Functionl®] Z
AR gEoltt. Componentle] 1Y wf 0.7¢] A4 &S 7 H4d
0¢8] A4 FES 71AY. =3+ ‘CICPT.txt” & Componentl®] 1% &<
FT ol o A4tE 7] wf&ol nullE 243 ot

%<1 ‘Functionl Componentl
[e)

Table 4.7 Example of input data for each files(.txt)

o Al

%)
e
of\
=

Componentl AND null 0 Threatl, Threat2
FT Threatl null 0.5 1 null
Threat2 null 0.3 1 null

Functionl Componentl C:\Desktop\Funcl.txt

BBN
Component] null C:\Desktop\C1_CPT.txt
Component1
Functionl
0.7 0.3 C ntl F
Funcl txt omporentl| T
01 i 07 | 03
CPT F 0 1
Component1
C1_CPT.txt null null T F
null null
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o

Fig. 4.2 MEd z239e] AHgA IEFHo]z=oltt. FT 999 E¥ 2]
S FT 92E 9do] F2E FAst 74 249 u4 &S Aty
R vepdnh ol B2 Y FT 3 45 FH H2(combo
box)e] 89l EFo| AGHM AZE k9 H5S AdEstd g 74 aae

1% gEs oA A 4+ Aok BBN 9499 B8] HEL BBN HxE

a
Lo

4o F=E A BBN HI2E 3dS ¢lo] BBNO =& FAFo =&
22 Uehith BBN 9o B4 HEL AR kEE Fo] BHY ncE
AeEE ST ol tg BBNS BAse d™® =it gl A EAR
o 3 =S BBNG RAFTh #4 Ase ol thehdich

Reliability Analysis of Combat System using FTA BB (=]
FT
- [mweas) | FT 39 AR
DI BE l\\\ FA Qad od
id g8 9%
BEBN
iy =izl BBN oY dAg%
| BBNS] == EAR
, | = .
£ P[RR ¥ 715l EH?‘;—_
=2 A & 9%
Fig. 4.2 User interface of the developed program

2R B4 A BA, FT 999 B o7l T B4E 7ls3d @
g9 2 74 240 digty 1 gES £4% %, BBN 999 B L]
2 58 BBN =8 7IALrh BBN = ®A RN B4 75 wEF A
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st 7l5e] 4l gES =TT

(1) Case 1. ¢tElvte} F37]9] 1o SHHo = TA

AR, a9 AT AP g 1 FES BHEUY 4 Jed ddd
T4 84 FoA GEUE), GEHE AL 1 848 T oA
qF a1 o] AT oo we} T, A 1 gEL T Y7
A gEolth. ¢HEWEDS} GHH ) F=E B =Y #HolAe Y3 1A
o] wsly] WEo| FTS 12W Fig 4.3, Fig. 449 2oH, Table 445 o] &
st 1 gES FoYth

QHEI LD

% 013 ﬁ 0.2

Fig. 4.3 FT for an antenna(left)

QFEI ()

% 013 ﬁ 0.2

Fig. 4.4 FT for an antenna(right)
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< 7Rtz 4 Q2L ol&sty 74 84 uF FES
a Aot Fig. 4.5= <SHHWED), HHIU($)] FToll tigh €l

(@ <tEWHEDe 3 FT g 2E v

| FT_antennar - H2%

o @) % |
HFQU(F) |EE MAD) =221V ES23H)

antenna_r OR nul | 0 impact,high_energy_laser

inpact null D.13 null

high_energy_laser nul | 0.2 1 null

.

(b) AFEUCP)l thet FT H2E 9

7| FT_antenna | - {2 %

o/ B B

EFF) 2RE) MHANO) _-_‘=_2|f\.’\ SEH)

antenna_| O null 1] iI;;gc{.?lirgh_Eﬂergy_laser
impact nul | 0.13 | null
high_energy_laser null 0.2 1 null

Fig. 4.5 Text file of FT for an antenna(left) and an

antenna(right)

FEIVHED), <QHEIWH(S 1%

g5 1-((1-013FEA % 1 &
E)NX(1-022%9 HolAo i3t 1% 25

4 -8))=0.304" o|t}. Fig. 4.6& 7wt
za2ae] el Ehe] FTol| g A3 stHo|th

1

s
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[

Reliability Analysis of Combat System using FTA, 88N

FT

m 5319,?1]

oZ=E: 030

BEN

o Bai27|

| B4 | saa=E;

Fig. 4.6 A result of FT for an
antenna(left)

Table 4.88 =%, 128 g o)A o3 A4 Q4S50 1A 2

ok

oot

Table 4.8 Failure probability of components

T 84 1% BE
=27] 0.12

EEIVHEH 0.304

QB LK) 0.304
A7 0.63

B9 AZNE T4 axst B2 %3] BAE suo 2 BENS e
o Fig. 473 2T} <ElukED 2 QhElu 9= Qrelube] LRols] w2 ol
U} =28 2780 QEuGEh 2 ks e o
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Fig. 4.7 BBN for communication function

=4 71%¢ BBNS TAsk= 74 azd s CPTE Fig 483 2th
ZIgro = Qe VHE) H QFEV(S)Y 1 &S 0.304, AxAo
0.63, Fx71e] 13 &L 0.12°]t. <LGHUF 521 75 gk
doje) o= Aottt <HHYE FEHWHEHSE FEIU()7F
78 -l gt

W
i

2 N
A
-111
b
o
flo

[0
1z
kl
o
©
ju|

K

o, &4l 71sd 3 =15 &5 4 CPTek
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eI &2 ghel Lt
T F AELKED) | FEHP) | T F
0.304 0.696 F F 0 1
AR F u 0 1
T F T F 0 1
0.63 0.37 T T 1 0
271 A
T B 7A7 | E | AR | T F
0.12 0.88 F F F 0 1
F F T 0.3 0.7
F T F 0.3 0.7
F T T 0.5 0.5
T F F 0.7 0.3
T F T 0.7 0.3
T T F 1 0
T T T 1 0

Fig. 4.7¢] BBN< &43t7] AsiA 4 (3.3)= &3t &4 7=
F3715 ‘E’, ¢HHYE A7, ﬁi}%}% ‘H”, ‘?_PEﬂ‘/P(Z‘Jr)% ‘AL’
Y(HE ‘AR’ Za ge o, FA 7ol e A 4 (

7l A7), ElY, Al o8 dEFe i SHHu= ?_PEJP/KZ‘%),
U)ol o e e
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P(C=T7)= M P(C=T,E,A,H AR AL) 4.0
EAHARALETF
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Fig. 4.11 BBN for communication function including

the dependent between an antenna and a electronic

device

| 9
€ FE= Al dF CPTE AAstslth cteuel o) Fd71e] n% &9
EoPABE FA7

Jo thd CPTE Fig. 4.129} zto] g elst%T).

27
Pt} T F
T 0.7 0.3
F 0.12 0.88

Fig. 4.12 CPT of a electronic

device

_4']_

Collection @ kmou



HEIUS} 74717 540 A59 742 4 429 2o 4 DA =
SHEULe} A7 =HAUYS PA), PE)E YER L A (4.2dAEs FA7)7}
StE|Uo o3 d&FS vte AL PE | HE 53 e

P(C=T7)= 3y P(C=T,E,A,H AR AL) (4.2)

EAHARALETF

= >, P(C=TIE,H,A) < P(EIA) < P(H)
E A HARALETF
X P(A|AR,AL) < P(AR) < P(AL)

Fig. 4132 Stelge} F2717k 4491 A9, 541 7% o] BBNo| tjah &
E %ot}

= Y

| bbn_case2 - HE2% = B R
BYF) BEE MNO) £V SR - = = = —»
|electronic_device antenna C:fiUsersfiSSL#0esktopitestiel ectronic_device_cpt . txt
commader nul | C: HUsers#SSLHDeskt opWt est $commader _cpt . txt
lantenna_l nul | C:#Users¥SSLDesktoptestWant enna_l _cpt . txt
rantenna antenna_l,antenna_r C: fsersHiSSL®Deskt opfitest fantenna_cpt | txt
communication electronic_device,antenna, commader C: #UserstSSLEDesktontit est icommu_cpt . txt
lantenna_r null C: flUsers¥#35LYDeskt op¥t est Hantenna_r_cpt , txt

. F SN . T——eaa 4

Fig. 4.13 Text file of BBN for communication function including the

dependent between an antenna and a electronic device

Fig. 4143 belvsl 227170 $42Q0 45, B4 7150 td g2E 3
2 olgsle] BAL WAF Yy sAolth o A%, FA A%

0.304°1™, Al 7ol gk Hape] A=A
E) = 0.696° o]t}

—
|
o
w
S
=
of
>
N
off
1o
oy
N
_‘ U

_42_

Collection @ kmou



Reliability Analysis of Combat System using FTA, BBN |E|

FT

CitlserssSL%DesktopW20166" « o #2127

DFEE 0 0304

BEN

ClsersWSSLWDesktopWestiWbbr I ®aei27|

[electronic_device
| commader
|antenna.|

| antenna

|antenna_r

E4 Dl a4 EtE 0,30

Fig. 4.14 A result of BBN for communication function
including the dependent between an antenna and a

electronic device

JH

9t Zom, SPAd uf 0.727°]H F
Al s Aol 0.031%F oS & AT o]$k o
= 83t O A 93 A7 74 24 AAE 1Y

Table 4.9 Reliability of the armored fighting vehicle for
communication function

A719b tHUe] BAC mWE S4Al 7ol the Akl A#A2 Table
Ad 9 06962 748 849 F

Al OP‘S‘}

_Fll‘_l

>

I
g E4o

FHA71<} QU] A A=A
=Y Z(Case 1 0.727
%<4 (Case 2) 0.696

- 43 -

Collection @ kmou



4 &

A5 A

B
B

il

Bn
oF

™
w
!
No
ol

i

T7F o Stk o

AF7} o] FolA

1

2870l thFHAU

FTA 7192

il

B

N

o

)

0
B
oF

o

0

o}

=

1

0
pa

Aol e

L

) -

& w3

<

o
o7

o

0

T
T—

o &ol] °]&=

o

4

o

2 7R

o

O —

=

shel 74

S

H9l, &9l 24
°o]-&

[e)

=

BBN

T

T

o A

=

[

skof A

st Al

FTA 7"

¢

L

) .

ol A
=t

=

el dakel o)

bol A

(<

[

T4 8ko 14 HB BF AT}

TH

<]

-

X
%)
o)

BE
Mﬂ

~
)
i.

;OO

o

J:mO
o
-

_44_

.

Collection @ kmou



[2]

[3]

[4]

[5]

[6]

[7]

[8]

Z =
FuEA

AQE, s, 1998 FUA AT-2 93 FI) AFAEY BHRY @

B § 4] 815 %], 24(2), pp.1-16

ol&€71, , |28" Rdlgde 3 AA 2

A5, WA, 2018, FAEET] A
V8 BN R Y] e 8E] =X, 8(2), pp.81-9L.

F&qt, 2016, FF A=He) F3F JFY 24 FHE dASEe =& F4k
Qb= 3l QF o Sk

AEAR 4 EKusar):SRNS &3k A3ate] AEA 4. ffer7/ 7 53]
g g g RZE 201795 FAsterd =F7F, pp.297-298

B OHEA, EA, AT, $4%, P 2017 7Y AT 29
_]

T4, HFA, 2014 AFA=H EF
J

2
2l BH AT 08498 EEGE)

AF9Y, oldH, 2011 Aol th WA HSF= AT FFIFIFFT
513 S}e 3 =7, pp.902-906

FET, T, olAS, ol &AM, 2015. FTA 71H<& &3 94 & 7t
o A HQF“ ‘:‘*—# Nz" N I YEEYSE =X, 190),

T, AAY, o) AA, 2015. FMECA 7% Y352 83 e +A4
B2 FHA BA =239 e gFFEHENEFI =F, 1908),
pp.1973-1980.

_45_

Collection @ kmou



[9] G. Kevorkian, 2016. UAS Risk Analysis using Bayesian Belief Networks: An
Application to the Virginia Tech ESPAARO. Ph.D. Virginia Polytechnic

Institute and State University.
[10] AEA, AEE, $A4%, WA AFE, 024, 2e, 2017. ¢ AE
Il MY gierr)4sts A& % FHFRE F48=0/s. April
5-7, 2017, pp.277-278.

4 a5

[11] ®i&<], 2010. FMEAS ©]&3 37lEsa =" A=Y &Y. #7747/
=873/ 7/, 12(4), pp.205-210.

[12] C. Hobbs, 2010. Fault Tree Analysis with Bayesian Belief Networks for
Satety-Critical Software. QNX Software Systems.

[13] Ridley, L.M., 2000. Dependency Modelling using Fault-tree and

Cause-consequence Analysis. Ph.D. Loughborough University.

[14] R 71=, 7%k, 2007. FMEA 7| & o] 83 3% ASAFY F2 FA
Al 23a]l o] A3 AF fjgASE =FF, 2305, pp.171-178.

[15] L. K. Roach, 1993. Fault Tree Analysis and Extensions of the V/L Process

Structure, U.S. Nuclear Regulatory Commission, U.S.

[16] International Electrotechnical Commission, 2006. Fault Tree Analysis (FTA)

Second edition, IEC 61025, International Electrotechnical Commission.

[17] 3}, 9=, =93, 2013. DEVS &24]& 7]¥ke] Dynamic Reliability
Block Diagram¥} GPU 7}4 7]€& o] &3 A= B4 WY, o545
o]$8F8] ==, 22(4), pp.109-118.

[18] H. Boudali, P. Crouzen, and M. Stoelinga, 2007. Dynamic Fault Tree
analysis using Input/Output Interactive Markov Chains. Proceedings of the

International Conference on Dependable Systems and Networks(DSN’ 07),
IEEE.

[19] AX<=, 2017. #jo]= FE]E o] &3 HRGAEH A ZA]o] A|=" o tft

_46_

Collection @ kmou



Apo]ul i ¢k FI) WA =R, A&7 3 oSt

[20] A. Bobbio, L. Porinale, M. Minichino, and E. Ciancamerla, 2011. Improving
the analysis of dependable systems by mapping fault trees into Bayesian
networks. Reliability Engineering and System Safety 71, pp.249-260.

[21] &9&, 2017. ¢/FA & ¥ 7]A S5 W= 1 29/ %E [Onlinel, Available
at: https://kooc.kaist.ac.kr/

[22] M. Frigault, Lingyu Wang, 2008. Measuring Network Security Using
Bayesian Network-Based Attack Graghs. Annual [EEE International
Computer Software and Applications Conference, July 28, pp.698-703.

[23] Bilal M. Ayyub, 2004. Risk Analysis in Engineering and Economics. Journal
of the American Statistical Association, 99(466), pp.563-564.
[24] A, BAE, 18-, A&, 4%, 2017, A HAEF AA I o

ot7) A 8}5] 7] A% H. 57(12), pp.37-40.

Lot

[25] A7, AR E, 443, FAY, Ak, 2015, 1=H CW ol Aol o
CMOS 94 AMAe] £ BA. gisirjAgsts] =27 A#, 390,
pp.105-109.

o

_47_

Collection @ kmou



	제 1 장 서 론 
	제 2 장 관련 연구 
	2.1 FTA 기법  
	2.2 BBN  
	2.3 FTA 기법과 BBN의 비교  

	제 3 장 FTA와 BBN을 이용한 전투 시스템의 계층적 신뢰성 분석 
	3.1 계층적 신뢰성 분석 방법  
	3.2 하위 계층 : 구성 요소별 고장 확률 분석  
	3.3 상위 계층 : 기능 수준의 상실 확률 분석  

	제 4 장 사례 연구 
	4.1 분석 대상  
	4.2 신뢰성 분석  

	제 5 장 결 론 
	참고문헌 


<startpage>12
제 1 장 서 론  1
제 2 장 관련 연구  4
  2.1 FTA 기법   4
  2.2 BBN   8
  2.3 FTA 기법과 BBN의 비교   11
제 3 장 FTA와 BBN을 이용한 전투 시스템의 계층적 신뢰성 분석  13
  3.1 계층적 신뢰성 분석 방법   13
  3.2 하위 계층 : 구성 요소별 고장 확률 분석   16
  3.3 상위 계층 : 기능 수준의 상실 확률 분석   18
제 4 장 사례 연구  27
  4.1 분석 대상   27
  4.2 신뢰성 분석   30
제 5 장 결 론  44
참고문헌  45
</body>

