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Abstract

A Study on the Maritime Supply Chain Security and Risk

Management Strategies of Shipping Industry

Kwon, Yu Sung

Department of Shipping and Port Logistics
Graduate School of Global Logistics

According to the recent trend of advanced countries and international trade
organizations, the strengthening of security and efficiency of international
logistics such as airports and seaports has emerged as a major issue in the
International community after 9.11 terrorist attacks, and the establishment of an
international logistics security sSystem has been actively promoted to secure

trade safety net led by WCO, U.S. and EU.

In this study, the status and cause of ship security accidents were identified
to examine the characteristics of ship security management and to analyze the

vulnerability of the ship security management system.

The concepts and characteristics of maritime supply chain security, security

risk and vulnerabilities in the supply chain were researched.

Further, the current status of the maritime supply chain security system of

International organizations and the maritime supply chain security certification

Collection @ kmou



system of major countries were analyzed and derived implications to ensure
that the logistics security system 1is operated in real time by improving
problems in maritime supply chain security and preventing security accidents

such as possible terror attacks in all logistics sections.

In addition, related data were collected to establish maritime supply chain
security elements and scope of the shipping companies, and establish measures

to prevent security risks and reduce risks of the shipping companies.

Through this, effective risk management strategies for security accidents of
shipping companies are proposed by . establishing a personal and physical

security system to effectively cope with each type of maritime security risk.
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<3 2-2> Maritime Satellite Communication System

System Band Range Bandwidth Comment
9.6kbps, GMDSS,
Inmarsat C L A3 . .
packet oriented short e-mails
GMDSS,
Inmarsat fleet L A3 128-450 kbps .
supports internet
o 134 kbps Also coverage in
Iridium L A4 ]
(open port) arctic.
Any, typical 64-512
) C, Ku, Normally not deep
VSAT shared link Al1-A3 kbps, shared by
Ka sea.
several users.
. . C, Ky,
VSAT dedicated link K Al1-A3 Any, dependent on
a
Other
(Orb-comm, ect.)

A A, SHEjvtol e 2~ Zl%o] F A= Q18] H4llof(malware, malicious software)

o 2 oy amES|ol o =50)(adwareh S F@ Hhole s AR Ho| el
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g EAER ekl UE ATE e WA B Goish 1 e sepa
do Aol drk ISO 28000:2007¢1 41 & wAFE(Supply chain)& “YA|s gl A
Agetel $EREE AR AF olgANA AF EE Auz AusA Hrjs
A9 R ZEAse 94 AETn Ay doh IFYA. Az, BF
A, T FEAE, FEQA, EhDA D AF oSN AR Sl o

SESHHHISO 28000:2007).5

Hek(Security) ‘TwAbEd Wl Es gEAbSAl sto] I e B4
F71 $lsto] AfE oA ola §7tHA S Feo] e thAgar et
ATHISO 28000:2007).60 .94 9 (Security management)< ‘2 o] ZZ# 9] g4,
AANE 2 oo mE FFS HHoE B ste AAHolL £43E 5 4

Adolekar Ak JTHISO 28000:2007).7

5) ISO 28000:2007, 3.9, supply chain : linked set of resources and processes that begins
with the souring of raw material and extends through the delivery of products or
services to the end user across the modes of transport(Note : The supply chain may
include vendors, manufacturing facilities, logistics providers, internal distribution centers,
distributors, wholesales and other entities that lead to the end user).

6) ISO 28000:2007, 3.2, security : resistance to intentional, unauthorized act(s) designed to
cause harm or damage to, or by, the supply chain.

7) ISO 28000:2007, 3.3, security management : systematic and coordinated activities and
practices through which an organization optimally manages its risks, and the associated
potential threats and impacts therefrom.
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8) Cranfield School of Management (2002), Supply Chain Vulnerability, report on behalf of
DTLR, DTI and Home Office.

9) TFAE A Hx FFAREH HF MR o2 |7HA] AFH Exe] 5ES W
ALY TEA7IE A% Aoz Aoe 4 gltk(Donald Waters, Supply Chain Risk
Management, KOGAN PAGE, 2007, p.7).
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STP(Secure Trade Partnership)ghi= A2 0l Zho] Hl2lo] HWolelZ Z g g3S
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¥3tar, SPRING Singapore= LCDP(Logistics Capability Development Program)

& 53 FAEFIIYY Bxa Ad, SIPOE F3 A4 A, CMCAVE &3

) DAY, FALFHE AFAE FF L Al BE AT, TR FUGASIA
21(2), 2011, pp.333-354 A4 2.
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48) Ravi Sarathy op. cit., p.31.

49) CR. Hamilton, The case for holistic security: The integration of information and

physical security as an element of homeland security,
2004(www.riskwatch.com/Press/Holistic_Security_10-03.pdf)

50) S. Wiederin, D. Wurster, RS Hoefelmeyer and T. Phillips, The true meaning of security,
2002 (www.rrtidd.com/webQuest/shared/true%20Meaning %200f%20Security.pdf)

51) Vinh V Thai & Devinder Grewal, The Maritime Security Management System:
Perceptions of the international Shipping Community, Maritime Economics & Logistics,
2007. 9., p.129.
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report on behalf of the Department for Transport, 2003.
International Journal of Logistics, 9(1), March, 2006, pp.33~45.

66) Cranfield School of Management, Creating Resilient Supply Chains: A Practical Guide,
67) Ravi Sarathy op. cit., pp.45~47.

68) Christopher S. Tang, “Robust strategies for mitigating supply chain disruptions
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74) Hau L. Lee and Michael Wolfe, op. cit., p.14.

75) Ravi Sarathy op. cit., p.47.
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