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A Study on the Improvement of Security
Management System for Efficient Countermeasures

against Port Security Threats

by Yong-Nam, BYUN

Department of Maritime Transportation Science

The Graduate School of Korea Maritime University

Abstract

After the foundering of the Titanic, matters regarding navigational
safety began to emerge, followed by the signing of the SOLAS
Agreement. Recently, subsidiary agreements on the security against
terrorism have also been seen around the 9-11 incident. Such
agreements had begun to encourage international interests concerning
the safety and security related matters. As result, most of the
countries started forcing themselves to carry out these agreements
immediately.

For South Korea, this was not a task too difficult to execute since
the nation had already been putting major efforts into reinforcing
security measures on important national facilities along with establish

laws, due to the special militant environment on the Korean Peninsula



between the two Koreas. However, not all laws and reinforcements
were In harmony, resulting in the need for further institutional
adjustments in order for the different agencies and departments to
react appropriately to the matters that required coherent and
integrated efforts against the Threat to Port security, in particular.
The most critical issue in this matter would be the assignment of the
full authority of the Port security to a single agent, the Korea
Maritime and Port Administration (KMPA). In line with this, the
Ministry of Land, Transportation and Maritime Affairs (MLTM) and
the regional MPAs should newly establish cells or organizations that
are that are solely designated to the Port security while introducing
an integrated Port security system to replace the individual efforts on
each separate port of responsibility, for enhanced efficiency. This will
ideally be supported by additional infra-structure or equipments
including infra-red sensors, CCTVs, and automatic alarms interlocked
to provide the most effective security measures, backed up by
adequate information sharing mechanism with other relevant agencies,
such as the Digital Message Handling System (DMHS)

Additionally, in consideration of the recent and future redevelopments
and the current tendency of the opening of the ports, adequate
training for the employees and the consistent mutual international

cooperation will be wvital in contributing to achieving the ultimate

objective of the 'Perfect Port Security’
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<3£2-9> ISPS Code A¥, B 4

H 5 Al =
1 | ¥5AFEH(General)
2 | A9 (Definition)
3 | A& (Application)
4 | FAE AH9] # 9l (Responsibilities of Contracting Governments)
5 | B3 A A (Declaration)
6 | ALY 9] F(Obligation of security)
7 | A¥FHQH(Ship security assessment)
8 | A¥FRIH7HShip security plan)
9 | AHFRAIAIEA(Ship security plan)
10 | 7]=(Record)
11 | 3IAFE P I 2K Company security officer)
12 | AvrH b XK Ship security officer)
13 Aurrole] W w2 A5 (Training, drills and exercises on ship
security)
14 | A KoK (Port facility security)
15 | shA A H o 7HPort facility security assessment)
16 | A B A8 (Port facility security plan)
17 | SHEAAE B OEA ) 2K (Port facility security officer)
8 SFbAl A Hotel ek WS W W A5(Training, drills and exercises
on port facility security)
19 | Auke] AAF 2 A9 (Verification and certification for ships)
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