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Abstract

MLS(Multi Level Security), which is access control technology based
on classification by designating a security grade on each element of a
system, has been used for information management under a situation that
requires a traditionally strict security system. MLS data model refer to
data model applying MLS to database, and MLS relational data model refer
to data model applying MLS to relational database.

Currently, major active application fields of MLS include 1) the area
presenting security model for multi-inherited object-oriented data model, 2)
the area of access control mechanisms at the level of operating system, 3)
ML-RBBAC(Multi Level-Role Behavior Based Access Control), and 4)
MISSI(Multilevel Information System Security Initiative), a project being
implemented by the NSA(National Security Agency) in order to provide a
security solution for the US Department of Defense network.

When CRM(Customer Relationship Management) is included in
e-Business solutions, it is called e-CRM solution and e-CRM solutions
provide information services to both customers and companies. The general
purpose of the e-CRM solutions is to ensure consistent information
delivery, installation costs, and expandability for integration and flexibility.
MLS relational data model can be effectively applied to the process of
achieving this general purpose.

This paper presents the way by which MLS can be used to achieve
the general purpose of e-CRM solutions for e-business. This study

proposes changing the normal three-layer database structure which

,Vi,



generally consists of external schema, conceptual schema, and internal
schema by appending MLS schema layer to configuration of the relational
database system. By introducing this four-layer structure into e-CRM,
this study shows the implementation of the MLS relational data model in
commercial relational database system without the use of any additional
systems.

This paper, first analyzes e-CRM using the MLS relational data
model in a field of application programs by applying components at the
business logic layer, and then implements e-CRM using the MLS relational
data model in the environment of the MS-SQL Server which is a kind of
RDBMS.

It is expected that e-CRM extending relational data model to MLS
relational data model will be helpful because it will provide suitable
information to various customers and business partners in a more effective

way.
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<Table 2-1> The change of customer management
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<Table 2-2> The basic element of CRM
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<Table 2-4> The comparison between DB marketing and CRM
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<Table 2-8> The comparison between relation data model and
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<Table 2-9> The same entity that different present by user level
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<Table 3-1> The employee access table of DBLab company

e ol & A2 MLS # %
1 A 9-18 DBLab
2 B 9-17 DBLab
3 C 9-17 DBLab
4 B 11-13 ABC
5 C 10-14 ABC
6 C 11-13 All
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<Table 3-2> The delivery service table for bookstore
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<% 3-3>3 #.

<HE 3-3> N A=E ALGE

<Table 3-3> Specification of development system

stEglol/ A E o AL/ o] &
CPU Intel Pentium III 1.0 GHz
Memory 512 MB
0/S Microsoft Windows 2000 Advanced Server
Database Microsoft SQL Server 2000 Enterprise Edition
Language C#
Server Side Script ASP.NET
Fresentation Business Logic -
Tier Tiar Cata Tier
- - Hetrogeneous
Internet Service
Winform :'r‘.--.'.'-.w.!—__;_ ??!.'T?‘_’x'.il e, DataStore
ASPF.MET. Web Service)
| OLEDE |
Webform COM= l ADO.NET |
| XML |

<29 3-1> ©tdl N-Tier 7%
<Fig. 3-1> The structure of .Net N-Tier
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<Fig. 3-2> The user interface
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<29 3-3> ZAHA AFE FdsE 7 84&

<Fig. 3-3> The components that implemented presentation layer
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EE Zgolryg 72 AAGL 1S T 9H = MLSLabel ©f
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YR Ed g g 712 AAFAH.
<19 3-4>9 MLS #A4 dHeolyg RdS 7|9toe=w 53
o] ~o o3 HolE FAHLE <HF 3-4>9 Fow <1y 3-5>
o5 HolBEeRE dat Aust AANE AAL FAGD
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TOME DR 0|2 BACMLSSample’ HOIEIHOIA, ‘Clocal)’ 2 ZH) ol
El
customer P=¢= CustomerGrade
5| customerld ﬂ 52| Label
customerhName Description
customereEmail
Password ﬁ
CustomerGrade |
ShippingMethod
id 2
KindofService
Price
MLSLabel &
H | L|j

<19 3-4> A A e-CRMY MLS #4 dHeolg =g
<Fig. 3-4> The MLS relational data model of e-CRM for book store
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<3 3-4> dHolH ol 2o HolE T4

<Table 3-4> The table construction of database

Customer

Mo a

CustomerID varchar(12)  |PK a7 ID.

CustimerName varchar(10) N g,
CustomerEmail varchar(30) A A F A,
Password varchar(12) Mo 719 43,
CustomerGrade int FK aMe] MLS A H 3.

CustomerGrade

a7 3 HolEeo] 48" MLS 735 ARE AA3o)

int MLS 5 +.

varchar(20) MLS S5l dist 247

ShippingMethod

W g bl e ARE AT

id int PK i & o] ID
KindOfService varchar(50) o & o] F

Price Money W g 714,

MLSLabel int vjE dlo]El o] MLS H 3.
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<29 3-5> HolE=HH ARV AMEH= HA

<Figure 3-5> The process of searched information from table
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<E 35> Hz2ys 24 AFe dsed B A= giE

<Table 3-5> The method list for class of business logic

hierarchical
CustomerName 31D AAIDS A= AW dEE
GetMLSLabel 21D AAIDY dAeteE A MLS 59 ks
GetMLSDescription |2 21D LAIDY YA ste MLS saoll o Ay uksl
aMGH, MLS Faol o uAe g wig
GetShippingMethod °r o ) oo
W T/ 7bE ZE RS

2HEE D 3 2HID

L

Connection Object H-Ad

v
Command Object 2H-d
- Parameters = HEEE2AMH OE KNHE
Collectian - 2EE SEHE KT EE2AAEZ
T = ZEH S B2 EH A

Farametaer 2+ +Hd

= OH2HOIEd =22
23 O2tdlE| EF 2 24D
=5 Onertdle 22
=H =

o ErE -

Iz
£

<719 3-6> CustomerName "] A =29 43 A

<Fig. 3-6> The execution step of CustomerName method
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<Table 3-6> The
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<Fig. 3-7> The interaction of structured components for

application program
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N-Tier Architecture

Presentation Business-Logic Data Tier
Tier Tier SAS-SGL Server
LS Database
sHeader, ascx Database
Menu.asce MS OLE DB
Frize.aspx
Wiebform Provider for
S0L Server
Datadccess.dl ADO MET

<Y 3-8> A ™ e-CRM /W&o A4 % N-Tier 7%
<Fig. 3-8> The N-Tier architecture used e-CRM

application for bookstore
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‘i customer” HOI22] HOIEH{ MLSDatabase”™ O OIEIHOIZE (o -0l x|

| |customerld custornetMare | custometErnail |Passwiord CustornerGrade
2= desperado@tit,a 1234 1
Ak kitty@tit ac. kr 1234 3
ZE uni@tit, ac, kr 1234 2

_lol x|
id KindofService  [Price [MLSLabel

1 FHIHE 0

2 SH=HE 3000

3 T LHEHHH HH & 10000

4 FCHEHHHEH & 0

5

3

RI=
| Label Description
= = =

TACHEHHHBHE 10000
SHEME 0

LMD O — — [a

KL+

<9 3-9> A3 e-CRMol| #HH dolguo]x &
<Fig. 3-9> The database information related e-CRM for bookstore
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<Fig. 3-10> The initial presentation of e-CRM application program for

bookstore
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<Fig. 3-11> The result of information search accessed by customer id
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<Y 4-1> MS-SQL Server? H 9+
<Fig. 4-1> The security of MS-SQL Server
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<Fig. 4-2> The users table that include user’s ID and grade

i' 37 - JUNGJUNGSU.MLSDB. sa - AS 8i2 1+ _ (0] x|
select = from MLSSchema] B
1| | »
id |KindOfService Price  |MLSlabel| ]
I 1 SRS 30000000 |
2 |2 2H=2HE  .0000 2
3 |3 RH=ZHE  .0000 3
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I i
O & =6 [EHAT |
H2 2 HeJ 2B AL JUNGIUNGSU (B.0) [sa (52) MLSDE |00000 B (B1.E 2

<18 4-3> MLS % 74

<Fig. 4-3> The entity of MLS view
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S chema [dbo]

= HE AEXRE AFERFE2 QIO H 0] A SE 2 public FE AL
0] HEHH CHEF AFS HEHD| SLE AFE AL AFS A E 2| OI0IEH O] 2 & 2 publicEE 3 ALL)

AFEXRFOOEHHO| A =5 .. |SELECT INSERT LUPDATE DELETE |ExELC DRI

L5

kit T [} [} [} [
£ misUser2 (| [ (] | O
© misUser3 (| ] (] (| O
& public 1 O O (] |
£ uni = O O O O

=C). |
=tol | | 2 | == | ==z |

<28 4-4> MS-SQL Servere WA = 74
<Fig. 4-4> The object security management of MS-SQL

Server
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mlsUser2+= 7|24 02 oAy A M9 =718 A

ol
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ShippingMethod H o]l & H& 4 glojofp s, oyt +3L
A= <298 4-5>¢ o] dolgHwolxo MA A4 st
ol 5l 54 HeolEd W HLES A o,
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ﬁ? HAH D | &= shippingethod (dbo) |
o Q= MEX AFERES| HIOIEH O] 2 =Er 2 public T AIU)
0l HHH HEE AL FHEH| S1= AR AFER B2 HIOIEHI0l & =2k 2 publicEE EAIL)
AFEALOI0IEHIOl 2 S [SELECT [INSERT |UFDATE |DELETE |EXEC DRI |
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£ kity O | O O O
m
&} misJserd O O O O O
& public O O O O O
€ uni O O O O O
o).
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<9 4-5> Md 27]8F HolEo HL A T

<Fig. 4-5> The security management of conceptual schema table
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SELECT » FROM ShippingM ethod
WHERE MLSlabel <= (SELECT CustomerGrade
FROM Users)

<71¥ 4-6> MlsSchema 71 A
<Fig. 4-6> MlsSchema object

<Y 4-4>°] A mlsUser2 A€ %+ MlsSchema H /Ao #H
S S FetA @] WFEo MLS 27|v AFS AAA dol

o] ~ 9 Users H o] &3 ShippingMethod EHl o] & H=T F glo

r

M <% 4-5>0] 4 ShippingMethod Elo] £ o3 HZ= 3 23
A gkl W& MLS 278 AF

filo
N
N
Y
jvied

o
=

2
it}

ShippingMethod H ol =9d HIste %= 8 &=HA L=, <219

4-7>2 ol & Y ErU L ST},

it Ho - JUNGJUNGSU MLSDB. misUserZ - 5 Bl 1= =101

select - from MIsSchema

' e'
< I_l_l

HI:H HTATAT 229, 5= 14, 2l &5, = 1
CaRAN MLSDE Hi0TEMID) 2, 'Shippingtdethod' JHHIH CHEF SELECT AFE &2 EH0| HS EIEigI_IC}

< l_l_I

T E = EHAA
(B TR AH2IF BEEICLF 2RI JUNGIUNGSU (80) [misUser? (51) [MLSDB |D:0000 [0 (B2 &1

i 2l - JUNGJUNGSU. MLSDB.misUser2 - = 8151+ -0l x|

select = from Shippinghdethod

' -
< I_l—l

ﬂHH

HH‘I D‘||A|I| 229, == 14, e &
* 4S5 MLSDE dioTE M0 Ii 'Shippingkethod' JHAIH CHEF SELECT AtE A EHO| H—?‘—EI?@QI_IEI-

4] I_I_I

T E = E AT
[HE 2 M2 BREISLF 2R7F [JUNGJUNGSU (8.0) |misliser (51) MLSDE [mo000 02 (2 21

<Y 4-7> NA A2 AR
<Fig. 4-7> The refusal to approach object
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MLS 2=7]vt A 59 MlsSchema ol H ol &gxw AL§ A9
MLS S5 olstel A+ dolgvwe 7hA &, 12 ID7F unigl 17
of HslW <19 4-2>9 Users HolEolA A&z ID7F unil
e MLS 32 2 o2& <219 4-8>9  ShippingMethod H
o] ol A MLSlabel €= gto] 2 o35l dlaz=&w AAFIY. <2
H 4-9> AAZAHE e dy.

i “ShippingMethod” HOIE2] dOIEHCMLSDB — O] =]
id |K|ndeServ|ce |F'r||:e [MLSlabel
A SH=HE 3nnn 1
2 SH=HHE e
3 SHEHE EI 3
4 HIHEHHHEH & 10000 1
] F[HEHHHHH = 10000 2
G TALHEHHHHH & 0 3
*
I | I y
<2 ¥ 4-8> Shipping Method H| ¢] &
<Fig. 4-8> Shipping Method table
il 22 — JUNGJUNGSU. MLSDB uni - H= Si=1+ =] 1|

select = from MLSSchemal -

<] | »
id |KindOiService |Price [rLSIabel |

T 1 SHZE 3000.0000 1

= 2 2H=ZHE 0000 2

S |4 HCHSHUHWHE 100000000 1

4 |5 HCHSHWHWHE 10000.0000 2

O == EHAA]
[RIE] 22 M 2F 2Fes P &L [JUNGIONGSU (6.0¢ [uni (547 [MLSDE | omooo0 [958 [ 1. = 24

<Y 4-9> uni Ao A A F 7t A H =

<Fig. 4-9> The offer possible service for uni’s customer
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¥ 4-10>7 ol x76E F450 FAT 5 A

SELECT » FROM ShippingM ethod
WHERE MLSlabel >= (SELECT CustomerGrade
FROM Users)

<IE 4-10> 9 ¥ 97

<Fig. 4-10> modify of grade level
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Register A A] &} (directives)ES A} & 3 o}

/3 Nogada Technology - Microsoft Int_ernet Explo[gr o ] S

252 -0 - { @ o P zdmgsErsy odi T8 @ - Th8
T4 D) I%:l http://localhost/Mlsdb/Prize, asps j o= |5%’ i

Boek Biwre

EHI2LL - OMEE|  OMMHE

HoE = 2 ey Sk R
| e b W el
p2E2H . : _
SEN =9 HE TongMoung BookStoreE 0|81 =AM ZHARILICE
STEE DHENMAM DIHEH 20FH 242 W321,000 ZLICK
e S0HE/ A
P OESHOHLIHOA E94 ZHIF MZED SIAZL, 2A2 S22 BOZAE ZASELSLICH
| =l
212 | MM DAHEHNME 282E5 L otLIE dH95HY 4 ASLICH
B O | Ak
B DR | A id KindofService Price MLSlabel| id KindOfService Price MLSlabel
P HE | B 1 2HZHE 3000.0000 1 4 HIHEHEHEHE 10000.0000 1
2 2H=ME 0 2 5 HHEEHE 10000.0000 2
3 RHIME 0 3 6 HHEHHHE O 3

a9 |
AEF B :| ALEEHHE | ;
_ R CE e —
<Y 4-11> A& A A E FH o]~

<Fig. 4-11> The user interface
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<%@ Page Language="C#” Debug="true” %>

<% @ Import Namespace="System.Data” %>

<%@ Import Namespace="System.Data.SqlClient” %>

<% @ Register TagPrefix="WowStore” TagName="Header”
Src="Header.ascx” %>

<% @ Register TagPrefix="WowStore” TagName="Category”

Src="Menu.ascx” %>

<2 4-12> 9 F 7 AEH AAR
<Fig. 4-12> The directives used implementation of web

form

422 "oy AF 4@
ol AZFS <21H
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a2, 2 AIDE 9 1= customerld ZEES Zzlo]lw g 7

% th. ShippingMethod Hl o] &2 A ¥ 21D, wig AH]lx2 FH/H, &9,

AAGTH T FHES FAGE =2 FA4HIL, AH2IDE 9V
gt id Z=E5 Zgolmy J12 A A5

<9 413> A Users H o] &3 ShippingMethod H o] & 2o
v HAE AAA Gt o= MLS 2=7vk A Sl Users H o]
£ o T =549 2 aAE MLS 5<% #AA4% F

ShippingMethod H o] E=Z 5 & ddwH mAe MLS T3 olstd 3l
= HoHTSE tAHeE 7se T Fol e #AN A

& 7] u o] o,
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w2t Al = Users HolES HAl 235t dAA A& A9 MLS &
v Ao g 271w A Fd £ A3 = ShippingMethod H] ©]
oA AE A MLS s+ olstedl e HeolHwE 7HAA #
1=

4.23. 9 z24yx 238 AF F+d
A Zo A st § slo]AaA F A9 aspx I A

A dolA el ZAIDE wWAMFE Ageo wWEdwd &

of W ARE Y5d F e A¥FT 4 dt AREL za
Hgold AT HASE 7158 e WA=ZE MM F7130.
B =xdA AT HAE o]F o2 L UserChanges: A8 3 &
W <I1% 4-14>% UserChange WA =9 F+x&5 Yetdy
i M CHOIOI J2('MLSDB" CIOIEIHM O A, ‘(local)” 2 ZE) —|of x|
=l
Users ShippingMethod
_|customerid 5% |id
| customertame KindOfService
clustomerEmail Price
| Password kLS abel
customerGrade

El |
| | |
<a¥ 4-13> A A e-CRM¥ ¥ dE ©lo] g ulo] =2 Ho
<Fig. 4-13> The table of database related bookstore’s
e-CRM

iz A
- A
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void UserChange (string userName) {

/A g FE
string c¢s = "Server=localhost;,Database=MLSDB,UID ="
+ userName + ",Password=1234,";

SqlConnection myCn = new SqlConnection(cs);
J/AEA O ES EARE B

string sQuery = ”"Select CustomerName from Users
where CustomerlID = ' + userName + "'7;

SqlCommand myCmd = new SqlCommand(sQuery, myCn);
myCn.Open();

string uName = myCmd.ExecuteScalar(). ToString();
Name.Text = uName;

myCn.Close();

// AH 2~ AR OFA R
sqlQuery = ”"Select * from MIsSchema
where KindOfService like '-=A] =% "";
myCmd.CommandText = sqlQuery;
myCn.Open();

Post.DataSource=
myCmd.ExecuteReader(CommandBehavior.CloseConnection);

Post.DataBind();
myCn.Close();

sqlQuery = ”"Select * from MIsSchema
where KindOfService like '& o B 8] % "";

myCmd.CommandText = sqlQuery;
myCn.Open();

other.D ataSource =
myCmd.E xecuteReader(CommandBehavior.CloseConnection);

other.DataBind();
myCn.Close();

<Y 4-14> vz 2 2415 93 vA=
<Fig. 4-14> The method for business logic
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void Page_Load(Object Sender, EventArgs e) {
if (/Page.IsPostBack) {
UserChange ("kitty”);

void OnUserChange(Object Sender, EventArgs e) {
UserChange(UserName.Text);

<18 4-15> UserChange WA =S T &35 I =

<Fig. 4-15> The code to call UserChange method
43 2% Ax 2 #A
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ol
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<Fig. 4-16> The searched result when we access to

customer id uni
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