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Abstract

Since network and Internet develop, demand and regard about
electron security field are increasing steadily. With this, effort to
develop various encryption description 1is continued. So, today,
utilization extent of encryption technology is widening continuously.
Specially, though electronic commerce and electron signature
technology through internet rose, PKI(Public Key Infrastructure) is one
of technologies.

PKI brought several kind of new standards in encryption base
technology. Such situation is continued in this moment. In spite of
several kind of standardizations consist lively, shortcoming of solutions
that apply PKI i1s expensive and slow. If main interest of encryption
technology including PKI is the fast speed and security that improve,
this is very serious problem. The wvarious kinds alternatives about
these problem are presented. But, we must consider about replace
expense and stability etc. still. So, I propose that use suitable
encryption policy by method to solve such problem. I improved some
problems of existent PKI structure.

Subject of this treatise designs and embody communication
component could use easily and simply short message communication

or simplicity way encryption communication.
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o A e gEAS T WA S E=(Mode)gtal doh. CBC(Cipher
Block Chaining)-MAC, CFB(Cipher FeedBack)-MAC, OFB(Output
FeedBack)-MAC, ECB(Electronic Code Book)-MAC %o d# %484
= Asolth. AAHoeZ IMT-2000, W-CDMAA A F4 F3ke] 4
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SHA-5127} 71 S St}

Cryptographic  checksum, MDC(Manipulation Detection Codes),
MD(Message Digest) T 2=2% =8+ 4 o= dAAE L 2T
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To 2 AAT SHA-1°] Aot MD A9 s+ &4+ MD27F 1990
Wol 2wl 2~ E(Ronald L Rivest)ell &fa #Al¢te o] =24 o2 MD57}
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1992 1€ wl= NIST7} e+ ¢ FFo= Actetl o™ FIPS PUB
180-1% F3ke] 1994 5¢¥o] wFeks Adstdth. SHA-1L #= )
A EEe DSSe # AH8E HH oz MD4E 7|wte g AAEJC
M A E uHEte] 1608 E & ZHA stk AAHo=R dHA

7Hg ol 22ol= diF FaEh AT o ool el JiEe MD59

t}okdl @& = 49 SAC(Strict Avalanche Criterion)® #& o# <o+

foi

44 4Ae WERES AuHRon 4w dold e Ak e
G oAA EFAAW AES S Aoz deld vk o welE S

gZholl A1 19983 TTA(Telecommunication Technology Association) X<
o= AAF HAS-160°] Ao, o]= 160HE =¥ Zol& 7FA 1 =W
TTA ¥+ KCDSA(Korea Certificate based Digital Signature
Algorithm) wolA = A8&S& $#ietal k. HAS-160> SHA-13%
MD5¢ A& FHstel mll &F &+ 5= Add Aow SHA-14%
nh7EAl R 160 BIE S &8 ZHols ZFE=th HAS-1602 =Wl £5 A8
g2l 5<9 KCDSA AF-8-# 6]
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ASAR 29 7 ses A AMEAY EF0 8 Wolsof X g
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28 & MY i= N2L
I aclge PKI AHE T
A i "
olZ= A 9 CRL I PKI | BIEE|
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OIZE M HE RA
- QIEA % CRLHE CA -
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I RA: Registration
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CA CRL : Centificate
Revocation List

<19 2-4> X509 Al ~d A

<Fig 2-4> Constitution of X.509 system
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y cMs
LRA BB Client ’-%.‘

hHE 3

WS
MS
|

TSA ‘ DS

AT D

GPS == )|
CA
Admin i

<198 2-5> PKI A|2"9] 1A

<Fig 2-5> Constitution of PKI system

PKI9 &5 A]2#lel CIS(Card Issuing System)i= 15 Ao #] % uj A
l IC Card ¥F 7l5S Fds= Alzd"Hol KGS(Key Generation
System)i= PKIE T4 3= CA9F +9#9 7] S A 71 AAA

»d"olt}, AZ7]3S CAY CA Adminlo 2 FAHTL. CAE AFA o
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o, AN, A, HA S ZF2 AFA ehe]lZ Ato]E2 S ¥y

, eE71H, ARE A WE ARE AP CA Admine CAol

7

_—

[

ol
o
olN

#Hel 715 S @3t LRA(Local Registration Authority)s AF&2pe] ol

FA WE 23 45T dAs gAY A9 FAL FARE S5

Ao w7 e st d5A BHESs CAol aAsta 2ad I

ANE BYste 7lsS ATt WS 2 T3 CAd H=d & Uk

st 4= %= gl TSA(Time Stamping
Authority)= ¢1FAM 2 RIHE EdAMo g d2¥I(time stamp)=
A FstE  Alz="o|t}. TS(Time Server)= GPS(Global Positioning

System)E F3 =4 FFAIE Ale st Al =Folv[12][13].

AbOLH Aol P HuZA

| Il

BIE W =2l P Ape A A g
Dol Sot ol ol ok
=32 =32 =3 =3 =3

| | I ]

S M3 218 F=E (PKI)
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I I |

e

EBRNAH

2
Ol
x
i
]
x
=5
an

<19 2-6 > PKI Al2"9 S &

<Fig 2-6 > Application of PKI system
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<39 2-6>& PKUF thdd dx 3AY #4004 AgHm e A
2 e gk

Qe FAAY ARz AEAE AFA N ARAER 558 A
FART ohst AW AR, § BESA A @ AW, By
o PSec 71 BeA Fol LW & drk AFA AERAE FHI@

)
BN AFHE o] &38tA "t PKIE F3 AA A, A, W

ofo
ol\

Wi e Ugd $8AusE Adetr] HsA OCSP(Online
Certificate  Status Protocol), SCVP(Simple Certificate Validation
Protocol), DVCS(Data Validation and Certificate Server), TSP(Time

Stamping Protocol) ¥} #Z& 1 %3} 7]%5 0] PKIo A Q5 ojof st} w3k

d

TAN7 JAFAE AR Q17 A SHI e Y 8 ARvS
AEst7] wiel] AlzaE H A, A9, AF, AEARET] T AL
Aol AT AE7F ad ge S8k 7|E PKIE Aoz &&
sh7] oo wekbA Abg Aol dig Ae ARE Ay T 5 gl
T 71%°] PKIel A= efe} gy,

PKIoI A ALg-38lE 7] QQ5AE AbSAkel dist A1 &9 7]59s
Agstm ALl A, A, A T 2 AFEAe dig ggd &
A ARES AFeA Eea Jrk A B $f Hold e u

4 o ArWyk ol A

ﬂd
oo
)
1o

4
=
"
rlr
b
ox
2,
R
o
o
%
Ll
)
fo
fru

7S FHsHE A= APE 2z gk, IETF(Internet Engineering

Task Force), ITU-T({for Telecommunication Standardization Sector of
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o~

the International Telecommunications Union) 3 #& =4 T+ A
A= AA PKI AlFod £4 A5 7€S A9T & d=F AF9

7e& MAdeta e AA ol

o AMAEL FHH/ Ao FBFL ASASE AuoAE g A
A, AW S AWAL FPE] A8 AF/BAA BATE AFA

3 A& 1988 ITU-T7F X509 7] WM& F3EstaL 19930 M 2

d

& dEFOoH 19959 o] F &= ISO/IEC 9594-89] #A4¢F FUAHo ¥
T s g A= X509 v3ZhA FEHENL dSA Y FF
of thek 7HA el MW vk X509 v3e AFA FAL <a¥ 2-7>3
k. X509v37F 2t e e AAS] Awstd ofdeh 2o

‘

- Version @ X.509¢ Wdo= 02 WAL 1& W2 2+ M3 v
=

- Serial Number : 2327} A 2Fzbe] QAo tigh Fd 22Ea

- CA Signature Algorithm : & x}7} QM E Aol AL dag] 5

— Issuer Name @ QA S AT G AEza2 X500 ¥ WA S

e,
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N

Validity Period : & X7} 282 5 9= A2} A & A

RstE oz At @ (UTCT P42 xddd

=}

Subject Name : &AM E e F/H7] 2/F9 AEA=E X500 44
WAs e,

Subject Public Key Information : AF8x-9] F71719F F7)7]o o)t
AR (G F3 gug)E 7o

Issuer Unique Identifier(optional) : B A2 o]Ao A AlgEH+= o=z
e zpo] F7AQ ARE XA )T

Subject Unique Identifier(optional) : W 212 o] A A& %= ROz
AREREe] F7EAQ AR E E (A E)E T

Extension Field(optional) : 15 A3 & ol 7}F4] ApgE 23(AHAH)
Eig=

Issuer’s Signature : %o E=5o] djgt A gko|t},

Version

Serlal Number
CA Signature Algorithm

Not Before

Issuer Name >
Not After
Validity Period 4

Subject Name
Subject Public Key Information

Algorithm

Issuer Unique Identifier(optional) >
Subject Public Key

Subject Unigue Identifier{optional)

Extension Field
Issuer’s Signature

Key Identifier
Subject Key Identifier

<Y 2-7> X509 v3 AFA 4
<Fig 2-7> Form of X.509 certificate
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PKIW A #2 gt} CRLS F7]d o=z AAEEY, o 7+ A3 A
Ao Al ¥t 14].

Signature

Issuer
Last Update
Next Update
Revoked Certificates

CRL Extensions Authority Key Identifier

Issuer’'s Signature Issuer Alternative Name

Reason Code

Hold Instruction Code

<9 2-8> X.509 CRL 84
<Fig 2-8> Form of X.509
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H A AA(Last update) : H2 54U (UTC Time)

25 44 d A (Next update) @ s T4 Y2AHUTC Time)

H A A F A E=(Revoked certificates) : HAH AFAH Z2E

CRL ###(Extensions) : CRL &2 #% % W&
3

W2 A& (Issuer’s signature) @ H2He] A

CA 7] 1% % (Authority key identifier) : CRLo]l A3 CA 7] #

wF 2k 2] o] & (Issuer alternative name) : CRL g x| tiA]l o] &
(Az 4, 1P T4 %)

CRL ¥+ ¥ S (Number) : CRLel thgt d#¥S

b 29 A (Issuing distribution point) : CRL £u] 3 o] &

A e}l CRL # Al #H(Delta CRL indicator) @ # ol H2d H59S A%
3 dE} CRL A A&

2.4.3 SSL

SSLE 19949 WA ZA M Aoz AHgom gA Yol
zapel g ol Foslol Mol AL SSL 20 WMol o T
24 9 nere) AR deAs] ALdn auy das 54 $82
S¢ Hok ZeEZo] oy Akl JHY W ZREZEE AL§H L

i

ATh <2 2-9>0 A B= A o] SSL2 TCP/IPT ¥ o &7 °ol4

¢
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AFArelel $1x3te] wlolE g F4Al5)
o

rr

% oEuzie] wob A AE A

of
rok

SSL
3SL Change SSL Alert
Handshake Cipher Spec Protocol HTTP Telnet
Protocol

SSL Record Protocol

TCP

IP

<9y 2-9> SSL A3 $A
<Fig 2-9> Location of SSL layer

SSL& stvte] Z2EZ2 o] Folxl 3lo] ojy F AFo R iFolA
shib= SSL F#el ek el & 98] A8 & SSL Handshake

Protocol, SSL change Cipher Spec, SSL Alert Protocol H##o]i, t}&

3 RRSe AAAol Hol HH]AE A FstE= SSL Record Protocol F-#
ojt}, Zgto]AE} A7} SSLE o] &3 A4S T AHE wWAH SSL

Handshake Protocol2 F=3J3sto] Sk A &k Kol AMu|2 A Fo] A& 5

A7, dE dunEE, AFA T 22 4E ANsE AR TR

flo

SHAl "ok A7 deojz AAstE Al 28 S5 Cipher Spec,
A7) Aol Had AR Master Secrets e 8425 ¥dsts AA
" Al HRE SSL Record Protocololl Al HoF XU =& #|Fst=t o]
|t o] Al AR= AALE ThestH, SeAdEE ZE WA A
Heobs HAsiA AFSET. A BRY A =

1=}
n
AL @ F FR2Y g4 AssE 98 Fut

o
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71l FeoldES AWMt AASE doo dge MACH & - 5353
of AlgE= HE7IEY %Y EANME Fol XFH Uk A4 ARE
Fo)AdEL Ao A4 wuich vl A2 AREE HY ARt
22y Telnet, FTP 59 Z2EZ%H+= < HTTPE SAHY 39 F
Foyx 7] wiiol dA AR wg Wd
A wastE LAl UERE 4 gtk wrEkx Aujel FEoldEE o
A AR FIEANSE FrAste WHES AL old EAE sfAst
A=

1996 el IETFell o8 SSL 2.0°] o8] 7bA FH k& B st s

HAIA = A F57F v o]

)
=l

ol7 Az MAel SSL 3.0 oA

o2
)
Lo
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i
e
I
iy
o
iy
=
>
By
Lo

el #s Eested HF d=dola HAAE
“‘man-in-middle” & Al FHF UL He AststR o MAC 7] Zol& 4
A st 1Ee] v o thFg 7] ws ZREZS 4% £ YRR §
= 59 AAAE AYa ek SSL 3.0 =4 ®H o] TLS(Transport
Layer Security)® ©]&< B} RFC 2246(TLS 1.0)°o= 3 F3}5k%
[15][16].
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(CLIENT) (SERVER])
{ At =15 )
S HH
J| 2 [=1] j|4.'+|f| ﬂfs‘_}- le% j|£ld| QE o
OIE‘;I‘ -4 %t—‘l_ﬁ,.ﬁ (BIEM Y %'_Il_dIE T
els = acls 3 mat) oelS J e
CI#EL]
M H
= sse
HOH #E&  fa—w == GIOIE =& 4 -
H) =zl al
oB ®Hel
HE E8 HE =8

<19 3-1> AxXIE & 385

<Fig 3-1> Flow chart of component execution
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Aol A APTE Bl 2 #l3-% = Cryptographic libraryS o] 83to] 7+d82 A

o] t}[17][20].

/E a2 =4
CA
2201 E JTRT (Certification
Authority)
25800l 2 o
2228 | |Homs | | an anes|| IS || osre |l Lo
#2E = NH 28
IR == -3 aF o

-EpM A | { ) ..
am -diolE g | |8 Hel & el B85 | cRL R X
—EQJ\E = &3t - =Hld 2 b= -7 B E 8 A 20 e wraw ol
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- =a3 =Y 9= Hel Hal
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<Fig 3-2> Constitution of component
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311 ¢ - 553 25

H

MS Cryptographic library= CSP(Cryptographic Service Provider)z}t il
=8+ 99 Crypto APIZ %3 DLL(Dynamic Linked Library)3 €j 2]

FuelE PRe AY TAGORM FEF /)5S FAFES e A

& Agsn At
EEgD=7¥ Sy ESD=2)
A B G _ -
SEHE
CryptoAPl oo s
CryptaAPI B H 2=
=04 AR MARHE
Cryp[oSFﬂ ...................................................................
Cryptographic Cryptographic Cryptographic Ml A~
Service Service Service o3 HE
Provider #1 Provider #2 Pravider #3

<a9g 3-3> CSPY +4A4
<Fig 3-3> Structure of CSP

_38_



MS Cryptographic library
A e CSPe HEo ukef
Gad TR GnYFE] A48 & Ak <E 31> A" %53
zZzuloltie] FRol Be 5AEL vehw QrH23)[24],
<¥ 3-1> g3 xZulolgo F5H

<Table 3-1> Cryptographic provider types

AdH = dagdF
F ¥
7] w3 A= ¢33t 3+
PROV_RSA_FULL RSA RSA RC2, RC4 MD5, SHA
PROV_RSA_AES RSA RSA RC2, RC4 MD5, SHA
PROV_RSA_SIG None RSA None MDb5, SHA
PROV_RSA_SCHAN RC4, DES, Triple
RSA RSA MD5, SHA
NEL DES
PROV_DSS DH DSS None MD5, SHA
PROV_DSS_SCHAN )
DH DSS DES, Triple DES|MDb5, SHA
NEL
PROV_MS_EXCHA
RSA RSA CAST MD5
NGE
PROV_SSL RSA RSA 7Fd 7He

Cryptographic librarytell A A oj® FxA deolA Ad8d = &
provider®] BY& AAHFo2A & wme} 77 bE o3t dags
S AeE F AdEE = 7T S Aledtt. MS Cryptographic library =

st duelES AAs= A5 CSPol tigk A= ojefo] o
el goje defo] daels JHE dAsNoF drf. o] A
< 88 gd el olv] Ao Fejo AnFor ojgHod 5 =
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% 3-2
Host dugF IDES BoF Utk

<% 3-2> ¢353 ¢xF ID

<Table 3-2> ID of cryptographic algorithm

AR B A o
CALG_HMAC HMAC 7] &l gagE
CALG_MD2 MD2 &+ &g &
CALG_MD5 MD5 @4l g E
CALG_SHA SHA @+ &g &
CALG_MAC MAC 7] 34 &xual&
CALG_RSA_SIGN RSA 717] A% duzF
CALG_DSS_SIGN DSS 377 AW &¢azs
CALG_RSA_KEYX| RSA ¥747] s due&
CALG_DES DES ¢33t gz
CALG._3DES. 112 112“3]‘5%— A48} = Triple DES
des daes
CALG_3DES Triple DES ¢33} @ 1e =
CALG_RC2 RC2 5% ¢33 dugF
CALG_RC4 RC4 ~E¥ 4353 dugE
CALG_DH_SF Diffie-Hellman 7] 3 <183
CALG_SEAL SEAL ¢%3 dues

MS Cryptographic libraryoll A& 33} W2alo] wel of 2 71x 9 #Hy
gk o Ej 9 Sl

& FeE AFTAFL A FERE 7 Ao
7 29

ot
o AAA AFstd o] CSP7} 3}t}. Cryptograhic library+= CSP
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CryptAcquireContext(&hCryptProv, NULL, MS_ENHANCED_PROV,

PROV_RSA_FULL, 0)

(a)

BOOL WINAPI CryptAcquireContext(
HCRYPTO #phProv,
LPCTSTR pszContainer,
LPCTSTR pszProvider,
DWORD dwProvType,
DWORD dwFlags
);

(b)
<219Y 3-4> CryptAcquireContext

<Fig 3-4> CryptAcquireContext function

st CryptAcquireContexti= CSP9 #MES 7] AdA AlSH = 4
1 o]
HoF=1 9y, dwProvType

o
lo

o =

Rolx (b):

HN

24 <a¥" 3-4>9 (v TF A

ZEE
HE S Cryptographic libraryol A A& 3= CSPe X =Znlojr]e Y-S
7 9] i
71 Aol Alzke] 9 Ao A ALt omN ZmAx7F 5A CSPY  key

r
o

CryptAcquireContext &9 X

A "tk o] ¥4+ Cryptographic libraryS Ab&3te] 43 38tE

ofr
ofr

container?] MNES Ao e A o, dost 2 e 2T uo =
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e F Z2utolro wel AMEE G 9l 7] dolrl fpEung A g
Aot o wpek 44 7] Adels MeHFHEE selof @rh. 7] ol
v AAAQA g5t A S FsAZEe vl H Sl o 94R AEsEE
GEBEE we BAF B FEe} B AST + Yk BA] =
Hhd ge] 22 AsA FHd B Aztete] 7] dolef o mE A
A zedE AL AWAA mHEFE Bt vk <® 33> of
2 5EA4S yErdth
<IE 3-3> ¢y FH AuL Z2uto|f 9 o WE 7] ZAof
<Table 3-3> Key length of algorithm and service provider
X 2ulo]y g F A4 7] Zol| 71 7] Zo]| AW 7] Zo|
MS Base RC4 and RC2 40 40 56
MS Base DES 56 56 56
MS Enhanced| RC4 and RC2 128 128 128
MS Enhanced| DES 56 56 56
MS Enhanced | 3DES 112 112 112 112
MS Enhanced | 3DES 168 168 168
MS Strong RC4 and RC2 40 128 128
MS Strong DES 56 56 56
MS Strong 3DES 112 112 112 112
MS Strong 3DES 168 168 168
DSS/DH Base| RC4 and RC2 40 40 56
DSS/DH Base| Cylink MEK 40 40 40
DSS/DH Base| DES 56 56 56
SS/DH Enh RC4 and RC2 40 128 128
SS/DH Enh Cylink MEK 40 40 40
SS/DH Enh DES 56 56 56
SS/DH Enh 3DES 112 112 112 112
SS/DH Enh 3DES 168 168 168
CspPe] AA o]F CryptDeriveKey o5 obef et Lol o] &sto] F=
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CryptDeriveKey (hCryptProv, ENCRYPT_ALGORITHM, hHash, KEYLENGTH,
&hKey)

AA7 S B ZolI AAE A5 ASSE FAA ASHES A

A71 AR Fr71s FEF Tk

dwCount = fread{pbBuffer, 1, dwBlockLen, h3ource};
if{ferror{hSource))
{

HandleError (“Error reading plaintextt®n™);

¥

if{*CryptEncrypt{
hKey,
B!
feof (hSourcel,
ﬂ!
pbBuffer,
&dwCount,
dwBufferLen)}

<a¥ 3-5> &5 FdH 9 WAA ¢zt

<Fig 3-5> Message cryptography of block type
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<Fig 3-6> Step of handshaking
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M= HZol 7hed JdS7Ideziy JAARE 23T HEo A
T2 §oto] AREAel tE AFS A7ba olel ek Hdd} 7]E
Weo A4S et A5 s dEED Ml AT, MB=
olojA SholAENA X5099 AFA FAE Tl o ARE Sold
EoA da3dth. AFg A= o] dFTA el &9l &l dAE AA A st
ASA el 28" AT2S AHEE &+ o g3 F HA= o] AT
B2 A 7HAA d= A itk olm= ARSAYE Sl EC Hu
| ATAMel A A Hdto] Al 23¢E A4S A 3l

PSecBuffer pDataBuffer;

hGontext.dwlower
hContext.dwlpper

objectHandle = IHUALID_HANDLE_UALUE;

printf{"#nWaiting connection %d#n", ++cConnections);

remoteSockaddrLength = sizeof{remotefaddress);

Socket = accept{ListenSocket,
(LPSOCKADDR)&remoteAddress,
&remotelockaddrLength);

if{Socket == INUALID_SOCKET) 1
printf{"accept{}) failed: %1dW¥n", GetlLastError(}};
exit{1);

H

printf{"Socket connection establishedin™);

cbIoBuffer = 8;

if (*SSPIMegotiatelLoop{Socket,
&hContext,
phierverCreds,
fGlientAuth,
TRUE,
TRUE})

printf{”Couldn’'t connectin”);
goto cleanup;

<29 3-7> A=41A

<Fig 3-7> Handshaking
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= AAlstojof gt} oo #3E 34+ CryptCreateHash$H<

CryptCreateHash(hCryptProv, CALG_SHAI1, 0, 0, &hHash)

agla Fo =9 AR S Felal I 3ts QLB AE F7hsteE
71 % 7F7 CryptHashData@d 4 & AF&83] 7 Ao deire E50=2

Uiroldl Zhztel a41gke Felok @l

2

CryptHashData(hHash, (*\BYTE)str, strlen(str), 0)
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do{
duCount = fread{pbBuffer, 1, dwBlockLen, hSource);
if{Ferror{hSource))

{
HandleError('"error reading textin"};
b
if{CryptHashData(
hHash, (*BYTE)pbBuffer, dwCount, B8))
{
printf{"buffer has been added to hash.¥n"};
¥
else
{
HandleError("Error during CryptHashData.#n");
b
if{*CryptEncrypt{
hKey, 8, False, 8, pbBuffer, &dwCount, dwBuffer))
{
HandleError ("Error during CryptEncrypt._Wn");
e

furite{pbBuffer, 1, duCount, hDestination};
if{Ferror(hDestination))
{

HandleError{"Error during CryptEncrypt._¥n"});
¥

¥
wvhile(*feof{hSource));

<19 3-8 AT +4

<Fig 3-8> Execution of Hash function
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<Fig 3-9 > Structure of server component
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<198 3-10> 7] #8 259 =7

<Fig 3-10> Execution of key management module

REAE 450 7 44T Al Bdd F5Ee Lo

CryptGetProvParam(hProv, PP_CONTAINER, (*BYTE)szUserName,
&dwUserNameLen, 0)

CryptGetUserKey (hProv, AT_KEYEXCHANGE, &hKey)
CryptGenKey(hProv, AT_KEYEXCHANGE, &hKey)
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ol A= CryptGetProvParamE AF-83Fo] A A AF8% 9 CSP ZZu}o]
g sl £$4L% dol 944 PP_.CONTAINER# S o] &8 &4 CSPY
7] AHolH ] o]F<= 7FA stttk CryptGetUserKey &2 o] &3 A
ARE2ES] 7] e PALEE skt e ZAHolYzE Hlo] S o
CryptGenKeyE o] &3t Mz2& 7] & AA=ESE = A= 7tsot
th 7] S M AY AT "W 719 = we Y-S 7]9 wd

£ 72 FEXRY 7P AV AAsE Aol 7tFshu).

CryptExportKey(hKey, NULL, dwBlobType, 0, *pbData, *pbDatalen)

CryptExportKey 3+ AAAH 7] oA &= Has 7] S F=
sdl ek © =l dwBlobTyped) & B3 G0e §rEo Wud
719 F8S AAT F YA Hu} <F 3-4>E o] FHEY FFH9 &=
& Adwsiy.

<% 3-4> dwBlob 3 Hj
<Table 3-4> dwBlob type
43 A
SchannelCSPAl A Al&3l= AATE A
OPAQUEKEYBLOB B
3w ALg
PRIVATEKEYBLOB 1N 7], FAINE AETd w A&
PUBLICKEYBLOB FANNE AET u AFE
SIMPLEKEYBLOB MAINE A u ALg
CSPel A A5+ 999 7|12 yry
LAINTEXTKEYBLOB
AHE
SYMMETRICWRAP T g2 ANz Jdxsld 715 uRd
KEYBLOB u AR-&
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hStoreHandle = CertOpenSystemStorehCryptProv, "test”);

pRecipientCert = GetRecipientCert(hStoreHandle);

CertOpenSystemStored s+ CSP9 #MES 3o Al2==e] i A F
A AGAEE o 98S ghrf, olw] A Ao o5 CSPE x7|%stH

A A AE o] B ALEEA H vl GetRecipientCertd = all @ Q1 FA A

Fade B dedE cAUE 28stuA Zax st S45S 2
= AsAE Fren aga AVl dEets ASAE HEsA En
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<Fig 3-11> Structure of client component
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if(*CertGetCertificatechaing
NULL,
pServerCert,
NULL ,
pServerCert->hCertitore,
&ChainPara,
a,
HULL,
&pChainContext))

Status = GetLastError();

printf{"Error 0x%x returned by CertGetCertificateChaint®#n', Status);
goto cleanup;

<29 3-12> 7] #E F+4

<Fig 3-12> Implementation of Key management
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<Fig 4-1> Encryption step
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pkicom classes Hrujgei e s

<4 Globals

?][%

& CreateCredentiz Settings For: |Win32 Debug - General I Debug 1 CiC++ Link ‘ Resources ‘ Bi EE
& DisconnectFron | =

% DisplayCertCha -4 Source Files Category: I“"P“‘ j Reset
% DisplayWinVeri pkicom.cpp 3 "

% LoadSecurityLil tdAfx.cpp Objectflibrary modules:

% main[int argc, ¢ —-Z9 Header Files Ihc32.lih odbccp32.lib advapid2.lib crypt32.lib cryptcom.lib
: g:ﬁ;sigl:,e:;l;‘ @ ssotl.ilj::f:.:iles lgnore libraries: " Ignore all default libraries
& Server[CredHar ReadMe.txt |

% SSPINegotiatel

% UnloadSecurity Force symbol references:

% Usage[) |

% YerifyClientCeri

 cbloBuffer Additional library path:

 dwProtocol |
i fClienthuth

Project Options:
@ fMachineStore

@ Werbose
% g_hSecurity
% g_SecurityFunc

kernel32.lib user32.lib gdi32.lib winspool.lib
comdlg32.lib advapi32.lib shell32.lib ole32.lib =
oleaut32.lib uuid.lib odbc32.lib odbecp32.lib

<Y 4-2> =239 74

<Fig 4-2> Emplement of program
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Waiting connection
Socket connection eastablished

Recieved 82 handshake bytes from client

Send 712 handshake bytes to client

Recieved 152 handshake bytes from client

Send 7?1 handshake hytes to client

Recieved 271 request hytes from client

Message: 'Get HTTP-1.1’
Accept: =zo.txt

User: Leesungmun

Host: 127.8.8.1

Send 161 data bytes to client

Recieved 47 handshake bytes from client

Waiting connection
<2™ 4-3> An =233 43

<Fig 4-3> Execution of server program
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Connected

Send 82 handshake hytes to server
Recieved 712 handzhake bytesz from server
fend 152 handszhake bytes to sepver
Recieved 71 handshake hytes from server
Handshake succese

—Get =Zo.txt

Send 271 reguest bhytesz to server
Recieved 161 data bytes from server
Decryption data OK?

—Exit

Send 47 handshake bytes to server
Done

<Y 44> ZFo|dE =279 A3

<Fig 4-4> Execution of client program
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Press any key to continue
—Exit
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<Fig 4-5> Certification execution Test
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<Fig 4-6> File Encryption
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num | name | grade | depart | Drnum | hith | wear | addr | phone

L 1022 2E e 2 a8134c12 19700216 19310615 £ 5121314

L L2ER iy e 2 c1932v45 19740801 19361004 =32 2340917

L JEa=E A e 2 wd013v54 19731109 20020211 == 3679541

L 12E5F CHEl I hd321ndh 19770601 19991018 25 g7E14

L 50EAH AHE Y= j1241i05 19800214 20030217 =2 8441321

<I9™ 4-7> AHEAS] AR HolE

<Fig 4-7> Information table of user
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