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19 (Miller-Rabin_ )
MILLER-RABIN (n, t)

INPUT:an odd integer n>3 and security parameter t>1
OUT PUT :answer "prime" or "composite" to the question :
"Is n prime?"
1. Write n- 1= 2°r such that r is odd
2. For i from 1to t do the following:
2.1. Choose a random integer a, 2<a<n- 2
2.2. Compute y= a' (mod n)
23.If y*+1and y+ n- 1 then do the following:
y <1
While j <s- 1 and y=+ n- 1 do the following:
Compute y <—y* (mod n)
If y= 1 then return ("composite")
j<jt1
If y=+ n- 1 then return ("composite")
3. Return ("prime")

Miller- Rabin n t
n 2 [6].
Miller- Rabin

n
(probable prime)



n=>3 , N
(1) a" '=1 (mod n)
2 a™ %=1 (mod n) for each prime divisor g of n- 1

a

Z, order n- 1

True primality test
provable prime



2. RSA

RSA 1978 R. Rivest, A. Shamir, L. Adleman

(random) p q

__21p q n=pq
ged(e, (p- 1)(g- 1))=1
e C
x®=c¢ (mod n)
X
_ f.{0,3,2,...,n- 1}—{0,1,2,...,n- 1}
f(x)=x° (mod n)
f (bijection)
1{0,1,2,...,n- 1}|< o
(injection)
x,y €{0,1,,2,...,n- 1} and x°*=y°® (mod n)
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s= qr

X- y=sr=pqr=nr
n x-y

Xx=y (mod n)

X RSA
. RSA

22 ((RSA__ )
SUMMARY: each entity creates an RSA piblic key and a
corresponding private key

Each entity A should do the following:

1. Generate two large random (and distinct) primes p and q,
each roughly the same size.

2. Compute n=pgand 2=(p- (q- 1

3. Select a random integer e, 1l<e< @ such that
ged (e, @)=1

4. Compute the unique integer d, 1<d< @, such that
ed=1 (mod @)

5. A's public key is (n,e); A's private key is d.
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n=pq 1
P.q - P.qQ

_ 2.3 (RSA
SUMMARY: B encrypts a message m for A, which A decrypts

1. Encryption: B should do the following:
(a) Obtain A's authentic public key (n, e)
(b) Represent the message as an integer m in the interval
[0, n- 1]
(c) Compute c¢c= m® (mod n)
(d) Send the ciphertext c to A
2. Decryption: To recover plaintext m from c,

A should do the following:

(a) Use the private key d to recover m= c* (mod n)

ed=1 (mod @) ed= 1+ k@
k .gcd (m,p)=1 Fermat

mP"'=1 (mod p)
k(q- 1) , m

Lrk(p- D(a- )

m m (mod p)

ged (m,p)=p modulo p O congruent

- 14 -



m®=m (mod p)

m*=m (mod q)

m®=m (mod n)

c'=(m%%=m (mod n)

_ 24 (RSA encryption) Alice p= 2357, q= 2551

n= pg= 6012707 , ®=(p- 1(gq- 1)= 6007800
. Alice e= 3674911 ed=1 (mod @)
d= 422191 . Alice
(6012707, 3674911) d= 422191
m = 5234673 Bob

c=m® (mod n)= 5234673 (mod 6012707) = 3650502
c Alice
: Alice

¢’ (mod n)= 3650502**"" (mod 6012707) = 5234673

RSA
(n, e) c m
RSA (RSAP)
RSA n
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(n, e) d

n=pq o

n=pg, @2=(p- (- 1

q=—p p

2

p°- (n- @+ )p+ n=0
p q . @

[11]
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C++
C++
ntl
Alice Bob M
v:{1,2,3,...,k=18}—{1,2,3, ..., k= 128}
permutation v (random)
%
%
100 : v[0]
[ 100, k= 128]
v[i1],v[2], Vv[3], ..., Vv[127]
v[i]
v1i[i]
0<i<k-1 [
vi[i]=- 1
v[i]= a vi[a]=0
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a vi[a]=0
i+ v[j]=0
v[jl=j + 1 (mod 128)

permutation v

m

vii]=a, v[i+1]=Db

m= (a* 1000) + b

m
_ 3.1 k=10 random permutation
v=(10387419625) m = 10030807040109060205
Alice Bob M
M

k

v2[0], v2[1],v2[2],...,Vv2[k - 1]

M'[i]= v2[v[i] - 1]
M

- 18 -



__ 3.2 M=korea maritime university!

v=(10387419625)

M' = iramekr oaeminetvui eii”Qtrv !sy

"Q
RSA (n,e)

d : RSA
512
1024 p q : p q

n=pqg, a= (p- H(qg- 1

e
gced (e,a)=1

[1, a]
[1, a] ed=1 (mod a)
_ 33 p.q 40

p = 1033457003507, q= 578562833609
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(n, e) = (597919812362076170466763, 90964322363531440691185)
d = 354507373090120790659489

c=m® (mod n)

_ 3.4 n=597919812362076170466763, e= 90964322363531440691185,

m = 10030807040109060205

c=m° (mod n)= 20813116433109422813771

Alice (M',c) Bob

c= 20813116433109422813771, d= 354507373090120790659489
n = 597919812362076170466763
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m= ¢’ (mod n)= 10030807040109060205

m permutation
v=(10387419625) vV inverse
permutation v * . vi!

MI
__ 36 v=(10387419625)

v '=(69251084371)
M' = iramekr oaeminetvui eii”Qtrv !sy

M = korea maritime university "Qive

"Q

p q
permutation v

{1,,2,3,...,128}—{1,2,,3, , ...

permutation
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4. Source

(1)

#include <NTL/ZZh>
#include <time.h>

#define BIT 1024

int main()

{
ZZ p,q,n, a al, e el d x1, x2,y,yl, y2 ¢, f, t;

/* */
X2
x1
y2
yl

1 T VI
Qe ok

t = time(NULL);

SetSeed(t);

p = RandomPrime_ZZ(BIT, 100);
g = RandomPrime_ZZ(BIT, 100);

n=p*aq;
a=(p-1) * (9-1);
e = RandomBnd(a);
for (; )

{

if (GCD(e, a) != 1)

- 22 -



e++;

else
break;

}

/* d ¥

el = e

al = a;

while (al > 0)

{
c =el/ al
f=el-c* al
d =x2- c* x1,;
y =y2-c*yl
el = al;
al = f;
X2 = x1;
x1 = d;
y2 =yl
yl=y;

}

d = x2;

if (d< 0)
d=d+ a

it ((e*d)%al=1)
{

cout << "Error!" << "\n";
exit(1);

- 23 -



else

COUt << llpubllcll << II(II << n << ||,|| << e << nwyn << Il\nll;

cout << "Private:" << d << "\n";

(2)

# include <NTL/ZZ.h>
# include <time.h>

# define SIZE 128

ZZ v[SIZE], m;
long v2[SIZE], i, j;

void permutation();
void symencrypt();

main ()
{
ZZ n, e, C;
permutation ();
[* permutation */
m = v[0];
for(i = 0; 1 < SIZE-1; i++)

m = (m * 1000) + v[i+1];

COUt << |lm = << m << Il\nll;

- 24 -



cout << "public key " << "\n";
cout << "n =";
cin >> n;

cout << "e = ";

cin >> e;

¢ = PowerMod(m, e, n);

Cout << IIC = n << C << Il\nll;
symencrypt();

}

[* random permutation */

void permutation ()

{
77 t,
long v1[SIZE], a, b, tmp;

for (i =0;i < SIZE; i++)
vi[i] = -1;

t = time(NULL);
SetSeed(t);
v2[0] = RandomBnd(SIZE+1);

while (v2[0] < 100)
v2[0] = RandomBnd(SIZE+1);

a = v2[0];
vi[a] = 0;

for (i =1;i < SIZE; i++)
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tmp = RandomBnd(SIZE+1);

if (vi[tmp] == -1)
{
v2[i] = tmp;
vitmp] = 0;
}
else
{
for(j=1; ] < SIZE; j++)
{
tmp = AddMod(tmp, 1, SIZE+1);
if( vi[tmp] == -1)
{
v2[i] = tmp;
vitmp] = 0;
break;
}
}
}
}
for(i=0; i < SIZE; i+4)
{
if (v2[i]==0)
{
v 2[i]=SIZE;
break;
}
}

for (i =0;i < SIZE; i++)

- 26 -



V[i] =to ZZ(v2[i]);

[* permutation */
void symencrypt()
{

char v3[SIZE], string[SIZE];
long pos, loop, end, a, b;

FILE *fp, *fpl;

if ((fp = fopen("direct.txt", "r")) == NULL)

{
cout << "Error opening file." << "\n";
exit(1);

fseek (fp, 0, 2);

end = ftell(fp);

pos = ((end - 1)%SIZE);
loop = ((end -1) / SIZE);
rewind(fp);

b =end - (loop * SIZE);

if ((fpl = fopen("letter.txt”, "aw")) == NULL)

{
cout << "Error opening file." << "\n";
exit(1);

}

while(1)

{

- 27 -



a = fread(v3, sizeof (char), SIZE, fp);
if((a- 1) == pos)
v3[b-1]=17; / * */

if (@ '= SIZE) && ( (a-1) = pos) )

{
cout << "Reading was done. " << "\n";
fclose(fp);
fclose(fpl);
exit(1);
}

for (| =0; i < SIZE; i++)
string[i] = v3[v2[i]- 1];

if (fwrite(string, sizeof(char), SIZE, fpl) != SIZE)

{

cout << "Error writing to file." << "\n";
exit(1);

(3)
#include <NTL/ZZh>
# define SIZE 128

ZZ key[SIZE], inv[SIZE], m;
long inv1[SIZE], i, j;

- 28 -



ZZ x = to_ZZ("1000");

void rsadecrypt();
void inverse();
void symdecrypt();

main()
{
/* m  permutation ¥
rsadecrypt();
for (i = SIZE-1;i >=0;i--)
{
key[i] =m - ((m/x) * x);
m = m/X;
}
inverse();
symdecrypt ();
}
/*c m RSA ¥
void rsadecrypt()
{
ZZ c, d, n;

cout << "ciphertext: " << "\n";
cout << "¢ ="

cin >> c;
cout << "private key : " << "\n";

cout << "d = ";
cin >>d;

- 29 -



cout << "public key: " << "\n";

cout << "n = ";

cin >> n;

m = PowerMod (c, d, n);

cout << "m =" << m << "\n",

[* permutation inverse permutation ¥
void inverse()

{
for (i = 0;i < SIZE; i++)
{
for | = 0;] < SIZE; j++)
{
if (key[j] == i+1)
{
inv[i] =j+1;
break;
}
}
}
}
/* inverse permutation ¥

void symdecrypt()

{
char v1[SIZE], string[SIZE];

long pos, loop, end, a, b;

- 30 -



FILE *fp, *fpl;

if ((fp = fopen("letter.txt", "r")) == NULL)

{
cout << "Error opening file." << "\n";
exit (1);

fseek (fp, 0, 2);

ftell (fp);

pos = ((end - 1)%SIZE);
loop = ((end -1) / SIZE);
rewind(fp);

b =end - (loop * SIZE);

end

if ((fpl = fopen("messagetxt”, "aw")) == NULL)
{
cout << "Error opening file." << "\n";
exit(1);
}
for (i =0;i < SIZE; i++)
inv1[i] = to_long(inv[i]);

while(1)

{
a = fread(v1, sizeof (char), SIZE, fp);
if (@ '= SIZE) && ( (a-1) = pos) )

{
cout << "Reading was done. " << "\n";
fclose(fp);
fclose(fpl);
exit(1);
}
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for (i = 0;i < SIZE; i++)
string[i] = v1[inv1][i]-1];

if (fwrite(string, sizeof (char), SIZE, fpl) != SIZE)
{

cout << "Error writing to file." << "\n";
exit(1);
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ABSTRACT

Cryptography has originated from its initial and limited use by
the Egyptians about 4000 years ago. It has explosively developed
through both world wars. The most striking developement came in
1976 when Diffie and Hellman introduced the revolutionary concept
of public-key cryptography athough their method was inpractical. In
1978, the first practical public-key cryptosystem was discovered by
Rivest, Shamir, and Adleman, now refered to as RSA. RSA scheme
is the most widely used system and its security is based on a hard
mathematical problem, the intractability of factoring large integers.

In this paper, we introduce the general symmetric and public key
cryptosystems and mainly, we attempt an effective realization of
RSA cryptosystem using C++ language.
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