A Study on the Robust Digital Audio Watermarking against

Down Mixing
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ABSTRACT

In recent year, the use of digital multimedia content has increased
explosively because of rapid progress of digital and network technologies.
However, this increasing of the use of digital multimedia content were raised a
problem that distribute illegal copied digital multimedia content. Therefore, it was
necessary to research the copyright protection technique.

The digital watermarking is one of protection technique for the digital
multimedia content, which is to embed the copyright information and additional
information into the digital multimedia content. And the embedded information
data is called to the watermark.

The Digital audio watermarking is to embed information into the digital
audio content. There are three kinds of way for embedding the digital audio
watermark signal; spread spectrum coding, echo coding, and phase coding. These
embedded watermark signals must be extracted although it comes under various
attacks; the A/D-D/A converting, cropping, down mixing, low pass filtering, and so
on.

In this thesis, we suggest the new robust watermarking technique against the
down mixing attack which is satisfied with SDMI(Secured Digital Music Initiative)
the Phase II Screening. The proposed watermarking algorithms are the watermark
embedding and extracting algorithm in multi-channel audio data and the extracting
algorithm even though multi-channel audio data was down-mixed. The proposed
embedding and extracting algorithms have high information embedding efficiency
as embedding PN code in each channel using interleave sequence. Also, we
propose the algorithm that is able to return to original watermark signals perfectly
when the multi-channel audio data applied the proposed algorithm is attacked

down-mix.
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(a) Generic watermark embedding scheme
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(b) Generic watermark extracting scheme
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Fig. 2-1. Generic watermark scheme.
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Fig. 2-2. Phase coding schematic.

A 22 4 g B 71H

o] HE o] ZF I Yol Enta AlE 2 PN(Pseudo-
Wolt), o= FAE7F 7hA = WA S fARSE F

A EA7 £& 27]4F(Auto-Correlation) 54 o] &3t Aoltf. 53] #

N4 EXo] £L& HE PN ZEv) 2L oUA R A dEts o2 A5
Hja Faerl ddidew 2 s 7HA7] wieel HE & W §olsith. E
e AREE PN A= 21 AAZE 71(Key) #ho] A & W ARERE PN A



Data to be
Embedded

]

Modulate the PN Sequence
Watermark Data Shaping
To PN Sequence 3

(100110011010...)

Watermark
W Psychoacoustic Embedded
: Model Audio Qutput

A

Audio Data |
Source

e
N

¥ 230 tig &g Euta A 3A

Fig. 2-3. The watermark embedding scheme using spread spectrum.
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(a) Audio signal and PN code watermark.
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(b) Watermarked audio signal.
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Fig. 2-4. The watermark embedded PN code.
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Extract the
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Extraction
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Fig. 2-5. The watermark extracting scheme using spread spectrum.

AEwta ] AF A 27 25 & Zo] AHuArE AYE 2o AS
7F s AT ) AFEE PN ZEeh e erje] ZHde A F
71738 ztol A SEwta g FESTh ASe dEwia 4159l PN ZE=E
EYsts WS Y eve 2sE da2 s dEHI=(Non-blind) W
H dHe] oL 2srt Fagls EYQI=(Blind) WHel ) o]gA H
A PN Z=9} 7)(Key)@t &2 7}A 3 gl PN Z=9} A B EE o] &35lo] T

L L L L L L L L L L
] oo iopo 100 =DD EX ] 1) TDD (127 wDbD rooo

(@ A= HFEHA =D

(a) Extracted watermark signal.
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Fig. 2-6. The Extraction of PN code watermark.
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Fig. 2-7. The impulse response of echo signal.
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Fig. 2-8. The echo kernel for information data '0' and '1".
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Fig. 2-9. The echo embedding watermark encoder.
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Fig. 2-10. Extraction of echo signal watermark using autocepstrum.
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(a) Autocepstrum of original signal. (b) Autocepstrum of watermarked signal.
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Fig. 2-11.  Extraction of echo signal watermark.
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Information Audio

Data input
[ ii“’ I 1 |
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Interleave
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Sequence
D S,
£
L/
‘-\——_____..--"
Y
Watermarked

Multi-channel Audio

a9 3-1 d1EH AE e AEva AY

Fig. 3-1. The watermark embedding scheme for Multi-channel audio.
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a9 32,0 WE AY oo AYH AHvA &

Fig. 3-2. The watermark extracting scheme from multi-channel audio.
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AR DT Down-Mixed Watermarked
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Information
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Fig. 3-3. The watermark extracting algorithm for down-mixed audio signal.
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Phase II screening ol A o] v} ¢aig]Fo] s H7HE Sk 7l 87 AF
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1. WAZA (Inaudibility)
AHAAZE A e AEE £S5 glofor st 540
29l =E °]9(Golden ears)dlil &&= HZro] Hold AlEHEI A
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2. 7+ (Robustness)
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a) W3lA| olof 3 54 (Persistent Assertion)
3E 41 9 fAe WE TR Az A E HEeaE HdE 5
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Table. 4-1. The Screening about robustness of watermark for signal processing.

Signal Processing

Description

D/A, A/D D/A, A/D, converting twice
Equalization Typical case : 10-band graphic equalizer with the following
characteristics
Freq.[Hz] 31 62 125 250 500 1k 2k 4k 8k 16k
Gain[dB] -6 +6 -6 +6 -6 +6 —-6+6 -6 +6
Band-pass
100Hz ~ 6kHz, 12dB/oct
filtering
Linear speed
+/- 10%
change
Codecs ISO/IEC 13818-7:1997 ("AAC")

(at typically used

rates)

ISO/IEC 14496-3:1999 (MPEG-4 AAC with Perceptual
noise substitution)

ISO/IEC 11172-3:1993 Layer III (MPEG-1 Audio Layer 3
"MP3")

Q-Design

Window Media Audio

Twin-VQ

ATRAC-3

Dolby Digital AC-3 ATSC A 52

ePAC

Noise addition

Adding white noise with constant level of 36dB lower than

total averaged music power (S/N: 36dB)

Time scale

modification

Pitch-invariant time scaling: +/- 4%

Wow and flutter

0.5% rms, from DC to 250Hz

Addition echo

Maximum delay: 100ms

Feedback coefficient: up to 0.5

Down mix and

6 channel to stereo

-4 -




Surround sound SRS
processing Spatializer
Dolby Surround
Dolby Headphone
Sampling Rate 48kHz to 44.1kHz
Conversion 96kHz to 48/44.1kHz
Dynamic Range Threshold: 50dB
Reduction 16dB max compression
Rate: 10ms attack, 3s recovery

b) duk AREAES] A

T 42 9 pe

= EuaE

Table.

=]2] (Typical Consumer Signal Process)

LS Au AR AEA e

fol

A
%
tlo

e

rE[

3 42, Ak AREARES) AlaA e

4-2. The signal processing of typical consumer.

Signal Processing
to be applied to
44.1/48kHz 16bit

Description

content
D/A followed by A/D converting once on typical consumer
D/A, A/D )
PC sound hardware w/ 60 dB SNR on full scale signals
Typical case : 10-band graphic equalizer with the following
characteristics
Equalization

Freq.[Hz] 31 62 125 250 500 1k 2k 4k 8k 16k
Gain[dB] -3 +3 -3 +3 -3 +3 -3+43 -3 +3

Down Mixing and
Surround Sound

Processing

Multi-channel to stereo

Stereo to Mono
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Sample Rate 48 kHz to 44.1 kHz
Conversion 96 kHz to 48/44.1 kHz

3. 119 H<Q1 F4 (Malicious Attacks)
T2 & 2192l AEAEe] FA o Aok g

a) A A A(Group delay), <A A(Inversion), LPC(Linear predictive

1o

b) HERIA " oY Mo E HfsHAveraging), FEtdl 25 o] AF
(Splicing), ™7 (Mixing), ¥FA1% 7+ 22} ¥(Subtraction)S 3= A&

)
A5 0] FER = &2 (Collusion attack)

4. 214 (Reliability)
AYuta HAEZA] o gk o] Aojof gty

5. 78417 (Renewability)

AEutart A oa AojAe et 55 & 5 glojof ok daglF
AtAe= g0l Attt 578 F USFS Hoof gt}
6. I3 @& (Efficiency of Operation)

T2 & ZRFolA TS wl £ 43 o AAE AT ol AE

a) =¥ 1 : 400MHz Pentium III, 64K cache, 64MB RAM, 100Mhz
frontside bus, 5400 RPM disk, Windows 2™ Edition Operating System.
b) =F 2: Texas Instrument C54x(16bit  fixed point DSP)

& 3 : ARM 720 processor (32bit fixed point RISC processor)

NS
e}
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Table 4-3. The limited conditions of watermark embedding and extracting.

Platform 2 Platform 3
Computational Power 12MIPS 9MHz
Data RAM 6KB 2KB
Data ROM 512B 8KB
Instruction Memory 8KB 8KB

Aa2d A9 P§ 2 A%

2
S

-1 Aol A sDMI 7F AAFE 23 F oA @ sl Ao SjEra S
AEdS 2HHesE B HEAES 2R, B AHHLE B
2 AAstz Arh. AotE GaEE o] L3 A EH)AS I3 ¢
< Typical Consumer Signal Processing ©] Stereo-to-Mono U2} 2] th3}of
Edo] 7|wo g 7tdet A% HAEES 59t

rlo

<

B BN e
A
tlo

(

AEe] dol]E 7FA& CD(Compact disk)olA F&3F CD &%
(44100Hz, 16bit)e] ®|ZA %=, 2], 5 F29 ZorS A3t PN Z=9] |
A Aol 1024 AEolAR 2 Jhe] AEE JIEYEE AA HAfstEg

oo
(o,
fo
=
B

AEF 1 ZAAe 512 e AES JHAA Hefgih A9E Fudele e 4
o= 860 M| Eol i HEIvaE Ak el st
AEPHA olUuAE Fia Algel Aol 524 FES 7] AH @-DAL

o]-g3to] SNR @< T-3Fith

(4-1)

SNR = IOIOgIO( audio  power j

watermark  power

@-)2A& o83t 7} el SNR (Signal - to - Noise Ratio)< 27} 30, 50, 70dB
9 YA ZE 7HAEE sl PN ZE ERIIE A5 )
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Table. 4-4. The results of extracting watermark using down-mixed watermarked audio.

Sound source SNR BER(Y ¥H)(%) BER(A ¢H)(%)

30 46.9767 0

Techno 50 54.6512 0
70 50.9302 0

30 46.9767 0

Classic 50 49.5349 0

70 52.0930 0

30 46.9767 0

Rock 50 46.9767 0

70 48.3721 0
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