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Practical image watermark using multi-level decoding

keys

by Hyvung-Seok, Lee

Department of Electrical & Electronics Engineering
The Graduate School of Korea Maritime University

Busan, Republic of Korea

Abstract

In this paper, we propose a practical image watermark method using
multi-level decoding keys. The advantages of this method are that the
multiple original images are decrypted by using multi-level decoding keys
in the same watermark image and that the quality of reconstructed images
are clearly enhanced based on the idea of Walsh code without any side
lobe in the decoding process. The zero—padded original images, multiplied
with random-phase patterns to each other, are Fourier transformed and
their real-valued data denote encoded images in the embedding process.
The multiplication between the spreaded encoded image and each of Walsh
code image 1s used as a hidden image. Here, the spreaded hidden image is

the same size and shape of the walsh code. A stego image is then made



from the linear superposition of the weighted hidden image and a cover
image. Each of multi-level decoding keys is obtained by multiplying an
imaginary part of the encoded image with Walsh code. The original image
1s simply reconstructed by the despread process of the product of the
stego image and decoding key and its inverse-Fourier transform. The
embedding process and the reconstruction process are performed digitally.
Computer simulations are demonstrated that the efficiency of the proposed
technique with multi-level decoding keys and a good robustness to the

external attacks such as cropping.
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Zero-padded original image
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l

Hidden image
h(¢.n) =sin27rm, (¢, 1)/ K]

Walsh code
W

Cover image
I? WG 1)

Stego image
S(¢, 1) = aWh(Z, 1) +W.C(Z,77)

29 13, Alokd GEua Wge] B2 thoo] 1

Fig. 13. The block diagram of proposed watermark method.

- 24 -



de
fols
)
ol
i)

ol A Ak BE s wye B tholoj gl

M
juit)
=
rr
re
(i

Stego image Decoding key
S(¢,1) =aWh({,7) +W.C({.7) k(¢.7) =W cos[2rm, (¢, 7) /K]

- [

Inverse-Fourier transform

Reconstructed image

99 14 AFE 5 we] B tholojd

Fig. 14. The block diagram of proposed decryption method.

Add BEH PEe 4 G A7) e 2ua Ay B 7
Sa MEAe AW F o Foo A8e v 9do gAss 99
HES 92 5 Ak 4 2HD 93 BEE 5T FelA

_25_

iy
o

rr

tlo

2

>



.

k(C.n)H(¢n) = Wcos [27r,(¢.n)/ K] {a Wsin [2ar, (Cn)/ K]+ W,OGn)} (25)

=« WZMGSin [27rrh (C,n)/[(] coS [27r1"i (C,n)/](]

+ W, W, C(¢,n)cos [27r7“,,; (C,n)/f(]

:%WVV] [27T{T‘h ¢n) Z(Cvn)}/](]

+ % W, Wisin[2n{r, (¢.n) +r,(Gn)}/ K]

ol AT & gom of/olH W @4 = 4] Fom i=j
A WW,=10] Hx i Aol WW,=07 @k olgl W W, =0

97) W] AW Dol AAH] B GAel 2 Aol= 2ot AAH
21 (22)¢F (255 HY=H F4d el A 2skd
%Siﬂ[?w{m(Caﬁ)_7“,,;@777)}/}(]+%Sin[27r{rh(gn)—|—ri(€777)}/[(] 96)

= - sin[2mB(Gn)/ K+ sin[2r{ BGn) +r,(Gn)}/ K]

[2nE(Gn)/K® | [27E(n)/K)® A}

a
= E{ZWE(CW)/K— 3l + =]

+ 2 [antmtg b s LEEn LGOI AT

[2m{E(¢;n) +7,(¢n) }/ K]
* 5! B

2am 2am
7E(<a ) K 1({7 )a

_26_



a2 7

o=

A2 d5s GAL AL & gk A QDA 94 AGn)E TR
ol 7] wite] LA = Ay @ GA mEo] ¢ RokvkE thA] u 3

A syl Bashoh mebAl w Sl e

M—-1N—-1

¢¢  nn
D. 2 ,
UZ}OEO 5 (¢ Jexpl—j2m (3240 (27)
I o] AT £ A} ol gy LA ZEE o] §3to] AT Ao
g =5 A7eH, 2L 4 =0, v= 0 2 W FNE I o, T EF
o) wga Az #HAo] Arf. a1z

-& K

9 gabe) 7w, A Aele
Atk A (25)2 4 DS HAL WHEG F g o] o4-Felo WHL
et

IFT{D,/ (Gn)}= ]FT[ E(n ]+IFT[ } (28)
=e (z,y)+7 (z,y).

ae Fa=ae e'(zy), r(xye 7}

IFT{2an/K)r,((n)} = 21}

N

b IFT{(2ar/K)E(n)},

J

1

CCD Hwaol By A Rypple,y)s

Ropw,y) =le' (@,y) +7 (z,y) (29)

=le’ (z,y) +e (@y)r (z,y) +e (@,y) 7 (zy)+r @y

- 27 -



{0/ (w,y)expljn’ (x,y)] }

2o
K

*

+e' @y (v.y) +e (2,y) 7 (@,y) +1r (@,y)]

*

[0/ (z,y)]? +¢ (my)r' (x,y) +e (@,y) 7 (@,y)+ 1 (@,y)

*

2am

K

glo ®eo] Adytz A

3L
T

solv], O (z,y)e Re|FT{O.(z.y)}] e 9-2

29 A, € (y) (zy) +e (z,y) 7 (z,y) 9t

Al
2]

G2}

] et

Bl o

A

=y

T

or
w
X

<

of
<0

s
OO

il
NE
NE

-,
N

ol

T

T
"o

-
A+

elf]
O
el
d

_28_



=
i,
ukcc
)
=
]

glom AHgd d45s 29 150 dEa 94 27)E 128x1280 Y. 1
d 15t 298 9 9% filoy)Z 64x64 F4A =27]9 K'9 "M/, ‘U, 'E’
tatel Abgakgla o2 @& Ak 19 15h)E 19

2v= or5s @ 94 E(Gn)olx 29 15(c)

KM UE

d 11 WA

(a) (b) (c)

29 15 AFE AY Ay (128x128): (a) A= HLD 9 I f(2y), (b)
dzstd 94 EWn), © B+ 94
Fig. 15. Computer simulation results (128x128): (a) zero-padded the

original image f;(z,y), (b) encoded image E((:n), (¢) reconstructed image

_29_



5
64x64= A4
ol

I

RHE A

o
S
=

=

)

Hadamard 3 2
¥ (1024 < 1024

o

R

oA 71 A agkd Kk 27 059 1000 %
}

1024 <1024 o] T},

1

Z}

)

Z}

9, G 2717 649

o] A7]
s

pus

of T

B oo o
O
* g ow
< %o
M Be -
bl ™
W oK

- oo
< 7

NF
o ]
) mﬁ 1]
T XMW

|
i <
T M

~ ,m_ﬂ =
L ot
s N
GO TR
FoFa X
= T ul
E— Iy mw
wOm R
o g oY o
1o 3 o HL__v
or o W™ W
upy Mo How
~o r .

o W<
-
M.u =R W

B e
T E T W

(c)

(a) cover image C((n),

(b)
- 30 -

S(Cﬂ?)

Fig. 16. Computer simulation results (1024 < 1024):
(b) embedded image « ,fL(u,v), (c) watermark image S((n)

A7 (1024x1024): (a) AW 324 CGn), (b)

I3
=]

Al
=

A7

(a)

aWh(u,v), (c) $emt=

19 16.



(c) (d)

a9 17 AFH AE 23 1 (a) 'K Husk 7] 94, (b)) ‘M Hast 7] 94
() 'U" Hzst 7] 94 (d) 'E Hx3t 7] 94
Fig. 17. Computer simulation results : (a) 'K’ Decoding key image
(1024<1024), (b) 'M’ Decoding key (1024%x1024), (¢) 'U’ Decoding key
(1024 1024), (d) 'E’ Decoding key (1024 x1024).
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Fig. 18. Computer simulation results : (a) Decryption image with 'K’
decoding key (128x128), (b) Decryption image with ‘M’ decoding key
(128 x128), (¢) Decryption image with ‘U’ decoding key (128x128), (d)

Decryption image with 'E’ decoding key (128 < 128).

_32_



—

A A

1

L

o o
L

9 Hast 7] 94Ss Feke] M
H 17 (@ (e a4
'K, 'M'¥% ‘U, 'E’ 2353 7] 34(1024x1024)Eo]t}. 18 1Y
aF 179 HEst 7158 o438 HYd K, 'M'¥ ‘U’ 'E’¢]
ok stube] SEmtA FAeA dEtE dAAY HE3 715 ALE

shel Bysk bsstn 2 Abel= 2Esk AAE B 94E A&+ Ak

—
oo

1) vl gatel 2719 AR Host e o u

(a) (b)

M

=2
1=

—_

9. ATE AR B

R

=

4

H
2
~
2

34 0 (a) WAt A7V gE W &
U G (256%x256) (b) Host 7] 944 thE o 54U 9 (128x128)
Fig. 19. Reconstructed images with incorrect information : (a) incorrect

order of keys, (b) Decryption key image with inaccuracy.

a9 19(a)= " FAke] ZRHE A7]o ARUxH)E F5s JFE 5L

Fagolm, THIIDb)E AR LA DES AAGHel BUW GPoE U R

_33_



2) 2®laL Fe) &4 e uF

Ao & A=A A A FZ PSNR(Peak Signal to Noise Ratio)<
1
PSNR = 20*logl0(——) (dB) (18)
rms

I 2} oluf b= YUY Az 7bF £ So]H, rms = root mean square ©|
o 2% 202 a9 K #e] ®ste wE AW 4T fEHuta Ak Abol 9
PSNRE 73 zoltd. 17 2004 H= viel o] o gho] AZAFE K gho]
A5as 4o A= s & F A B =FdAs aft K #2474

029} 10002 AEslo] 36.1[dBlolA moade Ag 59

A FAolw, 19 22, 1% 23, 19 24v 77 xF WEFoe = 25%, 50%, 75%

Avd A e Bd gaelth oW RdPS B A o

_34_



a9 20, aft K g Wzt & A G JEnt=2 94 Aol ¢ PSNR
Fig. 20. PSNR for both the cover image and the watermark image based

on the value of a and K.
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(a) (b) (c)

a9 21 Ado] mE 2" 94 (a) 25%. (b) 50%. (¢c) 75%.
Fig. 21. For the block, the occluded stego image : (a) 25%. (b) 50%. (c)
75%.
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Fig. 22. For 25% the block, the reconstruction image by the occluded stego
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Fig. 23. For 50% the block, the reconstruction image by the occluded stego

image
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T 24, 75% AYE zH A Gl dig Bd A=

Fig. 24. For 75% the block, the reconstruction image by the occluded stego

image
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