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Design and Implementation of SPAM Filtering System
Using User Action and Incremental Machine Learning

Kang-min Kim

Department of Computer Engineering, Graduate School
Korea Maritime University, Busan, Korea

Abstract

With rapidly developing Internet applications, amail has been considered
as one of the most popular methods for exchangifoymation because of easy
usage and low cost. The e-mail, however, has auseproblem that users can
receive a lot of unwanted e-mails, what we cal®8#AM mails, and then the
user's mailbox can be grown exponentially. Thesuseed for spending time to
pick out the SPAM mails and give a great loss enuoally. To alleviate the

problem, many researchers and companies propossal ftering technologies.

On the other hand, in e-mail client systems, uskrsdifferent actions
according to usefulness of information on mailsg @ome classification and
recommendation systems like GrouplLens use the rectto improve the

performance. This paper presents a mail filterygjesn using user actions and



incremental machine learning. E-mail data and asgons are collected through
some user interface implemented in CGl/Perl. Ooppsed system makes use
of two models: One is anaction inference modelreovda user action from an
e-mail and the other is a mail classification motteldecide if an e-mail is
SPAM or not. All the two models are derived usimgremental learning, of

which an algorithm is 1B2 of TIMBL.

To evaluate our proposed system, we collect 10y8@ds of 12 persons
from Hanmail (www.hanmail.net), which is one of theost popular e-mail
service providers in Korea. The accuracy is 81 % $®cording to each person.
Our proposed system outperforms a system that doesise any information
about user actions. Consequently, we have shownirtf@amation about user

actions is useful for e-mail filtering
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A1Fd A 8

A= AREE I gk, a2y Az #A] Au g oge ‘2] HA(SPAM
mail)” = AFE Al BAHCRE diFEa Qltt. o7)A 27| AAE FAA
7 At eFE Az #AA) olm R At wey 1 Ao|rp dEtd g

age = Estal g7 AA el E thad e FEAA AdHo] itk Ak
Mo »¥7] AXE FAAZE detAY 8454 gttt A, dE 5
o] A, 2 dFESE FF5AE Add(Sorkin, 2001). 227 AA =

H
A RS A7 A AT skar, Aab HA AAH A AlE Al A= A

Es

g AR &FE B3 vter ZAE Aotk FAH SdddA 27
A 9] A= v . [TV AR A w=w, 2003 3 3 A
ARz 7] A2 QA ZAYRE FA| &4 H&o] of 25% Ao Lo}
Ao FAHATHIN, 2004). 2 3 2287] AAZ A 5 F3

9A o 1% 3" ol o2t o FAAJHIIARRTATY,

2004)

2A7) DAL A BAR PR AT gRAAE WA, ARH B
2 FHsta, 2d7] DA FAN AFHoE py) ARagr. TR A5
ARBAT] B Sl AREAF]$EANAN N EFAN VAU E < A

D ITU(International Telecommunication Union)
2) n)3} 2509 &e: a3} oF 25%Y
3) B AL AE SIEY F2: http://www.spamcop.or .kr/spamcop.html



oj¢l &2 wAlE Hetsly] flel o] wmiellds 2] HAe AR AXA
of & AH8AHEel W (action)o] 247k Aolalthiz Aol Feksle] ALgAe)

oo 27 HA EFE AT ALz AREes 2] H1A4 o3 Ax"lS

AR, A8 BB AF 5w 2ely] AAR AFHE BAS 94 o
AA AB G F ok AT F otk wol T guyg A4 7
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T M2 BRadS vheojA HusiAY, b Al dE e 9HSs B
WE A5S 5 vt Algrete Al AEL olldt A&t d%S A48l
AA

2#7] AA/ABA HA EFE 95 At#|7]8t <5 (Daelemans & Zavrel,
=

7] WA o3} JWEs Ad7] WA el ABE D Qe AASE W,
23 AbeAe] FAA v=ue] Ada X AN e Fesach. 34
NE o =Rl Atk A BE ARE ol 8d WA g AxEle] T

q 9 Fa wEe] Ade AW, 4geAE AkE Asge] 45 Bt

1

@t vhTteE 53 HE AR 2 §F AT WGe At dt.
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1% 2.1 HIPY 4
Fig. 2.1 An example of HIP

YUl HA 3xAlE AA Au]= QA7 o] HA] B A E
E TSl dte] dAe] iE H &S Faste WA olth (AR RS S
A, 2004). TRE HFSHA @S HAA= HA AH|=GA] Fo AHAA A}
SAN Al AskA] dal FASl HHAAA doh webA dERE AA 8 &
o] sojdaE IF ulgo] FkstA Har wEel B 2y AA dES

AA = a7t 9
2.1.3 287] AR &$2 AD 2 7=

e A9 B AEe 2dy] BAS ATs] A wERe] A9

o =
LLEQ

of ASHA ¥ TEAEFYH EFEH HA= 2] HAR EFcke 7
Zolt}, o] 71«2 A< o= caller-ID, challenge/response, PKI(Public
Key Infrastructure)Z o]-83F W2o] lt},

caller-ID "2 v MicrosoftAoll A 319ket 7] =2 DNS(Domain Name
Server) eEARE F3f FAEE AAVE AT g dEATE Bl AQ1A]
2 D F U= Vleoly. A EEAE 5T caller-IDE P4 2= DNS

of el PFRAES BT, FAAE 7 BAVE 0g wE melA &

,5,



&l

o

o]

chal lenge/response

°©

3|

g

ot

0]
pal

H =
=

)

Al e [PE|2EE 2
A =2

A<
Ela

G IP7h B e o] £

Bl

o)

o
_,oT
N

oj

O

on
)

el FRatel £A0A7 Fald

=

o

A13el A

1o

3

iz

=
=

4 7]

171
AN

2.1.4 287 ¥R 43 7|&

o

3L

i

T dt(Mertz,

Aol wet opt-in W

0SS

I
file}

v

o

A

o

of i
Aol s A

]

Al
2

hyz
il

]_

A9 &

=
=

1o

1

A
hy:

3t E opt-out W

1

Ay
¢

-

ojm=# G, 2¢7]

2

AL
o

[e)

oA ARG
A A B A%

Al
&l

slo] 29)7)

S

°o]-&
opt-out "

2]

2]

[e)

Al 2~EH2
HA E5(white list):

hs

o). opt-out W

2 Aav

o

S
A

L



—

;OL
_fOD
23]

il

=
=

o Ang

=1
o

2 Awje] IP ¥4, URL

A Fat

1

-

b

A%

-

T

A5

o (o]

Al O
-

o A ZA

<
[

0]
pal

&

=2
=

ij

S

]—H

kel
od

&

A9 3}

1o

3

iz

7]

a

o it

Ao] Ao

b

. g7 A

g

B

B

A8

[e)

A o]z} Al 2~HE
He

]

I 71 A stE 7]

o

1

I<]

&
2 A3} A|AE A 71 gy AFEE

ojel whEbr 2|7

P
ue

2

HHow

7]

Zal

8

L
.

o

wEala sl
=

2]

%7} 2=} (Graham, 2002) .
E

=

s}
=

27
[e)

R

A%

Rz
i

=
=

=2

A4

A
-
R

]

}

(S

e

-

sfo] 22| 7]

7]

[e

a

[e)

2.2 71A%tEE ol &% 27| HA o3

oK

o

A}

R

™

o]
pal

by,

af 27

9

719l o

By

l_l:l

kel
of

1ASts, AHEIZIRE 71 A

7

ol 43



2.2.1 Ho]X|t BFE o] &3 2y HA o3

Hlo] Xt FF/-5F o] &g tpo]H Ho] Xt &7 (naive Bayesian classifier)
= ol A FEF 2] \1A A ARG A1AX JFPAA AR dEG
T Aol zeter B7 welh(e]dE, 2005). 22d7] WA 2o A &

TET

et 2o 98 WAL el Wl

{tity, st } 3 O1FO1A QAaL, tpo]B Hjo]X|¢t BRI ozl st 54
FUx ¢ € {SPAM, HAM} = &3 v},
c'=arg max P(c|t.)
o SPAM, HAL) F
=arg  max oo P(c) B4, |e) B4 )
= arg s ;111\ P(e)P(t ,|c)
=arg {S;Eb}\ P(C)H Pit | c) (2.1)

4 (209 mAY He dole] FHARTEH wolde] WAY IAE
Pt le) & TIP(tI0) 2 SAakat el o AX Wel 2t dofEo] 9

Aol @Al da mHAHolgtal Jhgste] Atte] H{EE Sola, TdS

Aai7l a7 g ol



(o]A3, 2005). o] WIS ¢ 7] HXA
ol A4 dojE5s Frlste WHeld, AR HA YelA A5 HA st

L HolES RE H, I W52 Ad AANA AHEsE BolE Arurt

2 wol YA HH o3 Axd®E O JAE HARAY AAE FoA He=
Zolty, ¥ 7] WA Y&E& FZ st 2d7] HA ARr|E Tk WH
2 ‘word salad’ ¥4t o}y ‘daily news , ‘slice and dice’ , ‘lost in

space’ % ole] ZHA7} glvh. AEHoR R Auwe] L B A6

= AA Yo dof oo tE aAE6)9 Fgo] IQsir},
2.2.2 AAHYHE o] &3 27| WA A3

Z| 2] ¥ e 7] Al (SVM: Support Vector Machine)+ Vapnikell 2J3fA 1995 o]z
T wAE sAst] flsiA AlSkE A gk W] dFo|th (R 9,
g5 Hdel tiafA dHely
£ 41 ¢ -1 229 F e JFew ddsA FeAd F U AdEs
o]-&3to] 7 AHS AT (Vapnik & Cortes, 1995). A|AWE 7] A 2] &
A5 74 (2.2)9 2o

2003). A AWE 7| A= AgH oz Bes -

rr

32

=)
i

+1 if w ez, +b>0,
Y = e = — (2.2)
|l ifwex+b=0,

we FEAEE, 3 QEWE ) pe FEX oY, yot pe 4 HolEH R

O o WA EFehs olvlA A, GARA B e BE B



dele g7h WFel ks A9 yrh 4109 g AL, £8K Low -19

o #= 7HIH.

[%

2.2.3 AHE7I%F S5S o &% 2 7] WA A
A 71RE g5 (instance-based learning)< 719 AlElE dAZR sto] A=
- AHE Bdete] AFstelAY et SRl &Aoo w wWale)
© AFEAFe]l 88 wrgElof s 2 7] A o #Ag]e] 54 o] =iol
ARbst= 229 7] AA o A|2Hle 7] EQ) ShG Hdle] HxA ZLlo] The
iE kol tia] ApAls] Adw et
a9 2.2% SERe AR R TAEE dubEl AbETIRE g5 e U
Bar det. ShEiell A= AR AtelE R stebAY, Al ststel A
2

dolEsh A48 Ads ko] AR Az

ol o
—_ —_

7 SPAM: 22#]7] HXA]
8) HAM: “41R-d A=A
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Fig. 2.2 A flow diagram of instance-based classification systems
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HE oue AW AR A el T wEe] §AE Ay p =
2] (2.3), (2.4)%} o] HojEt.

XYY =Y wa(X, ) (2.3)
SR I A
max ;- min ,

J(Xiiyi): 0 if Xi =Y,
1 if x, 2y, (2.4)

AN mar F mins A7 WA ALl A dE Augst Arge
guistal, L= A AR AAFEAelth. Adsts AsEe AENE A

37 9% W or =2 (2.5)¢ & o]5H (gain ratio)E AFE3A R, 7}
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2.3 FA1H g=

A1 =W (implicit feedback) S ARAtel ek A2 F53A A AL
Apo] ojul gk AAQl Fo® g sA] ek il lEE= dlolEe] gk AL
2] g9 (action)E 715, Agsto] AREARe dHlolE ko] A (2]
HA 9] AF)E AYsh= 23S Eetth(Hanani e a/., 2001).

Morita$t Shinoda(1994)= 159 AT-olA AREAZE EA4E = &2Mst

A AR QT Abele] FAIE skl on, Konstan(1997)0] A9t

|

5l =& o3} A|~Hl(collaborative filtering system)Ql ‘GroupLens +

ME ¢t FAbste AlZbs #Este] o3 S AREALe] A digk #d A
=2 AEg et 1832 Goecks¥ Shavlik(2000)& thAr € #H o] Ao thdt A}

§7e] stoln YA (hyperlink) 2 FAh vhga 2% Y90S T
gl 24 dolel] HEk AR, A Ee ol BF A BAAE E

el =AZ F83 4 9gd, 53] Kind 0ard(2004)= H = Agx19]

o2

=S ZHE(examination), A& (retainment), FZF(reference), F4 7}
(annotation)Z +§3lal ol & HA|ZA Frwle] ZA HolH=E &&= WY

S Alotatar ¥ 2.1 o] EFaIT).

Hm
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% 2.1 Kim ¢ A}&A} 3= BFH

Table 2.1 Classification of Kim's user action

AL BN gnm | @A BN | B4 2S
9919 FF
7
AE i% e
EEE]
. ] =Y
A% =9 i el
/\]-xﬂ
°o]&
e B}/ 30} 7] e
CE S 23 47
x5
: 24 37 .
=4 g7 | 752 A ‘T%f]' A

AREHS AbgAe] A% FTHE YehlL, =% BR g Ax 9

AE ET. oE Hof ALgAS] BA/R] WY BAY AREL Ha
MeZ s x A9Z ANE + Avh. e @A Kindh Oard] #5

¥ B Axde] AR A} gloh o RS A2Ue 9 RRUE
A<

Fustel AgA BFS RAYs, o F o §& 2edly] BA ofn A
3

ApAQ {A o AzEle] A5 BAe] ANE AR AX wEA

7h Besin. oz 7AE HA TeA E AYS 5F 2.204 #ld



o] g &utslA o]Fojxa uf. zElal E A HAX TFX = Enron

i

[}
S
e-mail corpus(Klimt & Yang, 2004)7} =4, o= FAE 721F dHol
Bl ARA HAAZ FA5 Adut. o] HA| WA FEE qkek 2 o)

2 WA 9EAe 9 Aug Ao AFow T A= Aol

Table 2.2 A list of mail corpus

423 olF AZ3 45 AlC|lE el = 53
Spamhrchive www. spamarchive, org/ 222,50670(1.3 GB) 287 AR E5)
. . ) ¢ | 287 87 + AR4 @A
Spaméh ssassin public mail corpus | spamassassin.apache, org/publiccorpus 2k 100,0007]
(T3 &=58)
Corpus of Junk Emails clgawlv. acuk/projectsfjunk—email/ oF 200MB 287 AR E5)
Spam Archives (Corpora) wwew it demokritos, grfskel/i—config/ M. A, 287 AR E5)
Toasted Spam File s, toaste dspam, com/ stupid/ HAA 12352270 287 ®ATE AH8E)
Spam Hall of Shame s, sput.nlfspamyspam—hall. html HAaf 2F 500,0007] 7] ®WA(+3 #AHEF)
) ) : ) #7897 B4 A5
Dolphinwave archive of spam sovew, dolphinvwave, or g/ spamy ) 9z,9247] .
(3 2A4F)
Spam Honeypot Archive schnarff.com/honeypot, html N.A, 287 ®ATE AH8E)
Spamming the Domain Owner k.zeocities.com/sjwest01/ =) 753570 7] BA+3 28-S
African Emails www.climate.unibe.ch/Ebeverle/emails Hal oF 25,0007 #H A header) FE H.A
o (header) AR H.A
Stephen Mewton's Spam Museum spammuseum.blogspat.c om/ MN.A.
7] #A
AHEA #A
The Enron Corpus www.cs.cmu.edu/~enron/ F 600,00070(1.8G)

WA g ol 28

Al go] HA LEA FEA]0] DUSA o FoA AL = W, o
AAE ez o= /e dA DA ok, webA 2] BA oA
2HE NEshs AT AES ALY AlxE ddS s A |7 diolEE

npdsof sk AAolrt. e 7] o3 AlAFle] HIEE A N o] ;A

,15,



A 3% AR BFR% BAH AARES
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il
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€3 287 \A oA AlA
BA FeA et AHA AE RS o]8F o WeA 7= A, Akt

H = o - =LA~ =
i RdS vtes g 9y, dE

] O
| .

uﬂ'l

rf

=
T

Edy F5 BEE o] &3 AA 7 HEoR vE 4 dvi(ad 3.1 Fal).

S8 3.1 AR BET AWA AAHS ol

=

o

7] WA el Azwle] AA T

Fig. 3.1 Overview of the proposed SPAM mail filtering system
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(preprocessing) 3t #4, AA # HolHE o &8 A TH4S], AHgA

A Aol 2E &3 AHEA AH 5 Aoz Fddn.

3.1.1 AA= A

AAel AR HILEAR 45 8 A4 BAE 2ed7] 67 o321

of F§F & Yt AREY FFOE ATeE Aot AAY HPe e

I Aok, \A #HAE BEASS & U] (header) FEE F=3}aL HTML Bl 1= A

,17,
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Fig. 3.2 Preprocessing steps

Tn:é e H e rtEH]] 30T SARF(TH 22—

<td height="30" width="100" nowrap class="th4 Date : xxxx’d xxd xx® xxx, ¥xxA] xx & xxd
g_tiv" =2 = </ftd> Sender @ aaa®@xxx.com
<td width="100%" class=" tg tih"=<h> @ H2}[ O}

=n|z|] 30%Le ‘:“Llﬂ-_'t*%*( 2z 24°‘)</b></td>
e e 72 g9 9 B

r , 2. } }
<td height="30" class="tbd g_tiv" > HHAER</d > A %_ﬂ%ﬂ% ﬁ%%fﬂﬁﬂg%%ﬂl & %g%i‘}
<td class="g_t g_tiv" >xzxxtd zrE mx¥ z=m mrAl =z ::> Lo _%tﬂ a;ic‘: Dbh;ﬂ 8= ﬁﬂ_ %'ﬂj‘tﬁgdgg- A 7§
e S FoH AR A S AS as AT e g

r E 7 = R]_z o Lol S 7 o = [=]
<tr> PN DL TS IS AR g i b
<td helght— 30" clasg="tb4 g_tiv">HHO]</td> AR 51 1A €5 4 45 4S9 49 49 o
<td c ass oﬁ t'><a href—”" class="g_tiv">&quot:[H} # 7]“7—? 2 j’i‘aﬁl T& Ae 24 7t EF 2w e A
CHEOH] - Z AR B4 Y 29 A &quots AlE 4lH] Bl=
&l aaa@xxx.com &gt
<ftd=
<ftr >
<|-—end BA] WHE header——=

19 3.3 AAE A% AA dlolE W o

Fig. 3.3 An example of preprocessing data
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3.1.2 Abd A

AP A e AAE Fl 7heE \A HolHE At o] % ApgE 7R
71A8kES] Abd Sl AR ET. AR HolE e Eol7] s AARY
B FE3 WA RE vlo] 1 (Bi—gram) JEZ RS, ol A &3
Ao s W F=o] BAVE BT F Y 242 FAEHs 497 g
ApA ol 711t tH( 52, 2003). 183 APdolA mwIEo](high frequency
term) @} AWIE=o|(low frequency term)= AAEF=U, Z(A)HIEN = o=t
Aol onl gl dHelHd A57F tiF-2ol7]l wwelty. 19 3.4+ who] 1
xdo oE Yvehla 9er, 9 3.59% A4 AL deoleE ®xdstal Q)
=

Bi-gran© 2 W& FH), (@), &=, =9, @), @2, 2o]), (B, BE, 2H), (A2)

HA] ool A =5 FH, 4%, S, WA, 3F, Zo], 2, 2AH, J]2

19 3.4 WA AR wleld gd ] i

Fig. 3.4 Bi—gram representation of nouns

O AR gol ol T b B AL ABN FEF wol e oJnlan,
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Index | term | freq. Index | term | freq. Index | term | freq. Index | term | freq.

65 AGE

[oy QN 7= T M S S T S . |

L I I SN S L L

4 1101 T_special 1 3623 714 3 1551 T 82
66 AIM 1 1102 T_square 1 3625 7131 1556 T &
67 AJAX 1 1103 T_start 1 3626 713 1 1557 T 83
68 AMD 9 1104 T_suit 2 3628 ZHs 13 1558 T =x&
69 AMD's 5 1105 T_summer 1 3633 2H 4 1560 T_5tal
70 ANGEL 1 1106 T_technology 1 3635 ZHAL 2 1561 T_&HH
71 AOL's 2 1107 T_vs 1 3636 ZI& 6 1566 T 2=
72 AOPEN1 1108 T_wins 1 3638 7k 18 1567 T &=
73 AON 1 1109 T_workshop 1 3640 7h& 4
74 APEC 2 3647 7= 5 7659 el
75 ASCAP 2 3649 712 68 7660 =g
76 ATM 1 3651 ZHE 36 7662 B3
77 About 6 3653 7Hd 2 7663 27|
78 Acer 1 3654 713 35 7664 U=
80 Acquire 1 3656 ZHE| 21 7666 A
81 Act 3 7669 &t
82 Adware 1 7670 EE
a) &2 A4 wlolg] b) ol A HlolE]

13l 3.5 Ak HIolH

Fig. 3.5 Dictionary data

Aot AL AFEA JIF Ao AE S8 ARGARE-E HA o ek 3

= W8l ARE ST, ALEAF Aol A= 18 36004 FoE 4 9%
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user8 Hol H i

AEA HE PR

HE 2B HEs Reaction
1 HEMNY JCMET MEWS COM: Fram PlanetQuest, software for stargazers HIHEED 217 v
2 MY IIHE [How to shoot great vacation videos HIFEED El v
3 MUYZIHE [ The all-new Digital Home DIY and Building the Ultimate Office HIHEED 220 w
4 MY TIIHY JIDIAF OLE] 2032001 S BN 108 2221-232)) ENEEE] HY v
5 HEHY  JCNET NEWS,COM: Relief fram Sarbanes-Oxley on the way? NEEY] j'ag'r%I
M B
L S—
no:d ==
user_id ! userd e
order . FW ﬁﬁi
e wAY ==
— S
( HIZ 25 ®H2 2 M 2 Sl JH W2 2 e JE S HAOEE 22 S Hi2t 22 = 0E g
CONTENT FeaTuRe & CHAl A2 BI2E SHl 72 22 0 0] 0l Bf il 23 I% 2% %2 1= 32 U8 T2 bk 02
- S 221 31 015 HICE CHE Do 29 AAF AR 201 0141 241 Am DO DA M@ I F A S| A B
FAIE U= 24 S Al B 2L AE BT 24 MR = 240 AR JERIZE AR FH SR A E0]
DATE 20054 098 092 S RY, 5 24 265 27% +0900 P
DEL 1 - R
FROM
iy 1 "B B B
12T 1 ' Bl =
READ 1 et =
T2I 0 = =
TITLE [HAF OFE] 20% 220 Sh2FEi(1 02 222 -232) N
TITLE_FEATURE A OLE 220 Sl |2k -23
TO )

S% 3.6 AHEA QAEH o] 2] A4

Fig. 3.6 Organization of User Interface

l

AGESHE A 2glo] ALgAL QESlo] 28 E £y A YF Aue

27| (reading), 2FAI8F7](delete), wF38}7](classification), ZHE3}7]
(forward), B HUW7](reply)oltt. 128]al ARFst= Al 2El2 AL&AL7) A&
St e B ARE AR AXE EF(12T: Information to Trash), 229

7] AA 2 BF(T21: Trash to Information)=Z % 2]s}SIt}.
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10) TiMBL(Tilburg Memory Based Learner Version 5.1)
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A2 3

ol
il
N
AN
3
r
>
jin)}
=l
m

L=
Title : T_29 . T8, 194, &%

READ - 1 Contenet : Q1 Thal = B = T

=

i = 1 "HnO

DEL : 1 20 24 53 U HA S G Ry
12T = 1

AHgel 22 A |

'

READ [ELETE

Cill; 8j > (64, 1) -~ (698, 2) - (2014, 2) -~ (3283, 3) -
ool AT M= (Abd M2l HEy, o ¥ RBIE)

5 R

O%I.

L=
=3

b

k4]

Joh

a9 3.7 AE F=

Fig. 3.7 An example of the feature extraction

Aorets 29 7] HA o3} AlAEL ALgxle] @ WElel At WIS
Hkedslr] Qs |A Bl AbgstE 7 ole RS HAH oz AAlstEd,

=7 TiMBLOlA Al¥8l= 1B2 &are]
2 3 R d1x B/ g RdS R AAdE

:
7] g1 T owel sty wgel WashAw sy we @tk o] 2wy WA

13) IB2: Incremental editing - HX & Alg7]|uk &% dugF
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o
A
s

o3} Alz=wo] TINBLE o]-&afo]
=

24 24L& A TiMBL BH

Timbl —-f xxx.training —a 3 -F Sparse -N ‘A& 7§’ -1 xxx.instance —W

XXX .weight

AHE A4

~f D ohE 7w (xxx.training: Sh5 AHE 9hd)
-a DR dae[F(3: 1B2)

F : 2+ dlolE @A (Sparse: 3]AHIH )

-N P A

-1 © A A (Al AR 3R xxx. instance)
-W D 7t A AT A AE Y xxx.weight)
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BEEES
¥
BE ZE
A
L b -
¥ ~ *
’ _ _ '\‘
HE =222 235 J BEFE N
=S = = S Tt gl

2w A
SomA R N

[ osg ER Y |27 BX 282 9%
'1‘ (3.2.2gd ¥, TiMHL HAE 2=

a9 3.8 Ak 2dly] WA ol Azwe BA RBF A3A
Fig. 3.8 A Process of mail classification in the proposed

SPAM filtering system
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AA 2 A TiMBLE] HAE 7)s& ol&ste] F

= AR TIMBLE] AW S vt 2T

£

r,
X
M

FE A TiMBL HH

Timbl -t xxx.test —a 3 -F Sparse -N ‘A& 704" -i xxx.instance -w
xxx.weight -o ‘A3 A% 3L’

AL AW

Og‘:,[‘
Q‘L
38
rir
Ko
ar)

N

-t : HAE 7]5(xxx.training: &7 i 1<)
—a D YAy F(3: 1B2)

-F : A2 dlo]¥ &2 (Sparse: 3] AHE)

-N D A S

~1 DA A= (AR AR I xxx. instance)
W D7 A B (kA AR 9k xxx.weight)
-0 w5 4y =9

W s Wl A 1, N §HE B9 FRE e, instance, xxx.veight % 52
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A4 A R B

e R Aol AR AL F VAT AAAWoIN AT WA W
=3t 10,00071] HA dlo]E s} 3

_72*
g Aol o 2 A8Ae] W% Auoleh WA HolHe] 3 71ZFe 2005

H2ES S,
5 Aue Akt Azdol AFHE ASA AEM]2E Bl Sy

Ao, =¥ g vy A= 19 4.19 2o

rot

15) gtof|d QIEJYl =4~ www.daum.net

16) gk gl gtnl T8 oA 2 ofghdAy1shd 39, 23hd 39, 33hd 27, 43hd 2%, oighdl
A1), 71ek 1% - ¢ 9%, o 39

1) A)2~8lo] A vl ZA9lS 98] AFEAF 1TH-11H, 2W-1238 2 AXE giatez AF =3
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20%
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97 AA PR AY @3

2 E

Fig. 4.1 The ratio of action of SPAM/HAM in learning corpus
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4.3

-l U
k1
o,
N
S
Mo
1

# 3

M

AQkshs Azge AR AGES o gl FEW R
sto] ofrbatgle FastEl, $A %
Folg ARSI AP 7 AL S5 dolEE 10004 90074714

200714 HRH oz FIha

E
X
M
S
o
fot
k1
i

ir
o
ot
=
=)
AL
L
=l
o
Lo
=
N
o%
o
i
32
dlo
ftlo
=5

e o w B dojee] o

4,17 19 42004 AT

o
E

=<

4.1

L%

5 dlojE & mE EF A= W3}

Table 4.1 A mail classification precision according to learning data

(9 %)
A}g-A ﬂgﬂqﬂ$ - B
100 300 200 7100 200
1 40 72 80 81 79 70
2 50 65 73 71 71 66
3 53 83 82 g3 93 81
4 48 75 76 72 67 67
5 44 56 88 91 87 73
6 B4 78 75 80 86 76
7 25 53 75 69 4 57
8 53 64 78 88 83 73
9 35 43 65 £8 67 56
10 41 65 64 64 75 62
11 34 76 88 87 82 73
12 56 66 76 83 85 73
HE 51 62 78 79 81 67
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100%

3 s0% — m7gu—881%
5 60% 2%
,,ET ] L0 /Y
4 =51
sl 10%
=
20%
0% ' ' .

100 300 500 700 900

% 4.2 Sk HolE o] mE 2F A Wi

Fig. 4.2 A mail classification precision according to learning data

4.3.2 AHEAE EF AT Ao| #£4
2 =
AR 18 "o 1 4 S F Ak B AIEE B AR
3}

- vy A7) fx ek AEA A I o]l Easgl=d, AE &

R4 L% =
of R HA & EFU A E=e= AE A flo] o2 F AAlskeE d
% o] U dsiths e Azsge] WX RRAYL FAN/ A% 24

o] Wl A yth= AS vk 4.2 FaL).
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ool whE ARRA fEH &

Table 4.2 User action ratio according to classification precision

(2] %)
2»d7] HX ABA #HXA
A5 T/ A8} 3 A& 9 AHEA} 3 AHEAE 9
7] 13 34 96 99
2AHA) 92 99 53 89
== 0 3 26 4
g 0 0 11 6
Cies 0 0 34 11

4.3.3 A9 &7 274E UElE g5 Holy &

A 28] A (over-fitting) @A o= A3k = 2t (Mitchell, 1997). u}
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100%

3 5 |
c o g1 i
e 90% . |
E 5% : !
£ | %44
3 e 3% : i
% 9% ! |
- % | HAg 77 |
70% : |
0 =68% ! |
60% i i
0% ' : L 1 L H L I I 1

300 400 500 600 700 800 900 1,000 1,100 1,200 1,300 1,400 1,500
e role 7+

a9 4.3 85 dlolg] <ol wE 33 Ak

Fig. 4.3 A problem of over—fitting according to amount of learning data

4.4 B8 ZAZ AILHE = HE B4

A 2Bl ] Holet ALEA; % AH mEo ¢y Alx, BE. A9 o
og FAHe] gl 2y 7] AA ARA A= zhzhe] ] At =
ARE ZASATH 1 4.1 F31). 297 A ARA AR oA 27 =&
3 Algx BE w0 ths) . AFgAE Ay HBA/ARA HX gE] 2k

PEd 7] BEL Y B SR AR, 2] BA) A A
Pt ool Pt 71 owlge] Ak 2 wd, Aua WA daiHE 7
=o golol 979} rlBo] HlmA tis g% HELS Mol Aoz FAlE

ATH.

olr

18) Ao g AEAe] AE ARE FH UMs

,32,



4.5 A AFfZAJoNA P& JH FE8A oF BT}

o] m&dME HAE EFet7] S8l dwrHow ARge= WA A FEI
H
)=

chojiwto]l oyt i AAel i AbEARe] dE ARE o8& VIME

s Jes =97 2R 195
s A2 0% 25 A9
o
o 100%
T 30% 5 5 %
5 m/1%
™ 609% 29 .‘.'6"4’% B-63%
;_g (e .,i( > O/
;i 0o s é% —m49%
20%
100 500 500 700 900

st dlol el A4
I8 4.4 AR A AR fe BE BR 48R

Fig. 4.4 Usefulness of user action in mail classification
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Table 4.3 Characteristic comparison of existing SPAM filtering systems

53 A TFH o= A&}
}\]/\Eﬂ t}‘ﬁ' ’5,._]'5‘3 B 53% 7§_‘i’_
- 2F A 2FE ¥ A A% (%)
7 A3 5 0 o] qolH] Holg] vy
Ljolx Gharof
I AL B 3538 1,517 95 X
| o] = ot k!
AL, BEE AL
g3, B4 HDL o] B 576 201
11 ° ° el o] 94 X
Tag®} 7Fo] 2:%1 o] X| (329+247) (148+53)
o]
SV ks 666 153
11 gy, R 9 - 91 X
(SWM Light) | <9} (441+225) (100+53)
AL, BE S REo
_ AR 7] wE
23E oA A _ ) 9,000 1,000
IV - N Eacy gkt o 93 0
S, AA ] thE AL (7,53442,466) | (322+678)
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¥ 4.3904 Alze [(FAEY 9], 2005)3 [[(AEF & AAL, 2003)= Lol
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