Encryption and decryption system using bio—information

and phase wrapping method
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Encryption and decryption system using

bio—information and phase wrapping method

by Young-/Jin, Lim

Department of Electrical & Electronics Engineering
The Graduate School of Korea Maritime University

Busan, Republic of Korea

Abstract

In this paper, we propose an 1improved image encryption and
fault-tolerance decryption method using bio-information and phase
wrapping method in the frequency domain. An encrypted image in the
encryption process is denoted the product of a phase-encoded arbitrary
image and a random phase image. The encrypted image is zero-padded
and Fourier transformed. Its real-valued data and bio-information image
are phase—-encoded. Both encrypted key and decrypting key are made of
proposed phase wrapping method. The decryption is simply performed
based on 2-/ setup with spatial filter by Fourier transform for
multiplication phase-encoded fingerprint image and the keys. The

proposed method using arbitrary image, which does not contain any



information from the original i1mage, prevents the possibility of
counterfeiting from unauthorized people and also can be used as a
current spatial light modulator technology by phase encoding of the
real-valued data. Computer simulations show the validity of the
encryption scheme and the robustness to noise of the encrypted key or

the decryption key in the proposed technique.
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Fig. 1. The Conventional joint transform correlator.
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7
Fig. 2. Amplitude-based double random phase encoding method : (a)

Encryption process, (b) Decryption process
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Fig. 3. The block diagram of proposed encryption method.
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Fourier transform
Real value

i D (u,v)

Phase wrapping

Decryption key
image

If)(u,v)

2 4 AE BEE e B2 tholoj 1w

Fig. 4. The block diagram of proposed decryption method.
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D(u,v) = Fﬂwl{dz(x,y)} (31)
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Fig. 5. Optical setup used for image decryption
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Fig. 6. Computer simulation results (128x<128):
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(d) decryption key image Z?(u,v), and (e) reversal reconstructed image
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(d) (e) (f)

a9 10, gEdE 93 4, & A me AM® 94 (a) 25% A,
(b) 50% 2%k, (c) 75% 2k, (d) (el o1& A 3, (e) (bl <3
ARE G @) (o o8l AN FA

Fig. 10. Reconstructed images from the encrypted image according to
the jaxis blocking; (a) 25% blocked encrypt image, (b) 50% blocked
encrypt image, (¢) 75% blocked encrypt image, (d) reconstructed image

of (a), (e) reconstructed image of (b), and (f) reconstructed image of

(c).
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